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1 Introduction

1.1 Before you begin

This manual is for system administrators responsible for installing, configuring and using Scout
Enterprise to manage Thin Clients.
Starting with this version Scout Enterprise supports the management of clients with

e eLux®NG

e eLux®RL

e Windows CE®5.0

e Windows XP embedded
e WES7

However, clients with eLux 1.x cannot be managed with this version any longer.

This manual assumes knowledge of:

e |Installation, operation and maintenance of network and asynchronous communication hardware,
including serial ports, modems and device adapters

e The operating system (OS) on the Thin Client

NOTE: No significant knowledge of Linux is needed, although Scout does manage Linux based
clients.

1.1.1 Conventions

Convention Description

> Move to a menu, tab, screen element or folder.

= Refers to a procedure.

"L Quotation marks refer to screen text and text in pop-up
messages.

ALL UPPERCASE Represents keyboard keys (for example, ENTER, F4, CTRL).

Bold Indicates boxes and buttons, column headings, command-

line commands and options, dialog box titles, tabs, icons,
lists, menu names and menu commands, directories,
subdirectories and folders, and new terms.

Courier New The Courier New font represents entries you can type at the
command line or initialization files.

<ltalics> Indicate a placeholder for information or parameters that you
must enter. As an example, if the procedure asks you to type
<IP address>, you must type the actual IP address. Italics
can also refer to book titles.
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1.1.2 Glossary

Abbreviation

Description

BootP

Bootstrap Protocol

DHCP Dynamic Host Configuration Protocol

DNS Domain Name Service

GUI Graphical User Interface

ICA Independent Computer Architecture

IP address IP addresses are represented in four 3-digit groups separated

by periods.
Example: 192.45.85.1

MAC address

Media Access Control address. The format of a MAC or
hardware address is: XX:XX:XX:XX:XX:XX

Example: 00:30:05:07:85:1A

MSN Multiple Subscriber Number

PING Utility used to check whether an IP address is accessible or
not.

RDP Remote Desktop Protocol

SNMP Simple Network Management Protocol

UTC Coordinated Universal Time

VNC Virtual Network Computing

wireless LAN wireless local-area network

XDMCP X Display Manager Control Protocol

ou Organization Unit in the Scout Enterprise hierarchy
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1.2 Finding More Information
This manual contains conceptual information, and installation and configuration steps for
Scout Enterprise. Additional information is available from the following sources:
e The Scout Enterprise Administrator's Guide for previous versions of Scout
e The eLux NG and eLux RL Administrator's Guides for information on the Thin Client software.
This guide as well as other Scout documentation is available in Adobe PDF format. It can be found in
the following locations:
e The documentation folder on your eLux CD-ROM
e The product documentation library at www.myelux.com (always the latest version!)

1.3 Scout on the World Wide Web
UniCon offers online technical support at www.myelux.com. This includes the following:
e PDF versions of the documentation
e Downloadable software
e The latest updates and hotfixes for download
e Alist of supported hardware

To access the site you must complete a one-time, free registration.

1.4 What is Scout Enterprise?

Scout Enterprise is the Management Tool for large installations of Thin Clients or PCs running the
operating systems eLux®NG, eLux® RL or Windows® CE, XPe/WES7. For installation of Scout
Enterprise only small storage space on standard PC or Server architecture is needed. The
administrator can manage the clients on 4 levels - firmware, device configuration, server connectivity
and online commands. By supporting databases Scout Enterprise provides the default interface for
data storage, allowing a smooth backup or recovery and optimizing scalability and performance.
Domain users can be established as administrators, whose rights, such as access to certain
organization units, can be set according to their responsibilities and tasks.

scout EﬂtEI’pl’iSE Server SCout Enterprise Konsole ELIAS
- = eluxImage
Senerdienst ~ : Administration
aluzd axe i - Senice
| - -
: FC /TS
o
7
S g
3] zZ
i

SlL-5erver
Alternativ

5 Jet-0'B-Engine
{biz 1.000 Clients)

Detta-Obertragung
Konfigurationsdaen komprimierter Image-hdodule

TCRAR o % TR Pom 21 TP Por &
Secured Port 22123 iy

Thin Client

Figure 1: The Scout EnterpriseConcept
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The Scout Enterprise software consists of the following components:

141

1.4.2

e Scout Enterprise Server The central component is a database that contains information on the
devices currently being managed, their configuration, scheduled commands, past updates, and
licenses. Generally, there is one instance in a network or network segment. The Scout Server
service uses the database and runs constantly. It can support multiple administrator sessions
(an administrator session is described below).

e Scout Enterprise Console Interface used to make changes to the Server. Can be installed on
the same machine or on a remote machine. For security reasons, there are two sessions
available: Administrator, which can make changes to the Server configuration; and Guest, who
has help desk functionality and can enter licenses. Can be installed on multiple machines.

e Container Not just any software can be installed on the device — the software must be
compatible with eLux. The container is a collection of software that can be installed on the
terminal. With eLux NG: It is hardware-specific, which means every hardware platform has its
own container. With eLux RL: there is only one container for every hardware platform!

ELIAS - eLux Image Administration Service - is available to owners of Scout Enterprise and
allows the administrator to customize the software installed on the device to exactly satisfy end-user
requirements. It is installed using the Scout Enterprise installation program, and is decribed in detalil
in this manual.

However, you can create your own packages — for example, to install a specific driver — using the
eLux Builder Kit (EBKGUI). Advanced Linux knowledge is required. More information on this
product as well as a user guide is available at the Web site www.myelux.com

Communication between Thin Client and Scout Server

It is only during the start of a Thin Client that this connects to its Scout Manager asking for new
configuration data.

There are 3 options:

1. Thin Client reaches the Scout Server. The Scout Server has no new configuration data. Thin
Client continues booting with the settings available so far.

2. Thin Client reaches the Scout Server, Scout Server reports new configuration data and transfers
these to the Thin Client. If required, the Thin Client will restart with the new configuration.

3. Thin Client does not reach Scout Server, e.g. because of network or server problems, which
results in a management timeout (see Configuration — Network > Advanced). The Thin Client
keeps the latest stored settings.

During the operation of a Thin Client no data are exchanged between Scout Server and Thin Client .
During the shutdown of the Thin Client it reports its status to Scout.

Exception: VPN Connections, see chapter 3.16 VPN.

Scout Functionality
Scout Enterprise offers the following features:

e Easy Installation The minimum requirements are described in chapter 2.1 System
Requirements.

e Silent (unattended) Installation: The installation procedure is recorded and can be run at any
time. For further information see chapter 2.8 Silent (unattended) Installation.

e Easy device entry Either remotely from Scout Enterprise Server (Client Discovery”), locally on
the client (Reverse Discovery”), or automatically by configuring DNS server settings (ScoutSrv”)
or DHCP server settings (DHCP server vendor options”). Additionally, it is possible to customize
the group list sent to the terminal during First Configuration, or set the Wizard parameters to
the Scout Enterprise Server (SmartSrv”).

e Multiple Administrator Policy Domain users can be added as administrators. Individual rights
are set corresponding to their responsibilities and tasks. See chapter 10.
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Database Support By default we use the JET Database Engine (MDB) included in Windows;
options are: Microsoft® SQL Server or MySQL® Server.

Application management Applications can be easily created for an individual user or
inheritedfrom the global application list, reducing configuration time for the administrator.

Easy firmware management The firmware installed on the device can be automatically
updated using the update scheduler.

Customizable scheduler Schedule commands to occur at specific times and frequency. This
reduces the impact of planned maintenance or configuration changes.

Licenses Automatic software license distribution.

Security Support of authentication servers during logon, including LDAP and ADS. This
provides greater system entry security into networked environments by limiting user access to
the system. In addition, password-protected groups to restrict unauthorized configuration access
in the First Configuration Wizard. An essential objective of management is to prevent end users
from making incorrect configurations. You can use Scout Enterprise to limit user rights. Smart
card support for local authentication, user roaming, and Citrix ICA logon. SSH and virtual private
networks are supported.

User variables In conjunction with an authentication server, using user variables allows for
configuration consolidation, reducing configuration time for the administrator and simplifying the
configuration overall.

Hierarchical Structure The managed clients are assigned to organization units on different
hierarchical levels, thus replacing the former structure of locations and groups. Each
organization unit contains applications and devices. Furthermore, Scout enables to set a global
base configuration, global applications and the standard unit Lost&Found.

Server Transfer In case the server hardware has to be replaced, just copy the database file and
insert it to the installation directory of the new Scout Enterprise Server. You can be sure that all
devices and their configurations as well as the licenses are available as before. To verify, please
consult our separate Paper "Scout — Migration & Server Transfer" on www.myelux.com

Language The console language can be changed from German to English directly in the
Console, which avoids having to reinstall the Server.

Recovery Settings The TFTP server, an integral component of the recovery procedure, can be
configured using the Scout Enterprise Console. This avoids errors that can occur when the
TFTP server configuration file is edited by hand and annoying troubleshooting during the
recovery procedure.

Remote control of devices For example, for scheduling maintenance or firmware updates.

Device monitoring Display of remote device status (on/off, initializing desktop, performing
update)

Troubleshooting Access to update log for devices, Scout Enterprise Console and Scout
Enterprise Server logs, adjusting default time-out values (update, device entry, time to contact
manager, time to contact printer), factory reset to remotely delete the configuration and all
locally-saved files, recovery installation to reformat the flash card or hard drive.

Help desk features Interactive, real-time mirroring capabilities and sending messages to users.
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2 Installing Scout Enterprise

2.1

2.2

2.3

System Requirements
The Scout Enterprise Server and Scout Enteprise Console both have the following minimum system
requirements:

e Microsoft Windows Server 2003 SP1 or higher
Windows XP Professional or higher

e 50 MB disk space

e Database System, e.g. the JET Database Engine (MDB) included in Windows; optional:
Microsoft® SQL Server or MySQL® Server.

e You must have administrator rights on the PC and be connected to a TCP/IP network.

The container has the following requirements:
e FTP or HTTP server with write access, installed locally or available on a network drive

e Space requirements vary depending on the container for the hardware platform that is being
installed and the software that is currently available for that container. Minimum for all containers
at the time of publishing: 700 MB.

System Restrictions

No system restrictions are known for Scout Enterprise Server and Scout Enterprise Console. Other
services, such as Citrix XenApp, can be running on the same PC.

For convenience, to view the server log, the Scout Enterprise Server and Scout Enterprise Console
must be installed in the same directory.

Database Support

Scout Enterprise requires a database software. Using the Microsoft® JET Database Engine, no other
database software is needed. The Microsoft® JET Database Engine is included in the operating
system since Windows 2000. During installation Scout Enterprise then automatically creates the
database file with the extension .mdb. Any file name can be assigned.

Alternatively, the database software Microsoft® SQL Server or MySQL® Server can be used. In this
case the database must have been installed before. As above, the file name is arbitrary.
We recommend these database and driver versions:
e Microsoft SQL Server 2000 or higher
e MySQL Server for Windows V4.1.12a or higher
e MySQL Server for Unix V3.23.52 or higher
e My ODBC 3.51.11-1 (ODBC driver for MySQL)
e Microsoft Access (MDB)
Required memory space for the Scout database is 50 MB per 1,000 devices.

Starting with Scout Enterprise Version 9 there ist a Database Connection Editor integrated in the
start menu, which allows you to define various database connections for the Scout Enterprise console.
As a result one console system can connect to different databases.

The migration from existing prior Scout installations to Scout Enterprise and the migration of the Jet
Database Engine to Microsoft SQL Server 2000 as well as the procedure for Servertransfer is
described in a separate manual "Scout - Migration and Servertransfer” in the download area
"Manuals and Documentation” on www.myelux.com.

Note: In the setup > database dialog the name of the database can be entered now. That means that
the database name need not necessarily be 'ScoutNG'.
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When using MS-SQL as database type during setup, you can choose between the authentication
method SQL-Server authentication and the Windows authentication.

SQL-Server authentication means:

User name and password to be entered must refer to a SQL-Server user.

Windows authentication — also called 'Trusted-Connection', means:

A program always logs on to the current ‘credentials’ SQL-Server.

No user or password are entered for the the logon to the SQL-Server.

However, in this case the Scout Enterprise service must be run within a specific user account.
Otherwise the service would run under the local system account which usually does not have the
authorization in the SQL server.

The user name and password of the service accoung may also be entered in the dialog.

In addition there are two 'Browse' buttons which serve to show a list of the available SQL Server rsp.
the available databases for you to select.

During setup the option 'Manuals' is stored in the Scout Enterprise section in the Windows start menu.
Select from the available manuals.

2.3.1 Scout—Cluster

If Scout Enterprise uses an SQL or MySQL database, multiple servers can work on the database at
the same time. Each server sends a list of all servers entered in the database to the clients, so that
the Scout servers can be changed dynamically.

The clients must have the eLux NG BaseOS Version 1.24-1 or higher

2.3.2 Application Roles in MS SQL Server

2.4

In order to limit the authorization of the console to access the SQL Server tables, it is possible to
define an MS SQL application role.

The name of the application role must be entered into the table "system" in the ScoutNG database.
Add a line with the ParamName='"RName2' and ParamVal='<name of the role>".

Add a line with ParamName='"RPass2' and ParamVal='<password of the role>".

During the start of the console these fields are read first and the applications role is set.

Encryption

The encryption between Scout Server and the eLux clients is based on the AES (Advanced
Encryption Standard).

The clients must have eLux NG BaseOS Version 1.24-1 or higher.
Should a firewall be installed, Port 22123 must be unlocked.
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2.5 Installation Procedure

The Scout Enterprise setup program is available on the eLux NG rsp. eLux RL CD-ROM or can be
downloaded from the Web site www.myelux.com.

To begin the installation procedure, log on to your PC as administrator. If you are using a terminal
server, please run the setup program from the applet Add/Remove programs in the Control Panel.

Choose the language you want for the installation procedure. This will also be the default language of
the Scout Enterprise screen elements.

Choose Setup Language N 5[

Select the language for the installation from
- the choices below.

The InstallShield Wizard guides you through installation.

Scout Enterprise - Installshield Wizard

Welcome to the InstallShield Wizard for Scout Enterprize

The InstallShield® ‘Wizard will install Scout Enterprise, the management tool for thin clients running
elux® \Windows <P embedded or ‘windows CE on your computer.

Requirements:
Windows 2003, XP
Access to FTP or HTTP server either locally or on network, drive
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L)

Please read the license agreement and accept the terms to continue.

wizard x|

LICEMSE AGREEMEMT

Impartant naotes - please read mar_afl.]lly!

software products™].

software praduct.

% { accept the terms of the licenze agreement

The fallowing conditions (UniCon Software End-User License Agreement -
hereafter referred to as "EULAY) are binding for the use of the license
between the customer and UniCon Softeare GmbH, They apply to the UniCon
Software, including accessories, assistance and mask displays, as

well 55 manuals acquired by the customer [hereafter referred to as 'the

The contractual nghts and obllgatlons of the customer cover the adherence
to the license conditions, e provided the software product iz protected

in copright matters as |ntellectual property by UniCan Suftware It may

only be uzed according to the legal hcﬁnsmg regulations. [protectlon af
copyrights, registered trademarks and trade secrets). The software product
may be copied and uzed only within the contest of the bnught licenze. The
customer acquires a time- unlimited license for the full version of the

tw/hen the customer installs o copiss the software product, he declares his
agreement with the avallable ELILA, IF the customer does not accept the ELILA, :I

| do not accept the termz of the license agreement

Scout Enterprise - InstallShield Wizard

% Typical

" Cugtom

(Deslination Folder

C:%Pragram Files\UniConhscoutng %

Click the type of setup you prefer,

Frogram will be installed with the most common options. Recommended for most
Lzers.

Select which prograrm features you want inztalled. Recommended for advanced
users,
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1. Click Typical to install the three standard components mentioned above. All containers will be

installed. You can also set the installation directory for Scout Enterprise (by default,
c:\Program Files\UniCon\scoutng).
To install a specific container only, click Custom.

Choose the type of server that will be used to access your container.

Enter the path of the FTP or HTTP server root directory (either locally or on a network drive)
and the fully qualified URL to access the server (format: [ Ftp/http]://<host>). In addition,
for FTP enter the logon information (anonymous” FTP is supported). Examples:

HTTP server root direCtory.......ccccvveeeeeeiiciieeeeee e \\serverl1\inetpub\wwwroot\
URL 1ottt e e e e s e e e e s http://work.domain.com
FTP server root direCtory .........cccccceeveeeeesiiccivineeeenn. c:\Program Files\Inetpub\ftproot
T P e ftp://ftp.domain.com
7= T 1 PR anonymous
PasSWOIA.......couuiiiiiiiieiee e eeeaaae eluxng@domain.com

The setup program then attempts to verify the values you entered. Note: This may result in a
delay — please do not click during this time.

If there are problems contacting the server, an error message appears and you are prompted
to change your parameters.

If the server was successfully reached, a summary of the components to be installed is
displayed. Click Next to start copying files.

Select the installation folder:

Choose Folder |

Please select the installation Folder.

x|

Directories: u prefer,
“+{[5) Outlook Express &
-7y Reference Assemblies
{El Snapshat Viewer
=15y UniCon ill be installed with the mozst common ophions. Recommended for most
E@ scoutng e
-5 security
“-05) WakeOnLanServer
-7 YMware =
1 3
ich program features wou want ingtalled. Recommended for adwvanced
ok I Cancel |
T Lo
Deztination Folder
(E:‘\F'mglam FilezhUniConhzcoutng
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In the database option dialog please select on of the following databases:
. Microsoft Jet Database engine (MDB)

. Microsoft SQL Server

. MySQL Server.

Scout Enterprise - Installshield Wizard | x|

@ Microsoft Jet Database Engine (MDE}

" Microsoft SOL-Server

 MYSOL - Server

When choosing the Microsoft Jet Database engine (MDB) no further action is required.

However, when selecting Microsoft SQL Server or MySQL Server

. enter server name and a user who has access to the database,
o create an empty database named ‘ScoutNG'.
Scout Enterprise - Installshield Wizard x

" Microsoft Jet D atabase Engine [MDE)

£ MYSOL - Server

Server-Mams I
Eenutzer I
Kennwort I
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The next dialog offers to define applications, if you like.

Scout Enterprise - InstallShield Wizard

Scout Enterprise allows pou to define applications for each organization urit, This canbe e.g. &
IC& or RDF connection.

fou can define applications for pour new arganization unit now, or you can skip this step and
define the applications later.

.ﬂpi:_licatiuﬁn's

&dd application
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Defining a RDP application Defining an ICA application
Marme of application || Mame of application ||
Server I [™ Published &pplication
Application I Server I
Wiarking directory I Application I
Wworking directone I
Iser name I
Pazsword I Lecitiane I
[ioriin I Password I
Domain I

[ Allow Smart Card lagon
[ Autostart desktop [™ Pass-through logon
[T Autostart desktop
[~ Application restart

I Start automatically after I = [ Start automatically after I 5

[T Desktop icon [ Desktopicon

[~ Application restart

Defining a VMWare View application Defining a XenDesktop application

Marme of application || Marme of application ||

Server I Server I
User name I User name I
Pazswiond I Pazsward I
Domain I Dramain I
[T UseS5L
USE rules I
[ Show last user
[~ Allow cancel
[” Pass-through logon
I Autostart desktop [~ Application restart

[~ Application restart
l— - [~ Start automatically after I 3

[ Start automatically after
[™ Diesktop icon [T Diesktopicon
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The settings are displayed for checking purposes, click Next to start installation.
Scout Enterprise - Installshield wicard |

Setup haz enough information to start copying the program files. |f you want bo review or change
any zettings, click Back. |f pou are satisfied with the settings, click Mest ta begin copying files.

Current Settings:

Components to be installed : d

Programs to be installed :
Fragrams will be installed to : C:\Program Files\UniContscoutng
Scout Enterprize - Consale ' '
Elias

Services to be installed -
Scout Enterprise - Server
TFTF - Server

After the successful installation leave the wizard by clicking Finish. The Scout Enterprise console can be
launched directly.

Scout Enterprise - InstallShield Wizard = 3

InstallShield Wizard Complete

The InstallShield Wizard has successhully installed Scout Enterprise. Click Finish to exit the wizard.

\ ¥ Launch Scout Enterprise Consols

2.6 Changing installed Components

After installation, you can run the setup program at any time to change the components that are
installed. Click Modify to add or remove single program components. The old setup program will be
used. Click Repair to update the software.

2.7 Uninstall

To uninstall Scout Enterprise, click Add/Remove Programs in the Windows Control Panel. A list of
installed software is displayed. Scroll down and highlight Scout Enterprise. Then click on the Change
or remove programs button and follow the directions in the dialog. All program files are deleted.
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2.8 Silent (unattended) Installation
In the first step the installation of Scout Enterprise must be recorded.

= Recording the installation:
Initiate the install program by entering the following parameters:
setup.exe /r /fl<Dateiname>

e Parameter /r initiates the record mode of the installation.

e With the parameter /f1 you define the file the recorded data are to be saved in.
z.B.: setup.exe /F /flC:\temp\scoutngsetup.iss

e If parameter /f1 should not be defined, a file setup. iss will be created in the Windows
directory.

= Performing the silent installation
Start the install program with the following parameters:

c:\>setup.exe /s /fl<Dateiname> (c:is exemplary)
e Parameter /s initiates the execution of the installation (silent mode).
e Parameter /f1 is the same as during the recording of the installation.
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3 Management on the Setup Level

This chapter contains information on how to set the Thin Client’'s desktop, hardware, network and security

settings. This is done using the tabs in Setup.

3.1 Introduction

Scout Enterprise software organizes Thin Clients (devices”) hierarchically. You can group

individual devices into Organisation Units .

By default the global Setup, or base configuration, is applied to new devices that have not yet been
configured. Elements can refer to the Setup of the next higher element in the hierarchy, the parent,or

they can have an individualized Setup.

Locations, organization units and individual devices can be assigned individualized Setups. In
addition, the "Use Parent" feature allows you to turn an individualized configuration off and revert to

the base configuration, providing flexibility.

Organisation units and individual devices can be assigned individualized setups. In addition the Use
Parent” feature allows you to turn an individualized configuration off and revert to the base

configuration, providing flexibility.
File  Edit Wiew Options Security 7

N x R & el z
j Applications Asset
HEnappG

¥
Il

Bl Hardware information

Setial number ¥KIG020326
Type Dged-A1
Main memary 1024
Flash memary CF300%4G55
CPU 2199 MHz
Bins 6,00 R1.13.2524.41
Supplier FLIITSU SIEMEMNS
Device bype ESPRIMC ES730
Flashsize 3.95 GB
E Connected monitors
E Monitor 1
Description P23T-6 IPS
Vendor FUS
Serial number YWIQO02287
Properties l Asset |
Lisk o>
0u |All =
Mame MAC ad... | IP address Host-ID Image Adminis.., | Configu..,  Manager | Organis...  Last Up...  Last State | Serialn...  Tvpe Main m... | Flashm...
HP5545 001999, 192,168,16,203  1725-8256-3222  <Flash... Yes Config...  teacher Karlsru,.. ThuFe.. Update... 28913406 D2703-A2 824 ME 962 MB
HRS720 001999, 192,168,16.226  1433-89358-3666  steinle-... ‘Yes Config...  192.16,.. Katlsru,.. Mobav.., MNobav,., 31307506 D2963-A1 Z2043MEB  CF300...
HPS735 001999, 192.168.16.202  9342-8260-0665 es Config... Katlsru,..  Motav... Mobav.., Mobav.,., Mobav.. MNobav.. Mobav..
Figure 2: View > Main Window incl. List view and Asset window
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e Inthe View menu - Settings you can define the time in seconds to refresh the display of the

status of all visible devices.

If the two parameters are disabled the refreshing of the
display can be initialized directly on the console. by the
shortkey CTRL-F5 thus refreshing the display of the visible
devices. By pressing the F5 key the display of all devices is
being refreshed.

Further the dialog Settings in the View menu offers the
option to Check independent configurations. This option
checks for all subordinate, independent configurations after
a configuration has been modified. The independent
configurations will be shown in a dialog and you have the
choice

- not to apply the modifications to other orginazation units,

- to apply the modifications to all independent
configurations,

- to select individual configurations which the modifications
are to be applied to.

Figure 3: View - Settings

Configuration dependencies

One or more independent client configurations were found.
How to proceed?

" Copy only changed fi:alds [marked red]

" Copy own selection [zelect rows and cols)

Yiew

— Refregh the dizplap of all vizsible devices -

E
(7 s

W Inthe tree view every

W In the list view every

~Status Bar
¥ Refiesh the summary every I 3 s

— On conzole start

W Dizplay the last selected element

— Dizplay confirmation meszages

¥ Mezsage when refreshing the configuration

¥ Check independent configurations

Werbose - Level

Cancel

I Frequency I F.eyboardlangua... I__t]

i_DE-Name I [ezktoplanguage I B ackoroundeolor I Fi ezolution
| B asze zetup de_DE HB080H 14402900
! Italy it IT HOOOD 10244768
| emptang.unicon-ka.de  de DE HOOFO0 1024u76S

31} us
70 it
B0 Uz

Note: This can only be done directly after the modification of a configuration.
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Updating Locked Fields

Normally, when the configuration has changed in Scout Enterprise, the entire device configuration will
be sent to the client the next time the client boots.

If tabs have been blended out, either for security reasons or to prevent the user from configuring them
locally (see section 3.5.1), it is possible to update the locked tabs only.

In the Options menu, select Advanced. The Advanced options dialog box appears.
In the Update of fields area, click to select Only locked fields are updated on the client.

The next time the desktop configuration is sent, only the locked tabs will be updated. The local
configuration the user has made in unlocked tabs will not be overwritten.

3.2 General

Using device setup <empfang.unicon-ka.de =

I Frirter I Mouze/Keyboard | Hardware I
Metwork, I Screen I Security Firrnieare l Multimedia I Deskiop

IIniCon Scout

Installed Software

MAC 030DCO4B023 Not avalable [
Hast-D 37E5-8754-2687
Flazh rernary iFE1 28

P ity rernony EEI_SW

Type TREE70 =]

[ Use parent

Q. I Cancel Spply | Help i

Figure 4: Setup > General tab (individual device)

The General tab lists hardware information, as shown in the figure above. Because this information is
device-specific, it is only displayed in the individual device Setup.

e MAC address The hardware Media Access Control address of the device.

e Host ID Host ID assigned to the device. This is required for the eLux NG licensing procedure.
e Flash memory A short description of the flash local storage type and size.

e Main memory Size of the main memory in megabytes.

e Type Product description as set by the hardware supplier (a string).

In addition, the General tab contains Use parent. Select this check box to use the Setup of the next
higher element in the hierarchy: The individual device will refer to the Setup of thenext higher
organisation unit and so on.

When this check box is selected, the remaining tabs in this Setup are disabled.

Note Because network and system information is device specific, it is only displayed in an individual
device Setup, and not in the Setup of an organisation unit or the base configuration.
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3.3 Network

Starting with Scout V 12.x and eLux RL 3 the configuration of network profiles offers more flexibility.

In earlier versions only 1 network profile could be defined at a time, now different profiles can be
configured simultaneously, e.g. Ethernet, WLAN, UMTS. The profiles are available at the client, where
you can select between them easily in the systray of the client, too.

In particular, this improvement provides higher flexibility for mobile clients.

Using base setup
Drives | Frirter l MouseFeyboard | Hardware I Diagniostics I
Gereral Metwark. | Soreen I Security I Firrnasare I Multimedia I Desktop

LAN | witeless LAN | G3/UMTS | 4DSL | Madem 1SDM |

Marme | 150M |

x| pste_|

]% Cancel Apply Help

Figure 5: Setup > Network

The Network tab consists of the subtabs

e LAN

e Wireless LAN
e G3/UMTS

e ADSL

e Modem

e |ISDN

Each can be created by clicking the Add button, can be edited (Edit button) or deleted (Delete button).
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3.3.1 LAN

If you install an external Ethernet card please deactivate the LanOnBoard function. Further, please
consider that Wake-on-LAN will not work in this case.

Click your Ethernet speed from the Speed list.

¢ 1 Gbit: Only available for the gigabit Ethernet network card Broadcom Tigon 3 (BCM570x). Other
card parameters will be automatically configured.

e BNC: Only available for 3Com Combo cards.
e AUI: Only available for 3Com Combo cards.

Edit network profile
Edit network profile
Ethernet I Mediuml Advancedl Defaul
' ibtain an IP address automaticalle Timeout |30 Edit network profile
" Use follawing IP address —————————————— 2
Ethemet Medium | Advanced | Name
IP address |
Dromain I eree Iu
Autn
itk | o i ]|
10 MEBit/Half duplex
Giateviay 1 | ~DHCE - Setfings
Gateway 2 | 1 GEit O I DHCP failz on startup use the zettings az lang they are walid
EHF [Depending on the DHCR leaze time)
DMS-Server 1 |
DMS-Server 2 | r~ Dynamic DMS entry

—IEEE 802.1x Authentication

[~ Activate Timeout |25 ZEC.

ak. I Cancel Apply | L]

[ ok | Cancal £pply

QK. I Cancel Apply Help

Figure 6: Network > LAN

IEEE 802.1x Authentication can be activated in the subtab Advanced. The subject is described in
chapter 3.3.8.

A Timeout parameter can be entered to define after how many seconds the attempt to connect to the
manager can be cancelled.

The Smardtcard domain is described in chapter 3.15 Smartcard.
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3.3.2 Wireless LAN
Note:

On www.myelux.com > eLux Software Packages > Click the column Released Packages of the
relevant client > Supported Hardware Components you find an up-to-date list of the Wireless LAN
products which are supported by eLux.

The following settings are possible for Wireless LAN. Please check with your administrator which
setting is the proper one for your environment.

(1) WEP

(2) WPA (PSK)

(3) WPA2 (PSK)

(4) WPA2 (EAP)

(5) IEEE 802. 1x (LEAP)

The fields differ depending on the defined mode.

Edit network profile
Edit network profile
[~ Connect automaticaly
Medium I IP I Advanced i [~ Connect automatically
Edit network profile
551D | I
Medium P Advanced
1 Dbtain an [P address automaticalls( Ti i i
Charinel bl Timeou |5D [~ Connect automatically
" Use following P address
Encrpption IF address | Medium | 1P Advanced i
Driomain I — DHCP - Settings
It DHLCP fails on startup use the zettings as long they are valid
Subnet Mask I [Depending on the DHCP lzaze time)
IEEE 8021 [LE, e I
Gaenai2 I i~ Dynamic DMS entry
SR -
DS Server 1 I
DHS-Server 2 I

oK I Cancel Ar

akK I Cancel Apply |

ok, I Cancel Apply Help

Figure 7: Network > WLAN
Dynamic DNS entry

The advanced network profile settings offer to define whether a client is to inform dynamically the
name server about the name, so that the name server can issue the entry in the Forward rsp. Reverse
Lookup zone.

WindowsCE Clients may issue only one entry in the Forward Lookup zone.
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3.3.3 UMTS

Name:
APN:
Timeout:

User:
Password:
PIN of SIM card

Protected:

Edit network profile
Edit network profile B
[~ Cornect automaticaly
(e IlP I [~ Connect automatically
Mumber
tedium P I
APN
DNS-5 1
Timeout IED i I |
Ui I—‘ DNS-Server 2 l

Pazzword I
FIM of SIM card I

Pratected [

ok I Cancel Apply |

QK. I Cancel Apply Help

Figure 8: Network > UMTS

Name of UMTS profile, e.g. the name of your provider
Website of your provider

Enter a value for the idle time (in seconds). After this specified amount of
inactivity, eLux disconnects the UMTS connection.

user name assigned by your provider
password assigned by your provider
The PIN assigned to your SIM card by your provider

(optional) Security feature. Prevents the local user from making configuration
changes to the profile. See chapter for more on security.

When you are done entering information, click OK in the Network Profile dialog box.
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3.3.4 ADSL
Edit network profile

I Connect automatically

Medium I

Tirneout I E
Lser I

Password I

Authentication PAF -
Speed I Auta - I
Pratected |

QK I Cancel | Apply | Help I

Figure 9: Network > ADSL

Click a profile from the Profile drop-down list. Otherwise click Edit. This opens the Profiles dialog
box. Click New to create a new profile or Edit to modify an existing one. This opens the Network
Profile dialog box.

Name: Enter a name for the profile, such as the name of your provider.

Timeout: Enter a value for the idle time (in seconds). After this specified amount of
inactivity, eLux NG disconnects the connection.

User name: Enter the user name assigned by your provider.

Password: Enter the password assigned by your provider.

Authentication: Click the method assigned by your provider.

Protected: (optional) Security feature. Prevents the local user from making configuration
changes to the profile. See chapter for more on security.

When you are done entering information, click Apply in the Edit Network Profile dialog box. Repeat
until you have created / edited the desired profiles.

eLux supports dynamically changing IP addresses for ISDN, modem and ADSL.
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3.3.5 Modem
Select the Modem tab and click New to configure the profile.

Click the baud rate of your modem from the Speed list. It must be greater than the actual maximum
modem baud rate.

Edit network profile

[~ Conmect autarnatically

TMedium |

Murnbet I |

Timeouk 240

User l
Password I

Authentication PAF -
Speed | 19200 v[
Protected [

(0] 4 I Cancel | Apply | Help

Figure 10: Network > Modem

When you are done entering information, click Apply in the Edit Network Profile dialog box.
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3.3.6 ISDN

Edit network profile
[ Connect automatically
Mediur I

Mumber I |

Timeout IZD

User I

Password I

MSM I

Authentication PAP -

Callback n

Use IP address [

Protected u

oK I Cancel | Apply | Help l

Figure 11: Network > ISDN

Click Add to open the dialog Edit network profile and create a new profile. Otherwise click Edit.

Name:
Number:
Timeout:

User name:
Password:
MSN:

Authentication:

Callback:

Use IP address:

Protected:

Enter a name for the ISDN profile, such as the name of your provider.
Enter the access number of your provider.

Enter a value for the idle time (in seconds). After this specified amount of
inactivity, eLux NG disconnects the ISDN connection.

Enter the user name assigned by your provider.
Enter the password assigned by your provider.

Multiple Subscriber Number. If you use the callback function, enter the phone
number of your terminal (without the area code). If you don't use the callback
function, enter zero.

Click the method assigned by your provider.

Click the check box if your provider supports the callback feature (usually
unchecked for commercial providers).

Click the check box if your provider reserves a static IP address for your
eLux NG terminal (usually unchecked for commercial providers).

(optional) Security feature. Prevents the local user from making configuration
changes to the profile. See chapter for more on security.

When you are done entering information, click OK in the Network Profile dialog box. Repeat until you
have created / edited the desired profiles.

eLux supports dynamically changing IP addresses for ISDN, modem and ADSL.
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3.3.7 Advanced Network Settings
Host entries:

If your network does not contain a domain name server (DNS), the Thin Client can still resolve host
names locally.

= To set a hosts list when no name server is present

1. Inthe Network tab click Advanced. The Advanced network settings dialog box appears.

Advanced network settings

tanagement timers

‘when establishing a connection cancel after I 5 sec.
Wwihe connection is it idle state cancel after I 10 zec.

Smart card domain

List af hozts

Hew Edit Delete |

Cancel |

Figure 12: Advanced network settings
2. Click New. Enter the desired IP addresses and IP nhames of the hosts.
3. Save your settings.

The list is transferred to the Thin Client the next time the Thin Client starts.

3.3.8 IEEE 802.1x Authentication (Xsupplicant)

802.1x is an IEEE Standard, which specifies the port-based network access control (on level 2 in the
ISO/OSI reference model) for IEEE 802 networks. The network access in 802 LANSs is realised via ports
(physical port in a switch). IEEE 802.1x enables to protect the network from being accessed by illegal
devices by means of controlled ports and the authentication to a RADIUS server implementation (RADIUS =
Remote Authentication Dial-In User Service).

IEEE 802.1x Activation
Installation of the Xsupplicant Firmware
Using the XSupplicant service requires the eLux RL Base-OS Version 2.6.0 or higher. Proceed as follows to
install the xsupplicant functionality:
e Start ELIAS and add the following software package to your image definition file (idf):
0 Xsupplicant Version >= 1.2.8.1-1. Activate this package.
e Save the idf and exit ELIAS.
e Install the software at the Thin Client by performing a firmware update with the idf just modified.

Activating the Xsupplicant package
Go to the Setup tab of the eLux® RL control panel and open the tab Network > Advanced.

Enable the Activate checkbox in the area IEEE 802.1x authentication. Click OK. Back on the Network tab
click Apply. The client needs to be restarted.
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The configuration file xsupplicant.conf

xsupplicant is configured in the file /setup/xsupplicant.conf.

Within the file parameters such as the type of authentication, transfer of user names, EAP settings and the
path for the certificates can be defined.

Management of 802.1x

During the initial installation certificates are distributed in a separate, privat, non-secured network
("quarantine" network).

For this purpose Standard or Vendor Tags (VendorID = ELUXNG) are defined on the DHCP server. These
serve to transfer the requested certificates and configurations to the client. Requirement: Microsoft IAS
Server.

1. These are the tags to be defined:

Standard Tag 226 / Vendor TAG 6

CERT_URL, enter the URL for the user certificate,

e.g. http://www.mydomain.com/cert/TC _MAC __/.pfx

When exporting the certificate the private key must also be exported to create a .pfx file. This format will
automatically be converted to the PEM format required by eLux. Alternatively the PEM format can be used.

Standard TAG: 227 / Vendor TAG 7

XSUP_CONF: enter the URL for the xsupplicant configuration.

A template is availabe on every eLux client in /setup/xsupplicant/xsupplicant.conf.cert,
e.g: http://www.mydomain.com/cert/xsupplicant.conf

Example:

network_list = all

default_netname = default

logfile = tmp/xsupplicant.log

default
{
allow_types = all
identity ="__IDENTITY__"

force_eapol_ver=1
eap _tls {

user_cert = /setup/cacerts/TC__MAC__.pem
user_key =/setup/cacerts/TC__MAC__.pem
user_key pass="_PHRASE_ "

root_cert = /setup/cacerts/root-ca.pem

chunk_size = 1398
random_file = /dev/urandom
session_resume = yes

}
}

You can use the following macros in the configuration file to make it valid for all clients.

__ MAC__ for the MAC address

__IDENTITY___ the identity if the Windows account name

__ PHRASE__ the password for the private key as defined during the export of the PFX file.

The macro __MAC__ may also be used in the identity TAG.

Standard TAG: 228 / Vendor TAG 8
CERT_PHRASE: the password of the PFX file is stored here.
The password may be the same for all tags and only serves to import the certificate.

Standard TAG: 229 / Vendor TAG 9

XSUP_IDENTITY: the Windows account name is entered here.

e.g. TC__MAC _@mydomain.com. Also,the _ MAC__ macro can be used here. If a Radius server should
be used in Linux, the identity corresponds to the CN of the certificate.
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Standard TAG: 230 / Vendor TAG 10

ROOT_CERT: URL with the Root CA certificate

e.g. http://www.mydomain.com/cert/root-ca.cer.

Since the Root certificate does not include a private key, the default Windows format can be used.

2. Initial installation

Once all the TAGs have been defined, during the first boot of a new client the data are loaded, converted
and imported. Then the client is prepared for the oepration on a 802.1x Switch and is switched off. The basic
configuration (ex-factory) remains with the client. The certificates and the 802.1x configuration remain stored
even after a reset to the factory configuration.

All certificates must reside on the web server for every client. If errors occur during this procedure, a
message will appear and the client is shut down. To repair the error so erscheint ein entsprechender
Hinweis und der Client schaltet sich nicht wieder ab. For troubleshooting the client is to be restarted
completely and must be reset after the detection and correction of the configuration error.

3. Operation

The client can now be run on the productive network. Authentication is performed via 802.1x and — if
successful — the First Configuration Wizard appears.

4. Update

The configuration is verified during each boot procedure, i.e. all TAGs are checked for modifications and
Jif necessary, the configuration is recreated. All files are being synchronized with the web server,
whereby only the date of the file is verified.

The certificates must be renewed on the web server in due time. Approximately 8 days before expiration of
the certificates a message appears. This period of time can be set in the termina.ini via Scout Enterprise.
[Network]

Dot1xDays=8
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3.4 Screen
Using base setup I
Dirives I Frinter I touzesFepboard I Hardware I Diagnostics I
General i M etwark Soreen | Security I Firmware | Multimedia I Deskiop
Colar depth ITrue color [24 bit) ;i [ Power management
Murmber of monitars !1 ;] Delay 10 mirn.
E Resolution ¥ Screen saver
Drelay !3 i,
Resolution I.ﬁ.utu:u :j
[~ Password protected
Frequency IE'D Hz ;I
Rokate |N-:une __:J
¥ Use monitor PlugaPlay info (DDC)
Advanced |
k. Cancel Sppl | Help |

Figure 13: Setup > Screen

Use the Screen tab to set the resolution, frequency and color depth. High resolution and high color
use more main memory. Therefore, the Thin Client’s system resources limit the total number of
applications that can be used at the same time.

Possible screen resolutions now include the wide screen resolution: 1440*900, 1680*1050,
1920*1200.

eLux NG comes equipped with a screen saver to prolong monitor life. The screen saver starts after
the idle time you enter in Delay. The user can close the screen saver by pressing a key. If you enter a
password, the screen saver becomes a security feature that can only be turned off by entering the
correct password or restarting the Thin Client. On the Thin Client, the keyboard combination to start
the locked screen saver: CTRL + ALT + END.

Note If an authentication server is active, (see 3.5.3 Access Authorization), for convenience the
screen saver password is preset to SELUXPASSWORD.

In addition, you can enter an idle time (in minutes) for power management delay, an energy saving
feature that shuts the monitor off after a specified time. Moving the mouse or pressing a key
reactivates the monitor.

Starting with Scout V 9.4.0 the field "Rotate" allows to define, whether the monitor contents are to be
turned 90° right or 180° or 90° to the left. Requirements at the client: BaseOS V 1.36-1 or higher.

Starting with Scout V 9.6.1 the option "Use Monitor Plug&Play Info" allows to define, whether you
want to use the monitor information as to frequency and resolution or not.

By default the option is enabled which corresponds to "no ddc=false" (ddc= Display Data Channel).
When using display ports the option "Use Monitor Plug&Play Info" should be enabled.
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3.4.1 Screensaver Settings

Click on Settings on the Screen tab opens the dialog to select and set the screensaver.

Screen Saver Settings E

 Screen Saver

~ Settings :

Deco
Fantglide
PopSquares
Ripples
Slideshiow
Sonar
Substrate

X atri

—Global Settings
Cycle after I5 mir.

Picture directory Ia’setup;’xscreensaver

Ok, i Cancel
Figure 14: Screensaver Settings
3.4.2 Advanced Screen Settings
Advonced soreon sotings A [flenefontserver K3
Backingstare v

" Fontzerver:Port
Fant server I

' Faont path
Edit |
If'smb.-"g.-"fnnts
Delete |

¥ User entriez have highest priority

(1] I Cancel | Ok I

Cancel

Figure 15: Advanced Screen Settings
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Font server

To set a font server, click Advanced and New. The Define font server dialog box appears. Enter the
font server and port number in the following format: <font server name or IP address>:<port number>.
Otherwise enter the font path. By default, local fonts have precedence. Select the User entries have
highest priority check box to give the font server (or font path) precedence.

The font server is available to both the eLux desktop and XDMCP sessions.

Backingstore

Saves screen information to the local X11 server on the thin client. The picture (pixmap) of every
window will be stored in the local X server, regardless of whether the pixel is visible or not. The
purpose of the function is to avoid transferring screen information from the server to the thin client
every time a window is selected,meaning it moves to the foreground. Instead, data is saved locally to
the X server, which is then used to refresh the screen. The individual pixmaps are saved to main
memory, meaning the X server becomes larger. This increases the screen refresh speed when the
network connection is slow, and is especially recommended for a slow ISDN connection.

However, memory requirements are large. Minimum recommended main memory: 128 MB. Otherwise
memory constraints depend on how many windows will be displayed and the monitor settings (24 bit
requires more memory than 16 bit, for example).

Screen modifications entered in Scout Enterprise take effect the next time the remote desktop
restarts.

Attention If you set resolution, frequency and color depth to values the Thin Client’s monitor does not
support (the screen image will be highly distorted), turn off the Thin Client monitor to prevent damage
and revise settings.

In addition, the resolution, frequency and color depth can now be set in the Properties window of a
device or Organisation unit. Rightclick to open the Properties and set the values in the Screen tab.
These settings are prior to the values set in the configuration.

Properties of organisation unit <Germany =

Management I Advanced file entries | Rules I Update ! Statistics
Info i Frirter Sereen | Mouse/Kevboard | Files | Enwironmert I
Resolution | 10244768 =]

Freguency iED Hz ;!

Calar depth iHigh calar [16 bit) ;i

0k I Cancel Apply Help

Figure 16: Properties > Screen
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3.5 Security

In the Security tab you set local user rights, the thin client password, activate an authorization server
and define user variables.

Mirroring settings are discussed in chapter 6.5.

Uising base setup | X

Drives I Frinter I MouzeFeyboard I Hardware I Diagnostics I
General | M etwark, | Screeh Security Firrmware | Multirmedia | Desktop

— Local zecurity settings — Mirrar settings |

E dit | ¥ Enable

Mirror settings E |
[T Allow remote 11 clients

.&dvanced...| Password I

— Access authorization IV Read access

ISMB [windows MT 4.0) j v Confirmation necessary

E dit | [ TransFer mirror information

I Encrypt mitrar session
[ Show last user

I allow Scout anly
Domain field ~ [Editable = ¥ XDMCP

ak. | Abbrechen | (84 Cancel

Figure 17: Security tab
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3.5.1 Local User Rights

An essential objective of the Scout Enterprise remote management tool is to prevent local users from
making incorrect configurations. One way to do this is to disable local configuration.

The Scout Enterprise Security tab allows you to give the local user full or limited configuration rights,
or to forbid access. Click on Edit. The User properties dialog box appears. The configuration
parameters are displayed in a branching tree-like structure. Upon restart, the user can only access the
functions that you enabled.

User properties User properties

Passward I ***** Pazsword I *****

Pazzword confirmation I"’“"‘" Pazzwaord confirmation I""’“‘"

Input fields on the client are modifiable / locked Inputt fields on the client are modifiable / locked
Setup - # Setup
Canfiguration o] Canfiguration
Start application - Start application
Stop application + Stop application
Logoff
Restart
Halt
Lock

Al fields modiiable | Allfields locked | Al fields madifisble | Al fields locked |

aK I Cancel | oK I Cancel |

Figure 18: Examples of "All fields modifiable” (left) and "All fields locked” (right)

1. All fields modifiable Click to enable local configuration of all fields. The color green
indicates that a field is unlocked.

2. All fields locked Click to disable local configuration of all fields. The color red indicates that
a field is locked.

User properties User properties
Password I""""" Pazsword I’“"““‘
Password confirmation I""""" Password confimation I*’“‘*"
Input fields on the client are modifiable £ locked Input fields on the client are modifiable / locked
(= O Setup - Setup
: # Metwork : Configuration
- # Desktop Start application
[l Screen Stop application
-4 Bildschim advanced Logaff
----- @ Resolution Restart
----- @ Frequency Halt
----- (o Colordepth ‘@' Lock
----- & Powersave
----- @ Powersave time
----- @ Screen saver
Screen saver time
----- @ Screen save password
@ Mouse/Keyboard
- Firmware LI
Al fields modifiable | Allfields locked | Al fields modifiable | Allfields locked |

Ok, I Cancel | Ok I Cancel |

Figure 19: Examples of fields in the Setup tab (left) and Applications tab (right)
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The configuration parameters are displayed in a tree-like structure. Click the plus to expand the
element. Click the minus to collapse the element. Double click with the left mouse button (keyboard
equivalent: space bar) to change a field's status: red = locked, green = unlocked (local configuration
allowed).

3. Setup To allow users to access the Setup tab and modify user settings, expand Setupand
set the desired fields to green.

4. Configuration Allows you to restrict local access to the Configuration tab and local access
to application profiles.

5. The remaining top-level parameters refer to options in the Applications tab (see Figure 52,
right).

Start application and Stop application refer to the Connectand Disconnect” options.
Logoff, Restart, Halt and Lock refer to the shutdown options.

6. When you are done configuring local access, click OK in the Local security settings dialog
box and Apply in the Security subtab.

In addition, the option Allow remote X11 clientsin the Security tab allows remote X11 clients to
connect to the local Thin Client.

When the desktop configuration is transferred to the device, it is possible to update the locked fields
only. In the Options menu, select Advanced. The Advanced options dialog box appears. In the
Update of fields area, click to select Only locked fields are updated on the client. The next time
the desktop configuration is sent, only the locked tabs will be updated. The local configuration the
user has made in unlocked tabs will not be overwritten.

In addition, local configuration of network hardware profiles (ISDN, ADSL, modem) can also be
disabled. See chapter 0 ISDN > Protected option,page 27.

Thin Client users can remove themselves from management by using the hot key CTRL — ALT —
HOME and entering the Thin Client password in the dialog box to regain configuration rights, going to
the Setup > Security tab in eLux NG, removing the management address in Management, and
changing the password of LocalLogin (click Apply). If you do not want users to be able to remove
themselves from management, do not share the device password.

3.5.2 Client Password

All Thin Clients managed by a Scout Enterprise server receive the same client password. It is not
possible to set multiple Thin Client passwords. The password can only be modified in the base
configuration.

The client password is used to authenticate at the Scout Enterprise Server, i.e. no other Scout server
could manage these clients.

Client password changes are made on those Thin Clients that have Management turned on.
Password changes are not made on those Thin Clients with Management off.

To change the Thin Client password from the default (recommended), open the base configuration. In
the Setup > Security tab click Local security settings” > Edit. The User properties dialog box
appears.

Enter a password in Local password. Repeat it in Password confirmation to check for typing errors.
The default is elux (all lowercase) Click OK.

When you save the Scout Enterprise configuration, the password is updated immediately for Thin
Clients that are currently turned on. It is updated the next time the Thin Client starts for Thin Clients
that are currently turned off.

Note the device password can only be set in the base configuration!
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3.5.3 Access Authorization

eLux supports an authorization server. The installation of the "User authorisation modules" package is
required. Settings are made in the Setup > Security tab. When activated, the user enters his or her
logon data (username, password and domain) once at device start.

— Access authanzation

INn:une _‘j
ADS [LDAP - Active Directan)
LOAR [LDAP - Server]

SME ['Windows NT 4.0]

ADS + SmartCard

SmartCard [Smarty)

L SmartCard [+.509]

=~ SmartCard '\Windows Logon]

= To activate user authentication

1. Under "Access authorization”, select the type of authorization server from the drop-down list:
None: To disable user authorization

ADS: For an Active Directory® server (Windows® 2000)

If this authentication method is chosen, you can define, whether the client data should be
stored on a server (starting with Scout Version 9.6.1).

LDAP: For a Lightweight Directory Access Protocol server
SMB: For a Windows NT® 4.0 domain controller

2. Click Edit. The Access configuration dialog box appears. Here is where you set server

settings. The parameters differ depending on the type of authorization server you selected. They
are described in detail below.

3. Click OK and then Apply in the Security tab.
The user must now enter a user name and password when the Thin Client starts.
Active Directory Server

The directory service for Windows 2000 is called Active Directory. The structure is different from
Windows NT: there are no longer PDCs and BDCs. PDCs and BDCs are given up in favor of a peer
model, where all domain controllers (DC) in a Windows forest are equal.

The configuration depends on the Access configuration
system your Thin Clients are :
running: Directory | Lzer varial:ulesl Server pru:ufilel
e eLux NG version 1.7 or higher : |
EvEr ] P
e elLux NG before 1.7 or eLux JL-MEkpkl.smartcard.unlcnn ka.de
1.1 Base

1!DE=smartcard,D C=uniconka,DC=de

= For clients running elux MG verzions before 1.7
Idzer-DM I

Password |

] % I Cancel Apply Help

Figure 20: Access Configuration
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For authorization using Active Directory, enter the following parameters:

e Server: Enter the IP address/name of the domain controller. Multiple servers can be entered,
separated with a blank. If the server is in a different subnet than the Thin Client, use the fully
gualified domain name.

e Base: The search base indicates where in the hierarchy to begin the search. The branch point to
use as a starting point when searching for a user, for example, ou=users,dc=mydomain,dc=com”.

eLux NG version 1.7 or higher If you know the domain controller, you can use a Thin Client
running eLux NG version 1.7 or higher to easily determine the search base. See Determining
the search base using Thin Client” in this section.

e UserlID
eLux NG version 1.7 or higher Leave blank

eLux NG before 1.7 or eLux 1.1 Enter the distinguished name for the user allowed to initiate
the authorization call.

e Password

eLux NG version 1.7 or higher Leave blank

eLux NG before 1.7 or eLux 1.1 Enter the password for the above user
User variables: See the section User Variables in this chapter.

See your administrator for more information on search base, user DN and authorization server
parameters.

eLux supports changing the ADS password. When the password on the ADS server expires, the user
will be requested to enter a new password in the logon dialog box.

New function starting with eLux V1.44 / Scout Access configuration
Enterprise V 9.6.0:

When setting user authorisation via ADS there is now
the option to use the server profile. By enabling this I
option several user data are packed during Logoff
and are stored on a defined directory on the server.
During Logon the data are restored from the server
directory. Thus each user gets his individual data
(such as locally defined setup data or bookmarks in
the browser) independent from the client he/she logs
on to.

Note: Only setup data are stored which are not
managed by Scout.

Direch:ur_l,ll Usger variables  Server I:'f'Z'f”EI

K I Cancel | Apply | Help I

The profile directory must be predefined as UNC in the ADS entry (attribute profilePath) of the user.
The macros $SELUXUSER, $ELUXDOMAIN and %USERNAME% and %USERDOMAIN% can be
used.

Further, the relevant feature in the eLux BaseOS (starting with V1.44) must be install
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ADS+Smartcard

To logon with smartcard (certificate X509) you need to enter the server address (see above figure) and the
root certificate to check for the user certificate. Select the root certificate in the tab Certificates, so that this
will be transferred to the client. Further certificates may be added and selected.

Access configuration E |

Direu:tu:uryl Izer variablesl Server profile Certificate I Smartcardl

R oot certificate

Delete... |

] 4 I Cancel | Spply Help

Figure 21: Access Configuration — ADS+Smartcard

The setting in the Smartcard tab defines the behaviour when the smartcard is removed. Select Lock
screen, and please consider to enable the option Password protected in Setup > Screen.

Access configuration

Directl:uryl Ilzer varial:ulesl Sermer prl:ufilel Certificate  Smartcard I

Behaviour on zmart card remonal

|N|:| action LI

Mo action
| Logoff actual user

k. I Cancel Apply Help
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Smarty

With the Smarty solution the smartcard stores
e user name
e password
e domain

instead of a certificate.

Access configuration T 5]“

Smartcard | Direc:tn:nr_l,ll EY varial:nlesl

Behaviour on smart card remonal

|N-:| actian _:J

Additional authornization through

=

W Allow userdpazsword logan

k. I Cancel Apply Help

Figure 22: Access Configuration — Smarty

One option is to give these data to the corresponding server connection directly as $ELUX variables.

Else ADS or LDAP can check for the user name, password and domain, if the option Additional ADS
authorization through... ADS or LDAP has been enabled. If the password changes (group directive) the
dialog for changing the password will appear at the client. The new password will then be written to the
smartcard automatically.

To personalize the smartcard a tool is available for download on www.myelux.com.

The tool enables to enter an initial PIN — e.g. 1111 — and to leave the password field blank.
The user is then requested to enter his own new PIN and initial password. PIN and password will be stored
on the smartcard.

The tool Smarty also allows to define the PIN Policy, which, however, must not be identical with the initial
PIN — as mentioned above: 1111.

Allow user/password logon
This option allows to configure that - when using a smartcard — you can switch to logon with user/password
by pressing the ESC key.
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Lightweight Directory Access Protocol
LDAP is a TCP/IP based protocol that defines a standard method for accessing directory services.

For authorization using an LDAP server, enter the following parameters:
e Server: Enter the IP address/name of the

LDAP server. Multiple servers can be |
entered, separated with a blank. If the
server is in a different subnet than the Thin
Client, use the fully qualified domain name. c

erver !|

e Base: The search base indicates where in
the hierarchy to begin the search. The Base I
branch point to use as a starting point Wersion ['version 2 [
when searching for a user, for example,
o=<company>,l=<your city>,c=<your
country>. See your LDAP server UserDN |
administrator for this parameter. Eas e |
Alternatively, if you know the LDAP server
name, you can use a Thin Client running
eLux NG version 1.7 or higher to easily
determine the search base. See
Determining the search base using Thin oK | cance Spply Help
Client” in this section.

e Version: the LDAP version to use

e User variables: See the section User Variables in this chapter.

Directary | I zer variables |

For clients running elus MG versions befare 1.7

Determining the search base using the Thin Client

This method is only available for Th|n Clients runnmg eLux NG version 1. 7 or higher.

-= Authorization settings

Authorization settings

Server |dc1.mydomain.com:389 Server |Idap1.mydomain.com:389
Yersion L ) Version | Mersion 3 ¥
Search hase |ou=users,dc=mydomain,dc=com Search base |o=company,I=yourcity,c=yourcot
Find walues.., | Find walues... J
User variables User variahles
ELUXFULLNAME=displayName o ELUXFULLNAME=displayName T
ELUXMAIL#=maillocalAddress — ELUXMaAIL#=maillocalAddress =
Edit | Edit
Delete | Delete |
1 Ok | il Cancel | | Ok j ol Cancel |

On the Thin Client, go to Setup > Security. In the User authorizationarea, select LDAP server or
Active Directory Server from the Authorization drop-down list. Click Edit.

In the Server field, enter the IP address or name of the LDAP server or ADS domain controller. If the
server is in a different subnet, use the fully qualified name.
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Click Find values. The Thin Client will search for the server and automatically fill in the Search base

field. Enter this parameter in Scout Enterprise

SMB (Windows NT 4.0)

In a Windows NT domain the user accounts are administrated by a Primary Domain Controller (PDC).
When a user logs on to the PDC, he or she is authenticated using the user database. User account
information must no longer be entered on every workstation within the domain. User information must
only be entered once. Due to redundancy, load sharing or optimizing WANSs, user information can be
replicated using a Backup Domain Controller (BDC). Authorization takes place using this server if the

PDC cannot be reached.

For authentication using a Windows NT computer, enter the following parameters:

e Domain: Enter the NT domain.

e Primary: Enter the IP name of the
Primary Domain Controller (PDC).
Each domain has one and only one
PDC. An IP address is not allowed.

e Secondary: Enter the IP name of the
Backup Domain Controller (BDC). An

IP address is not allowed. While a

domain can have more than one BDC,

only one entry is allowed.

Accesz configuration E |

Ciomain |m_l,ldu:umain

Prirnary Ihnst'l

Secondarny |h03t2

The NetBIOS name of the PDC must be identical to the IP name. This is also true for the BDC.

Help! I'm locked out!

Directory service settings are made on the Scout Enterprise server. If the device is managed, to
change incorrect settings connect to the Scout Enterprise server, change the settings, save your

changes, and restart the device remotely.

If the device is not currently managed, the administrator can still log on to the Thin Client locally using
the login name LocalLogin” and the Thin Client password (see section 3.5.1) and correct the settings

by going to Setup > Security.

User Variables

User variables are variables whose values are read from the authorization server when the Thin Client
makes its authorization call. The variables can be used in certain fields in the configuration fields.

When directory services is active, the default ELUX variables ($ELUXUSER, $SELUXDOMAIN and
$ELUXPASSWORD) are automatically set when the user logs on.

If you use the authorization server LDAP or Active Directory, you can also set customized user

variables.
User variable |
Local wariable LD&P «ariable
IELUXFULLNﬂME Idispla_l,lName

0k, I Cancel
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= To set customized user variables (ADS or LDAP)

1. Inthe Access configuration dialog box for ADS or LDAP click on New. The User variable

dialog box appears.

e Local variable: Enter a name for the variable. The name must begin with the prefix ELUX”
and without the initial $”.
End with the #character to transfer more than one value, for example,
ELUXMAIL#=mailLocalAddress. If more than one mail account address resides on the
server, they will be transferred using the nomenclature $ELUXMAIL_1, $SELUXMAIL_2, etc. In
this case, the variable $ELUXMAIL_0 contains the number of mail addresses that were read.

o LDAP variable: Enter the name of the attribute that the LDAP or Active Directory should
assign the variable. As an example, the LDAP/Active Directory schema can contain the
attribute displayName”. If you assign this attribute to the variable ELUXFULLNAME, it will be
assigned the value of this attribute during the next user authorization call.

2. Click OK in the User variable dialog box and Apply in the Security tab.

See the following section for helpful hints on where to use user variables.

Application Possibilities

When user authorization is active, user variables can be entered in Setup just like normal parameters.
In this case, start each variable with the $character. For example, in an ICA application definition you
can enter $ELUXUSER, $ELUXPASSWORD and $ELUXDOMAIN for the user login data. The
variables will be replaced with their assigned values when the application is called.

Following is a list of fields in which you can use user variables.

Applications Tab
Field Function User Variable

Shut down > Lock Manual activation of the Preset with the value of $ELUXPASSWORD
screen saver lock

Setup Tab

Subtab Field User Variable

Drives Username $ELUXUSER
Password $ELUXPASSWORD
Directory, Server, Every $ELUX variable
Share
Browser home Every $ELUX variable
directory

Screen Screen saver $ELUXPASSWORD
password
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Configuration Tab

Application Field User Variable
ICA/RDP Server Every $ELUX variable
Username $ELUXUSER
Password $SELUXPASSWORD
Domain $ELUXDOMAIN
Browser Proxy, Proxy port Every $ELUX variable
Tarantella Server Every $ELUX variable

Local > Customized Commands

Application possibility: Programs that can be executed using the command line.

Example: rdesktop -u $ELUXUSER -p $ELUXPASSWORD <machine>
Parameter Every $ELUX variable

3.6 Firmware

Using device setup <eluxZ2826-8834-4671 =

Drives I Printer I Mouzeepboard | Hardware I Diagniostics
General I Metwark: i Screen I Security Firmnware | Multimedia I Deskiop
Fratacal I HTTF ;!

Server Priosy I
Eath |ehusng/__CONTAINER__ Frosy-Fort |
User I Fazsword I
Irnage file Imirek.idf :_I
httpe#fteachereluxngs_ CONTAINER_ Amirek. idf
Check for update on boot [ :
7 Elias... |
| pdate confirmation fecessan ¥
Check for update on shutdown [ 1 w‘

k. I Cancel Apply | Help |

Figure 23 Setup > Firmware

The Image Definition File (IDF) defines the specific software to be installed on the Thin Client.
The Firmware tab contains any required information to access the IDF.

The IDF is created using the companion program ELIAS, included on the CD-ROM or available for
download at www.myelux.com (registration required).

We recommend accessing an FTP server using a user account. However, anonymousFTP is
supported.

When Check for update on boot is selected, an update check is performed when the Thin Client
boots. When Update confirmation necessary is selected, a confirmation box appears on the Thin
Client before an update takes place, allowing the user to cancel.
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Click on the button Elias to edit the image definition file. Note: For ELIAS to open the image definition
file automatically, you must set the correct container path in the ELIAS — Settings dialog box
(Options menu > ELIAS Settings).

For detailed information on ELIAS, firmware settings, and performing an update, see chapter 5
Management on the Firmware Level.

Double-check that your firmware parameters are correct, as incorrect parameters could cause
problems. A quick and easy method to check the validity of firmware parameters is to perform an
update using one Thin Client as described below.

To Test Firmware Parameters

On a Thin Client, go to the eLux NG main screen. In Setup tab > Firmware enter the firmware
parameters you are testing and click Update. If you get a message saying an update is necessary, a
connection to the image file server and image file was made and the parameters are correct. Cancel
the update. If you get an error message, locate and revise the incorrect parameter(s). Once you have
verified the parameters, you can use Scout to perform a general update.

3.7 Multimedia

Using hase setup I

Drives i Frinter I MouseKepboard I Hardware | Diagriostics i
General i Metwark: I Screen I Security I Firmnware Multimedia Desktop I
—Walume

M azter PCH Mic
v tute
™ Enable sound in XDMCP sessiong
¥ System beep
k. I Cancel Smpl Help

Figure 24: Setup > Multimedia

To adjust the volume for Master or PCM, move the slider up or down and click Apply.
The sound of the microphone can also be switched to mute.

To enable sound in XDMCP sessions, click to select Enable sound in XDMCP sessions.
Note: The application must be e-sound system compatible.

If System beep is enabled the user is prompted an audio signal when pressing the "Power off" button
at the Thin Client.
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The default language of eLux NG screen elements (tabs, lists, etc.) is
English (US).

The eLux NG screen elements themselves can only be displayed in
English or German. However, your country’s language must be set for
local applications to work correctly.

Background Color

3.8 Desktop
Using base setup |
Drives I Prirter I Mouse/kevboard I Hardware I Diagnostics !
General i Metwark I Soreen I Security I Firrmware | Multimedia Desktop
—[Desktop —[Date and Time
Language Timezone INew_ank GMT-5 li
B ackground | Background colar... .
5 = = Time server
Task hotkey [ <ACHl<Downs = | © indows @ Unix
Server  [192168.10.15
Advanced |
] I Cancel Apply | Help |
Figure 25: Setup > Desktop
The Desktop tab allows you to set the desktop language and time zone.
Language
. Engish (U5] =]

Select the desktop language. This sets the language for the eLux NG Ercloh 1E
main screen and for applications running locally on the Thin Client — AL =
browser, Acrobat® Reader®, etc. (assuming required language software Firmish
has been installed). French

French [Belgium]
French [Switzerlan:
Germnan

Germnan [Switzerlan
Hungarian

-

Click this button to open the Color dialog box, where you can set the desktop background color using

hexadecimal values or the color palette.
Task Hotkey

Choose the key combination the local user will use to switch between
current open applications, or tasks. The hotkey not only switches between
applications, such as between a local browser and an ICA application, but
also between eLux NG screens, such as the main eLux NG screen and a
dialog box. Default is CTRL + ALT + <cursor>.

CTRL + ALT + \: Left selection in the Applications bar
CTRL + ALT + A Right selection in the Applications bar

[ <a-Chly <D o 7]

[cal—<T abs

MNew_York GMT-5 =]

Mazzau GMT-5

Time Zone =
Choose your time zone from the drop-down list. Micosia GMT +2
Mipigon GMT-5 =
MHome GMT-9
Maronha GMT-2 ™
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Time Server

In addition to time zone, the time must be set on the Thin Client for proper use. This can, of course, be
done locally on the Thin Client. However, due to its better accuracy we recommend using a time
server.

You have the option of entering a time server running on either a UNIX or Windows machine.

Note Please read the entire section for a complete overview of all possibilities!

Windows
Enter the IP address or name of a computer running Windows 2000 (or later).

If you select this option, the time server must conform to Simple Network Time Protocol as described
in RFC 1305. The Windows Time Service (W32Time), which is installed by default on computers
running Windows 2000 or later, is SNTPv4 compliant.

The W32Time service starts automatically on computers that are joined to an Active Directory domain.
For computers that are not joined to a domain, you must start the time service manually.

The Windows NT time service does not support SNTP. To use NT, you must install third-party
software. See the following section Unix” for more information.

For more information on SNTP, see the Knowledge Base article 224799 (Basic Operation of the
Windows Time Service”), 216734 (How to Configure an Authoritative Time Server in Windows 2000")
or the white paper Windows Time
Service(http://www.microsoft.com/windows2000/docs/wintimeserv.doc).

The forerunner of SNTP is Network Time Protocol as described in RFC 1305. The two protocols are
interchangeable. Thus, you can alternatively enter an NTP-compliant machine. Many UNIX servers
have xntpd, which is NTP compliant. The service must be started.

For more information on NTP, see www.ntp.org.

This service operates on port 123 with the UDP protocol.

Unix
Enter the IP address or name of a UNIX machine running a RFC 868 time service.
If you select this option, the time server must conform to Internet standard RFC 868 (Time protocol”).

This type of time service is a standard component on UNIX machines as an internal service of inetd. It
can be activated in the file /etc/inetd.conf.

There are several products on the market that allow you to install a time server conform to RFC 868
on a Windows machine, for example, the free time server for Windows NT from Roberson Computer
Consulting, Inc., available at www.rccinc.com.

The service operates on port 37 with the TCP and UDP protocols.
For more information on RFC 868, see www.faqgs.org.

Note If using the GUI is not an option (rare), you can set the Thin Client’s system time in BIOS Setup.
See the Appendix.
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3.8.1 Desktop - Advanced

The eLux desktop consists of the taskbar, the starter (control panel) and workspaces. These areas
can be configured in the advanced settings..

Advanced Desktop settings

Theme I greenCs

—Interactive Desklop
V' Enable

v application icons

[ Haome

[ Computer

™ Metwork

[T Trash

IV Walurnes

[T Deskiop witeable

E

— T askbar

[T Always on Top

[ Hide automatically

W Show clock

W Enable 'Show desktap!

]

— Background

Server file I

D atabaze
Load...

_Losd.. |
Delete I

—%Window manager

v windows animated

™ Masimize/Fullscreen to a single monitor

Desktop Themes

- Autostart

Enable quick setup [zuztray]

¥ Multimedia [ Starter after I 0=

v Mouze / Keyboard .

¥ Screen —WWorkzpaces

W USE mass storage devices Kbt i _'

W Show network status

¥ Device information

] I Cancel

Figure 26: Desktop — Advanced

eLux RL offers options for an interactive desktop, so that you can select here which icons to put on the

desktop.
Taskbar

The taskbar allows application windows to be minimized. Users click on the buttons that appear on the
taskbar to switch between running programs/workspaces. The taskbar appears at the bottom of the

local user’s desktop.

In the Desktop tab click Advanced. Here you can set the taskbar options (Always on top”, Hide
automatically”) or blend out the taskbar by deselecting the Taskbar check box. In addition, you can
choose to blend out the clock.

Starting with Scout V 9.6.1 the area "Enable quick setup (systray)" allows to define whether to
display an applet in the systray for the client settings of mouse/keyboard, multimedia and USB mass

storage devices.

Window manager

By enabling the option "Maximize/Fullscreen to a single monitor" it is possible to configure
applications to that effect that in dual screen mode the fullscreen mode applies to one defined monitor

only.
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Background image

There are 2 options to define the background image:
1. Enter an image file into the fieldServer file.

or

2. Click the button Load to select a file and import it to the data base. This option is prior to a file
entered in the field Server file, if there is any.

Just one click on the Delete button will remove the background image.

The next time the Thin Client boots, the background image will automatically be transferred. You can
restart the device or desktop immediately using the context menu or the Command Scheduler (View
menu > Schedule).

Please be aware of the following:

e The image will be centered. In order to correctly fit the desktop, the background image must
match the resolution setting of the monitor. If it is smaller than the desktop, a border will appear in
the current background color.

e elLux NG does not support wallpaper or tiled images.

e To reduce network traffic, the image will not be transferred upon Thin Client boot, except when:
e (1) the Desktop settings in Scout Enterprise have changed and

e (2) the image does not already exist on the Thin Client or

e (3) the image was changed.

e You can force Scout Enterprise to transfer the image by using the REFRESH SETTINGS
command. The image will not be transferred if it is not in the Scout Enterprise installation
directory or subdirectory.

o Please be aware that there must be enough space for the image on the Thin Client (saved to
/setup on the flash card).

e Toremove a background image, delete the file name in the Server file field rsp click the button
Delete to remove it from the database.

e The background image files can also be deleted from a Thin Clilent by selecting "Remote Factory
Reset" on the Scout console.

Control Panel (=Starter in eLux NG)

The starter is a screen on the terminal that contains three tabs with the following functions:

e Setup Configuring eLux settings.
e Configuration Defining applications.
e Applications Starting applications and shutdown options.

When the device is not managed, user settings are made in the starter.

By default, the starter runs automatically when the devices starts. To deactivate this feature, in the
Desktop tab click Advanced. Deselect the Starter check box. You can run the starter from the eLux
NG desktop at any time by clicking the Run starter button in the taskbar or using the hotkey CTRL-
<Win key>.

Workspaces

Workspaces have been integrated into eLux . In the Desktop tab click Advanced. Select the desired
number of workspaces from the Number list. You can set up to four. Default is one.
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3.9 Diagnostics

The Diagnostics tab allows to define the log level, and an URL can be entered to send the log files to.

General I M etwark I Screen I S ecurity i Firmysare I Multimedia | Desktop |
Drives I Frinter l Mouzekepboard l Hardware Diagnostics
Detug leve R - |

Send files ta

l support@unicon-ka.ae

Figure 27: Setup > Diagostics

In the context menu of individual devices in Scout files can be requested for diagnostic purpose.

Device diagnostic k

Send Message. .

Request files. ..

Setup comparison. .,

Strg+E ‘

Request files: Opens a dialog which allows the administrator to define a list of files and the contents

Edit diagnostic files |

of a script file. Click on Request
files and all the files having been
defined in the field File list are
added to an archive of the
device.

#System is a template the name
of which cannot be changed. If
required, additional templates
can be created.

The contents of the field
Additional Script will be run as
script. The output of this script file
are also added to the archive of
the device.

Example:

The field File list contains:
[/setup/terminal.ini
[/setup/user.ini
/tmp/eluxd.log

The field Additional Script
contains:

#!/bin/bash

echo DDCXINFO

echo PS...

Templates

[ Mutrac

fzetup terminal.ini
fzetupluzerini
fzetupdzezsionz.ini
Mvardlibdrprdelusman. lag
Atnpseluwd log
Mtnpsstarter log

Additional Script

5

=

#! /bin/bazh

dmesg

echin DO CEIMED -
ddexinfo -hsyne -vzunc -modelines
echo PS5

Figure 28: Diagnostic > Request files

.2
Request I

Mew...

Delete... I
Edi... |

Edit... |

Cloze

The client sends these data to the Scout server in a zip file. The data are stored in the subfolder 'diag'

of the Scout server installation.

Up to Scout version 11.1: in the directory C:\Programme\UniCon\scoutng\diag.

Starting with Scout version 11.2:

in the directory C:\Dokumente und Einstellungen\All Users\Dokumente\UniCon\Scout\Server\diag

The format of the file is:

devicename_IPAdress_TT_MM_YY_HHMMSS_diag.zip, e.g.:
myDev_217.160.115.92_11_02_08_095241_diag.
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In the View menu open System diagnostics to display information for diagnostic purposes:

View | Opbions  Security 7

v | Toolbar

v Skatus Bar |
Window b
Schedule. ..

Update histary, .

Systern diagnostic 3
: Server o
Elias... o
Report, ., server files
. Database
Language selection k
: Swstem check
Adijust. ., _ V —
Example of a server log:
B eluxd.log - Notepad | _ O] x}
File Edit Format diew Help
Eo.01, 2010 : [04188] switched DB cache state from NOT readg to NOT used =]
20,01, 2010 04188] Copyright (<) 2009 Unicon Software GmhbH Karlsruhe
20.01. 2010 04188] sScout Enterprise server v11.4.0 starting
20.01. 2010 04188] Create sysTtem DsSH
20,01, 2010 04188] DSN-Mame=ScoutEnterprise_server 5952
20,00, 2010 04188] Datahase name=ScouthNG
20,01, 2010 04188] Type=Microsoft JET Database Engine (MDB)
20,01, 2010 04188] path=C:%Documents and Settingsiall UsershDocumentsi\UnicConhScout
20,01, 2010 04188] Connecting to Database : Microsoft JET Database Engine (MDE)
20.01. 2010 04188] Connected to Database
20.01. 2010 04188] acrual datrabase wersion : 4.1.0
20,01, 2010 04188] required database version : 4.1.0
20,01, 2010 04188] The ScouthG database does not need conversion
20,01, 2010 04188] MEW actual database version : 4.1.0
20,01, 2010 04188] Local IPfport/secure port: 192.168.10.50/7777,/22123
20,01, 2000 04188] Host-Id: 0316-4545-2542
20.01. 2010 04188] server features: 56
20.01. 2010 04188] an already existing server entry found in the database : IP address <217.160.115.39>, Sserver id=1
20,01, 2010 04188] scout Enterprise server started

Figure 29: View > Log files > Server log

System check:

systemcheck x|

Type | Result |
Scouk server skatus Ok,
License skakus k.,

Subscription skatus Ok,
Conkainer skatus Ok,

Figure 30: View > Log files > System check
This is to check if
e the Scout server runs
e all devices have a management license
e ssubscription is available
¢ the file container.ini exists in the configurable container paths.

The system check can be closed by pressing the ESC key.

Build Nr. 19 51



Examples for the directory in which the logged server files are stored:

& C:'Documents and Settings'All Users',Documents',UniCon’, Scout’,Server

Figure 31: View > Log files > Server files

File Edit Yiew Favorites Tools  Help
Qeaxck - &3 - 7 | - Search Folders | > o X 6| E-

Address | C:\Documents and Settingsiall Users\DocumentsiUniConScouty Server

Mame = | Size | Type | Date Modified | Attribukes |
Jdlag File Folder 16.12.2009 10:57
Chgrpl File Folder 20.01.2010 10:47
Chicons File Folder 07.12,2009 15:14
Camnirrar File: Folder 16,12.2002 11:01
[_Jupdate File Folder 10,12,2009 16:30
CT1wakeOnLanServer File Folder 20.01.,2010 10047
[_1wallpapers File Folder 20.01.2010 10047
}cnnvertdatal:nase.ini 24 kKB Configuration Setkings  12.01.2010 16:53 1}
create.sql 37KE  S0L File 16.12,2009 15:41 A
}diagnustictemplates.ini 4 KB Configuration Settings  15.12.2009 13:14 A
£ drop.sql ZKE  SOLFile 19.12,2008 09:13 A
:';,-'reluxd.ini 1kE Configuration Settings  20.01.2010 10047 8
elxd.log ZKE Text Document 20.01.2010 1052 i}
Eluxd.ng.l 4KE 1 File 20.01.2010 10:49 it
@Eluxd.lug.Z 4KE Z File 20.01.2010 10047 it
Eluxd.ng.S S99 KE 3 File 20.01.2010 10:46 it
insert.sql 33KE  S0L File 12.01.2010 0844 A
@ptdeflg.pts OKE PTS File 18.02.20090 16:13 &
E] ScoutEnterpriseMessages . txk 1KE TexkDocument 20.01.2010 10052 &
@ScnutEnterpriseMessages.txt.1 1KE 1File 20.01,2010 10:49 it
@ ScoutEnterpriseMessages.txk. 2 1KE ZFile 20.01.2010 10:47 &
ScoutEnterpriseMessages. txk, 3 1KE 3File 20.01.2010 10:46 it
@ScuutNG_Drg.mdb 2656 KB Microsoft Access-4,.,  20.02.2009 13:14 1}

Build Nr. 19

52



Examples of the directory in which the logged database (.mdb) is stored:

& C:'Documents and Settings' All Users',Documents' UniCon’,Scout

File Edit  ‘Wigw
Y - T | ) gearch

Favaorites  Tools  Help

) Back =

X 9| E-

Address |77 CiDocuments and Settings)al Users\DocumentsiUniCon) Soout

Folders | s

Mame = | Size | Type | Diate Modified | Akkributes |
o File Folder 10.12,2009 14:00
ChRecovery File: Folder 20.01.2010 10:46
IChServer File Folder 20.01.2010 10:52
@SmutNG.ldb 1KE Access LockFile,9 21.01,2010 14:10 A
@SmutNG.mdb 1,476 KB Microsoft Access-A,..  21.01,2010 14:10 A
Figure 32: View > Log files > Database

The paths are by default, they may change dynamically, however.

Another option available in the context menu Diagnostic is:

Setup comparison Device diagnostic k Request files. ..

Setup comparison,.. Skrg+E

send Message. ..

This allows the administrator to compare the settings, configurations and applications on the client
with those defined in Scout for the specific client.

If, for example, software packages do not exist on the device, but in Scout, the reason may be that a
due update has not been performed.

Figure 33: Diagnostic > Setup comparison

Compare device setup
Property | i anager | Device | -
Timeserver Mat defined LA
R ezolution Hauto 1024x763
Colordepth 16 (Mot availabl... 24
IJzer autharization type MHone LOAR
Edit uzer authorization 0.0 mail.unicon-ka.d...

System beep 1 ]

Application FF Droes not exist

Application abi Droes not exist

Application wied Driffer

Application =D Dioes not exist

Application Does not exist PT |
Application Doz not exist pherm

Application Doz not exist APPS_0OM_MPS

Application Does not exist |Ca-CC j
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3.10 Drives
The following drives are available: Note The Drives tab is
exclusively for mapping
e Samba

SMB drives! All other drive
(] Network File System types are mapped

¢ internal drives (CD-ROM, floppy) automatically.
e Universal Serial Bus

This section describes how the user can access the various drives.

3.10.1 Samba

Samba is an implementation of the Session Message Block (SMB) protocol that allows Linux and

Windows computers to share files and printers over the network. Network drives for a Windows NT or

Samba server must be explicitly defined.

Using device setup <Herman E |
General | I etwark:, I Screen I SecLrty Firrmare: I tultimedia I Deszktop
Drives | Frinter I touzesteyboard I Hardware
Defined drives Browezer - home directony

Mew | I.-"Smb.-"g.-"
Hzmbh
Edit |
Delete |

0k, I Cancel Apply Help

Figure 34: Setup > Drives tab > SMB drive
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= To set a network drive using Windows NT or Samba Server

Click New to open the Define Drives dialog box. |

Directory:  Enter the directory name.
Scout automatically adds /smb/ to the Directory IDFHEE
directory name. The data can then be U i
accessed locally on the thin client in the == Ism'
directory /smb/<directory name>. See
section 3.10.5 Mountpoints for more Eassword I
information. Semver |foiceSewer

User name: Enter the user name on the server.

Password: Enter the password on the server. share I':'”i':’E

Server: Enter the name of the server.

Share: Enter the export name of the shared drive. 1].4 I Cancel

3.10.2 Network File System

eLux NG comes equipped with Network File System (NFS) drive capability. No additional settings
modifications are required to use a network drive shared via NFS on the Thin Client.

To use a network drive shared via NFS, the user uses the following format:
/nfs/<hostname>

or

/nfs/<IP address>

When the Thin Client accesses an NFS drive, all shared NFS directories on this host are displayed.

Attention All Thin Clients have access to the server as nobody.There is no privacy. Each client has
the same access rights to the other clients’ files. Therefore, we strongly recommend that you permit
write-protected drives only.

3.10.3 Internal Drives

If the device contains an internal (IDE) CD-ROM or floppy drive, the user can access it without further
configuration. It is also automatically mapped in a Citrix ICA session.

To access it locally, use the mount point. See section 3.10.5 Mountpoints.

3.10.4 USB Drives

More than one USB port can be in use at the same time. For a description of supported USB
peripherals, see section 3.13.1 USB Port Activation.

Due to security reasons, by default the USB port for mass storage is disabled. To enable the port,
select one of the USB check boxes in the Hardware tab.

A pop-up message appears locally when the peripheral is successfully connected to the Thin Client.

To access a USB peripheral connected to the Thin Client, the user should use the mount point. See
section 3.10.5 Mountpoints.

To access it from within a Citrix ICA session, it must be mapped. See section .
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3.10.5 Mountpoints

eLux is Linux based. For this reason, to access a drive from a local application, you must use a prefix
in your drive path. This prefix is the so-called mount point.” The drive prefixes are:

e Samba /smb

¢ NFS Infs

e Internal Floppy /media/floppy

e Internal CD-ROM /media/cdrom

e USB peripheral /media/usbdisk rsp. 0...7

All mount points are fixed, except for USB. For USB, the mount points are distributed chronologically
starting with /media/usbdisk, i.e. the first USB device gets the mountpoint /media/ushdisk, the second
/media/usbdisko etc.

This information is displayed in the systray of the client, if the option has been enabled in the tab
Desktop > Advanced.

For security reasons, the USB port for mass storage devices must be enbled before use (Hardware
tab).

3.10.6 Browser — Home Directory

To set a home directory, from the Drives tab in Setup enter the netdrive path in the Browser — Home
Directory field. The path must have been defined in a superior directory, for example,

/smb/g/user/paul or /nfs/hal2001/users/paul

If no home directory is defined, the folder /tmp will be used.

Attention The /tmp folder resides on a RAM disk and is automatically deleted when the Thin Client is
turned off.

Build Nr. 19 56



3.11 Printer
Using base setup |
General I Metwork. | Screen I Security I Firrmaare I Multimedia I Desktop
Drives Frinter MouszeKepboard i Hardware I Diagnostics
— Printer — TCP direct print
[™ Enabled
Hew
Farallel o port |51 i
&‘ 5B oty poart I‘:ﬂ I
Delete |
—CUPS
Server I
ser |
- : : -
™ tasimum printer responze time |10 £ Thin Frirt
[ Prirt service activated " TCRAP i PDPACS
F, I Carncel Apply Help

Figure 35: Setup > Printer tab

The eLux print service supports printing from local applications both to a locally attached printer and to
network printers. In addition, other workstations or servers within the network can use a printer installed
locally on a Thin Client running eLux NG, which supports LPR and TCP direct print.

You can use Setup > Printer > New in Scout Enterprise to configure and assign logical names to local
printers (most useful in the individual device Setup), which can then be managed from within the network.

The option Print service activated defines that the print service is to be startet at the client.
Further, when printing via CUPS server, the server and user name can be predefined.

For printing with ThinPrint you can define whether to use the TCP/IP protocol or print via RDP/ICA
channel. This setting applies for WindowsCE clients only.

3.11.1 Local Printer

Local printers can be connected to the parallel, serial (COM1) or USB interface. COM2 is not available. It
is reserved for the card reader.

To configure a local printer, click New. The Define Printer dialog box appears.

Enter the printer name, connection type and baud rate (serial connection only). To set COM port settings,
see 3.13.3.

Select the Text filter check box to print from a local shell
(print shell command: Ipr —P <printer name>).

The Driver name field is left blank unless you are using the Citrix ICA autocreated printer function.
Click OK. The name appears in the Defined Printer list.
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3.11.2 Network Printer

To configure a network printer, click New. The Define Printer dialog box appears.

Enter the printer name. Choose Network for connection type.

Select the Text filter check box to print from a local shell
(print shell command: Ipr -P<printer name>).

Enter the printer's name (or IP address) and the name of the printer queue.

The Driver name field is left blank unless you are using the Citrix ICA autocreated printer function.

See the next section.

Click OK. The name appears in the Defined Printer list.

The Thin Client uses the standardized Line Printer Daemon Protocol (BSD spool) as defined in RFC
1179 to communicate with network printers.

Edit driver names

Define printer E3 l

M ame
= Connection
Connection type I Metwork, ;i
. T
ailer Pargllel
Brud-Aate Serial [COMT]

Frinter addresz

Printer guele

Senial [COMZ)
Senal [COM3I)
Senial [COM4)
LSE

— Server-side

Brather MFC-7000 Senies
Erather MFL Pro Frinter [1
Brather kulti-Function

Canon BJC-210

Canon BJC-240

Canon LASER CLASS 3170 PCLGe
EPS0OM Stylus COLOR 1520
HF 1600C

HF 2000C

HF 2500C Series P53 Printer
HF B50C Frinter

HF C Laszerlet 4500-HP

HF DeskJet 1000C Series

HF Desket BOOC Senes

HF Desket 310C Senes

HF DeskJet B70C Series

HF Lazerlet 2100 Senes FCL B

|

Diriver name

Catcel

Edit driver names. ..

Do |

/
et = thinprint
[ “Werbinden
Clazs

Cancel

x|

Figure 36: Define a network printer

Build Nr. 19

58



3.11.3 Default Printer

If desired you can choose a default printer out of the defined printers. Rightclick an organisation unit
or a device to open the Properties dialog. Select a printer from the dropdown list in the Printer tab.

Properties of device <empfang.unicon-ka.de>

Erwiranmmest ! WP - Client | Advanced file entries I Rules I
Info Printer Seresn | Mouse/Keyboad | Files

Azgign printer driver names

El [~

Edit driver names... |

Select a default printer
I(No default printer: Ll

[ Use parent properties

)8 I Cancel Apply Help

Figure 37: Select Default Printer

Note: All printers defined for the organisation unit or the device are offered in the dropdown list. If
against all expectations a printer should not be displayed, please define it in the Printer tab of the base
configuration first.

In this properties dialog each printer can be assigned Driver Names which is prior to the names
defined in the configuration.
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3.11.4 Citrix Autocreated Printer

Citrix ICA XenApp servers have a so-called "autocreated" printerfunction. This means a printer
definition is automatically created on the XenApp server when the user logs on via ICA. The printer
definition exists only for the duration of the session (it is deleted when the user logs off) and is only
available for this user. The driver must be installed on the XenApp server. This section describes the
client-side settings required for the autocreated printer function.

[} Scout NG - [Administrator@127.0.0.1]

3% Fil= Edit Yiew Option: Windaw 2 =2 x|
B 2lelEx| Blsl S2]
' Applications Froperty | value I
% Lozté&Found Hame Herman
% Bruszels Container JC_INTEL_P3
% openhagen 0s eLux NG
E‘.;I-. Using group setup <UniCon Research> <1l
P Define printer |
' General I M etwork, | Screen | Securty I F
E| Drives Fririber | Mousesd MHame Il‘E‘SE'E
Ciefined printer Connection type INEtwu:urk j
&) Mew r Filter I Test j
- 2 ]
¥ E i B Hate 1200 "
03 _ & |
'E" Delete | _
%‘ Frinter addresz Iwww
-, [ Maximum printer responze time I'IU % Piinter queue |||:|
Diriver name IHF' Lazerlet PS j
] 4 I Cancel |
||
k. I Cancel | Apply | Help |
Feady i

Figure 38: Autocreated printer settings for client

Define one or more printers in Setup > Printer. In the Define Printer dialog box, enter the Microsoft
Windows printer drive name exactly as it appears in the driver list on the server. Capitalization,
spelling and spaces matter.

To set a default printer, open the Edit Properties dialog
box by clicking with the right mouse button on an individual
device, Group or Location category and select Properties. Ip ﬂ
Choose a printer from the drop-down list. Note: All printers

defined in the Setup for that element appear in the list. If the printer you want does not appear, return
to Setup > Printer and define it.

Drefault prinker
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When the user opens an ICA session to the Citrix XenApp server, in the Printers window (Start >
Settings > Printers), the user will see icons for the automatically created client printers in the format
Client\<hostname>#\<printer>, where <hostname> is the hostname of the Thin Client and
<printer> is the name of the printer as defined in Scout (Setup > Printer). If the specified driver is not
installed on the application server or if the name is not identical, the client printer will not be created.

For more information on server-side printer settings, please see the Citrix documentation for XenApp
servers.

In addition, users of XenApp with Feature Release 3 can use a generic printer driver. See the next
section.

3.11.5 XenApp Universal Printer Driver 2

XenApp with Feature Release 3 offers autocreated printers with generic drivers. To use this feature,
you must have Citrix ICA Client for Linux V 7.04 or higher installed on your Thin Client.

Client-side settings are described in 3.11.4 Citrix Autocreated Printer
Server-side settings are described in this section.

To configure driver settings, log on to the XenApp server as administrator and open the Management
Console for XenApp. From the context menu for Printer Management, select Properties. The
Printer Management Properties dialog box opens.

Click Printers in the left-hand panel. Here you set autocreated printer settings. See the Citrix
documentation for more information.

Printer Management Properties E |

Drivers

Printers

~Printer Drivers

Choosze which type of printer drivers (universal or native) to use
when auto-creating client printer connections.

o Mative drivers only
(. Universal driver anly
&% Use universal driver anly if native driver iz unavailable

" Bth universal and native drivers

v Automatically install native drivers for auto-crested client and netwark printers
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Click Drivers in the left-hand panel. Here you set driver settings.

e Native drivers only A client printer will be created using the printer driver entered in Scout NG. If
the driver is not installed on the XenApp server, the client printer will not be created.

e Universal driver only A client printer will be created. The printer driver entered in Scout
Enterprise will be replaced with the generic driver.

e Use universal driver only if native driver is unavailable A client printer will be created using
the printer driver entered in Scout NG. If the driver is not installed on the XenApp server, the
generic driver will be used.

e Both universal and native drivers Two versions of each client printer will be created, one with
the generic driver and one with the native driver entered in Scout.

e Automatically install native drivers for auto-created client and network printers Native
printer drivers will automatically be installed on XenApp servers where printers are autocreated.

The generic driver used with the Citrix ICA Client for Linux 7.04 and higher is the XenApp PS
Universal Driver (HP Color LaserJet PS).

In this example, we activate the autocreated printer function and set driver settings to Universal
drivers only if native driver is unavailable.”

B3 Printers and Faxes M=l E3

File Edit Wiew Favorites Tools Help

= Back, © =3 |@535rch [, Folders |[F‘j MR = Eﬁj|-

Address IEEI Printers and Faxes j o Go
Mame - | D| 5| Comments | L.| Maodel |
ﬁLexmark TE30 PS3 o R. 5., Lexmark T630 P53
@FreePDF %P a R Apple Calar L' 12/,
;ﬁFaxserver a R... Apple LaserWriter 1.,
ﬁclient,l'Herman#,l'lp a R... Auto Created Client Prinker Herman HF LaserJet 4L
;ﬁclientIHerman#Ilaserﬁ [UPD:P3] i} R... Auto Created Client Prinker Herman HF Color LaserJet PS
&dd Printer

|6 objects S

Figure 39: XenApp client printer with generic printer driver

Assume the user opens an ICA session to the Citrix XenApp server. In the Printers and Faxes
window (Start > Printers and Faxes), the user will see icons for the automatically created client
printers in the format Cl ient/<hostname>#/<printer>, where <hostname> is the hostname of the
Thin Client and <printer> is the name of the printer as defined in Setup.

When a universal printer driver is used, the text [UPD:<generic driver name>]" is appended to the
printer name, where <generic driver name> is PS. In the figure above, the client printer
Client/Herman#/Ipis created using the native driver HP LaserJet 4L" and Client/Herman#/laser6is
created using the generic driver for PostScript, as the specified driver HP LaserJet PS” is not installed
on the application server.

For more information on server-side settings for Universal Drivers, please see the Citrix
documentation for XenApp with Future Release 3.

3.11.6 Printing from Local Applications

Local application (such as Netscape) generally are preconfigured for the printer Ip. To print to a printer
with a different name, configure the local application’s printer settings accordingly.

For local applications that use PostScript as the output format, such as Netscape or Acrobat®
Reader®, you must define a PostScript printer.
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3.11.7 TCP Direct Print

The printer attached locally to a Thin Client may be used by other machines as a print server if they
support TCP direct print. In this case, enter the port number of the local printer’s interface (parallel or
USB) in the TCP direct print area (most useful for individual device Setup).

3.11.8 ThinPrint

ThinPrint® software from ThinPrint GmbH in Germany allows optimized printing in network across
various platforms. Components include the ThinPrint server and ThinPrint client. The server
component processes print data for the target printer and sends it in compressed form to the client.
The client receives print jobs from the server, decompresses them and sends them to the selected
printer. ThinPrint Server and Client are connected via TCP/IP. ThinPrint is a print protocol. Unlike TCP
direct, LPR or CUPS, with ThinPrint the bandwidth can be specified, meaning it is a viable option for
networks with small bandwidth.

To use this software, on the Thin Client you must install the ThinPrint client software, attach a local
printer and define the printer in the eLux NG Setup > Printer > New. You need only enable the check
box "thinprint”, and optionally enter a class name with max 7 characters.

In addition, the ThinPrint-Server must be configured. However, this is not subject of this manual,
please consult the ThinPrint Documentation on www.thinprint.com for detailed information.

3.11.9 CUPS

To use this feature, the software CUPS printing front-end (qtcups) must be installed. In addition, the
CUPS server must have server options configured.

The Common UNIX Printing System™ (CUPS™) is a software product from Easy Software Products.
It provides a common printing interface within a local network and dynamic printer detection and
grouping. The advantage of CUPS is that all configuration takes place on the CUPS server. No
configuration takes place locally on the client.

The CUPS server contains a list of back-ends, including parallel port, USB connections, serial
connections and network (LPD).

On the Thin Client, when the CUPS client is installed, it replaces the local LPD printing system. All
local printer definitions in Setup > Printer are ignored.

The CUPS client and server are provided free of charge. Commercial add-ons and support for the
CUPS server can be purchased from Easy Software Products.

CUPS is used to print from local applications on the Thin Client (for example, Adobe Acrobat or a local
browser). These local applications have PostScript as output format. If you do not have a PostScript
printer, you must install a filter (for example, PostScript to PCL) on the CUPS server.
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Figure 40: CUPS Setup IPP printer

CUPS Procedure
1.Program (Adobe Acrobat) generates output file (PostScript format). Sends to CUPS server via
IPP.

2.CUPS converts PostScript to PCL using preinstalled filter.
3. CUPS sends print job to printer using preinstalled backend (parallel, serial, network etc.).

= To configure the CUPS client
1. Install the CUPS client on the Thin Client.
2. Install the CUPS server on a computer of your choice and configure the CUPS server.
For information on how to install and configure the CUPS server, see www.cups.org.
3. In Scout Enterprise, set the following environment variables:
CUPS_SERVER Host name or IP address of the CUPS server.

CUPS_OPTIONS (optional) Allows you to preset user-dependent print options. These options
are defined in the printer’s *.ppd file. See your CUPS administrator for
this value. For example: CUPS_OPTIONS=-0 OutputBin=Bin2.

Tip If you use LDAP or ADS, in place of the environment variable CUPS_OPTIONS set in
Scout Enterprise you can use the user variable ELUX_PRINTEROPTIONS set on the LDAP
or ADS server. For information on how to set an LDAP user variable, see User Variables.

4. Transfer the environment variables to the Thin Client.

The configuration is complete.
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Example 1: Printing from a local browser

1.
2.
3.

4.
5.

6.
7.

On the Thin Client, run Mozilla.
Go to the website of your choice.

In the File menu select Print. The Print dialog box appears. Do not make any settings in
this dialog box. Just click Print.

The CUPS Print dialog box appears.

In the Name drop-down list, select the name of your printer (whether you can select a printer
or not depends on server-side settings). Set other options as desired.

Press OK to begin printing.
After the print job has been sent, click OK to close the Print information dialog box.

Example 2: Printing from Adobe Acrobat

1.
2.
3.

Run Adobe Acrobat.
Open the PDF file of your choice.

In the File menu, select Print. The Print dialog box appears. Do not make any settings in
this dialog box. Just click OK.

The Print dialog box from CUPS appears.

In the Name drop-down list, select the name of your printer (whether you can select a printer
or not depends on server-side settings). Set other options as desired.

Click OK to begin printing.
After the print job has been sent, click OK to close the Print information dialog box.
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3.12 Mouse / Keyboard

Using base setup
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Figure 41: Setup > Mouse /Keyboard
Both eLux NG and eLux RL support several types of mouse devices and keyboards.

Mouse

Choose the mouse type. ~Mouse

Auto means the mouse will automatically be detected. None isto | Tvpe Wheel =l
run the client in terminal mode. The mouse functionality is Auta

deactivated and the mouse pointer is fixed in the lower right-hand Double click speed |2 - Buttan

corner of the user’s screen. Slow 3 - Buttan

Move the slider to the right to decrease the double-click interval.

Move the slider to the right to increase the mouse drag speed.

— keyboard

Keyboard Language |English [US, Intermational = |
Choose the keyboard language from the country-specific list. T E”Q:isﬂ [HE] -
The default is English (US). Keyboard types are automatically B o ——
recognized when they are plugged in. No further configuration is Finrish
necessary. French b
Move the slider to the right to decrease the initial delay before a EEEEE Egiﬁlzﬂind]
symbol appears when a key is pressed and held. German

German [Switzerland] i

Move the slider to the right to increase the key repeat speed.

Attention When configuring a Microsoft application via ICA, if you wish to use the Windows default
option which moves the mouse pointer to the default button in a dialog box, set Mouse connection to
PS/2. Be aware that the wheel function is not supported in this case. This modification is not required
for Microsoft Remote Desktop Protocol (RDP).
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3.12.1 Advanced Mouse and Keyboard Settings

From the Setup > Mouse / Keyboard subtab, click Advanced. Here you can configure the following
advanced settings:

Advanced Mouse,Keyboard settings E2

¥ 3Button emulation
[ Lefthanded

¥ Dead keys

v Mumlock.

¥ Console switch enabled

Canicel |

e 3 Button emulation In general, eLux is used with a three button mouse. However, it is possible
to achieve the same functionality with a two button mouse. In this case, the third button is
simulated by clicking the left and right mouse buttons at the same time. Select to activate this
feature.

e Left-handed Select to switch the mouse buttons.

e Dead keys Dead keys make it possible to enter accented combination characters. A dead key
combination means that you press two keys one after the other (press the first key and release it,
then press the second key and release it) in order to form a single character. In general, you
press a key for the accent you want (nothing happens), then a key for the letter to apply to accent
to (the accented combination character appears).

By default, dead keys are active. If you use an application that is incompatible with dead keys,
click to deselect.

Note: Some hardware platforms do not offer this option. In this case, it is not possible to
deactivate dead keys.

e Numlock Select to deactivate the NUM key when the Thin Client boots. By default, the NUM key
is active.

e Console switch enabled Allows the user to switch between consoles on the Thin Client using
the hotkeys. By default, it is active. The following table shows the hotkeys for switching the
consoles. These hotkeys can be deactivated, restricting the user to the eLux NG desktop

(console 1).
Nr. | Console Hotkey
1 eLux NG Desktop CTRL+ALT +F1
2 First XDMCP Session CTRL + ALT + F2
3 Second XDMCP Session |CTLR + ALT + F3
4 Message Console CTRL+ALT +F4

Figure 42: Hotkeys for switching consoles

When you are done, click OK in Scout Enterprise. Changes take effect the next time the Thin Clients
restart.
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3.13 Hardware
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Figure 43: Setup > Hardware

The hardware settings — USB port activation, card reader activation, number of monitors, and RAM
disk size — are set in the Hardware tab. The COM port settings can be edited from here.

Network hardware settings are described in a separate chapter.

3.13.1 USB Port Activation

In general, eLux supports all USB mass storage devices including, but not limited to, CD-ROM, floppy,
USB stick, 2.0 flash card readers, photo mass storage, etc.

However, for security reasons, by default the USB ports for mass storage devices are disabled. To
activate the USB ports for mass storage devices, click to select USB mass storage devices.

For details to access USB drives please see chapter 3.10.5 "Mountpoints".

3.13.2 Number of Monitors

If Thin Clients have the Matrox G200, Matrox G450 or Matrox G450 MMS graphics card installed, you
can set the number of monitors to use in the Hardware tab. You can choose between one, two, three
or four monitors.

3.13.3 COM Port Settings
You can set COM port settings in the Hardware tab.

Click on the COM port settings button. The COM port settings dialog box appears. Make the
desired changes.
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Figure 44: Setup > Hardware > COM-Port Settings

3.14 Smartcard

Smartcards can be used as an eLux security feature, for Citrix logon or for user roaming. The PC/SC
lite interface is used.

The following features are supported:

e Citrix ICA roaming Allows you to capture a Citrix session that was running on another terminal
by removing and inserting a smartcard.

o PKSC#11 The PKSC#11 smartcard interface can be used by local applications, for example, by
Mozilla to sign or encrypt emails.

e RDP CSP A Crypto Service Provider is server-side software. CSP can be used for RDP logon or
to capture an RDP session that was running on another terminal (roaming).

e Secure PIN Allows you to enter a PIN on a card reader instead of via keyboard. The card verifies
the PIN itself.

3.14.1 Smartcard Hardware Settings

Required Software

The PC/SC lite software has been removed from the base OS and is now available as a stand-alone
upper-level package.

To use smartcards, the PCSC Lite” (pcsc_lite) EPM must be installed. Available driver FPMs:
e Generic CCID reader: Driver for a number of card readers. Supports secure PIN.

e OMNIKEY CCID: Driver for a number of card readers. Supports ICA roaming.

e REINER SCT: Driver for Reiner SCT USB card reader.

e OMNIKEY CT-API: CT-API to readout health insurance cards.

In ELIAS select the FPM to view the card readers supported by this driver. If the list exceeds available
space, in the Package Information window click in the description field and drag with the mouse or
press the PAGE DOWN key to view remaining entries.

For a description of EPMs and FPMs, see chapter 5.3 ELIAS.

elLux support a number of USB card readers and USB keyboards with integrated card reader. For a
table of available drivers and their use, see www.myelux.com (log on > eLux software packages” >
select container > click on Details next to PCSC lite”).

To activate the card reader, in the Setup dialog box, click the Hardware subtab. From the Smart
Card list choose USB (do not select External”).

Note: Internal” and External” are legacy features that are no longer supported by eLux NG. For
information on eLux 1.1 smartcard support, see the Legacy” section later in this chapter.
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Deactivating the Card Reader

If you do not have a card reader, deactivate the card reader hardware setting. This prevents the user
from accidentally being locked out of an application.

Smart card
1. Inthe Setup dialog box, click the Hardware tab.

2. From the Smartcard list click None.

3. Save your changes.

3.14.2 Local Authentication

You can restrict local access to the Thin Client by requiring a smartcard upon boot.

Local authentication works with the following smartcards:
e CardOS® version M2 or M4 Siemens GmbH
e SICRYPT® CryptoCard Fujitsu Siemens Computers

They must be encoded with the users’ logon data (name, password, if desired domain) using the
SICRYPT SMARTY 2 software.

Local authentication requires a Fujitsu Siemens Computers card reader.

= To configure the client for smartcard authentication
1. Setthe smartcard hardware settings as described in 3.14.1 Smartcard.

2. Set the smartcard security settings. In Setup, click the Security subtab. From the Smart card
drop-down list, click to select one of the following:

smart card Always required j
Mot required

i ayz required
Required on startup

Always required A smartcard is required when the Thin Client boots as well as during the
entire eLux session. If the user removes the card, the session will be
locked. A smartcard and valid PIN are required to unlock the terminal.

Required on startup A smartcard is required only when the Thin Client starts. The local
user can remove the card without interrupting the eLux session.

3. If the information saved on the smartcard includes a domain name, go to the Network tab, click
Advanced, and enter the domain name in the Smart Card domain field.
Using device setup <Herman:- |
I Hardware I
I kultimedia I Deszkiop I
— IEEE 802.1% Authentication——————————
" DHCP Timeout |2EI / Advanced |
r Connection to manager 1
Timeout 5 zec.
Smart card domain
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Security settings have now been activated. Depending on the security settings you chose (step 2), the
local user must now insert a smartcard into the card reader and enter a PIN at system start and
whenever the card is removed and reinserted, or at system start only. The smartcard screen instructs
the local user to insert a smartcard into the card reader and enter a PIN. The user is blocked until this
is done.

Attention Do not mistype the PIN! If an invalid PIN is entered three times, the card is locked and can
no longer be used. It must be reset by the smartcard administrator using the SICRYPT® SMARTY 2
software.

3.14.3 User Roaming
You can combine local authentication with another eLux feature: user roaming.

User roaming is transferring an active Windows terminal server session from one eLux terminal to
another. This is useful when you want to move to a terminal with certain hardware — for example, with
a special printer — without logging off from your current ICA or RDP session. In user roaming, the
terminal disconnects the session when you remove the smartcard (the processes continue to run on
the server) and reconnects when you insert the smartcard in a second terminal, using the second
device’'s hardware settings (printer, drive mapping).

All terminals that will be used for user roaming must have user roaming enabled in advance.

User roaming works with the following smartcards:
e CardOS® version M2 or M4 Siemens GmbH
e SICRYPT® CryptoCard Fujitsu Siemens Computers

They must be encoded with the users’ Citrix logon data (name, password, domain) using the
SICRYPT SMARTY 2 software. A certificate is not permitted.

= To configure eLux for user roaming
1. Setthe smartcard hardware settings as described in 3.14.1 Smartcard.

2. Set the smartcard security settings. In the Setup dialog box, click the Security subtab. From
the Smart card drop-down list, click to select the following:

Smart card Always required j

Click Apply and OK to close the Setup dialog box.
4. Configure one of the following sessions:

ICA See 4.2.1 Remote desktop.

RDP See 4.4.1 Configuring a Session.

5. Inthe application definition, click to select Roaming.

Logon information is read directly from the card. The entries User, Password, Domain in the
application definition dialog will be ignored.

Note: The option Allow smartcard logon (see next chapter) cannot be combined with user
roaming.

Activating the Roaming check box starts the terminal server session automatically. The ID is
dynamically read from the smartcard and used to connect to the terminal server. If the local user
removes the smartcard, the terminal server session is disconnected. Therefore, certain settings must
be defined on the terminal server. For further information, consult the terminal server manual.
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3.14.4 Citrix Logon

You can restrict access to a Citrix XenApp server by requiring a smartcard upon logon. This feature is
distinct from local authentication and user roaming and cannot be combined.

Citrix smartcard logon works with a number smartcards. Users’ logon data (hame, password, domain)
as well as a certificate are saved to the smartcard. You must have the corresponding smartcard
software installed on your XenApp server. See the Citrix documentation for more information.

= To configure eLux for Citrix ICA smartcard logon
1. Setthe smartcard hardware settings as described in 3.14.1 Smartcard.

2. Set the smartcard security settings. In the Setup dialog box, click the Security subtab. From
the Smart card drop-down list, click to select the following:

Not required This disables eLux security settings, freeing up the card reader for other
applications, in this case, for the Citrix ICA client.

Click Apply and OK to close the Setup dialog box.

3. Configure an ICA session. Click to select Allow smartcard logon. Leave Roaming
deselected.

3.14.5 RDP Logon

To use this feature, your terminal server must support RDP 5.2 or higher. In addition, on the thin client
you must have base OS 1.14.1 or higher and the RDP native client 1.4.0 or higher installed
(rdesktop527).

You can restrict access to a terminal server by requiring a smartcard upon logon. This feature is
distinct from local authentication and user roaming and cannot be combined.

RDP smartcard logon works with a number of smartcards. Users’ logon data (name, password,
domain) as well as a certificate are saved to the smartcard. You must have the corresponding
smartcard software installed on your server.

The following cryptographic service providers are supported:
e GemSAFE™ from Gemplus®
e SafeSign® from Thales e-Security Ltd.

= To configure eLux for RDP smartcard logon
1. Set the smartcard hardware settings as described in 3.14.1 Smartcard.

2. Set the smartcard security settings. In the Setup dialog box, click the Security subtab. From
the Smart card drop-down list, click to select the following:

Not required This disables eLux security settings, freeing up the card reader for other
applications, in this case, for the RDP client.

Click Apply and OK to close the Setup dialog box.

3. Configure an RDP session as described in 4.4.1 Configuring a Session. Click to select Allow
smartcard logon. Leave Roaming deselected.

Click Advanced.

In the RDP advanced dialog box go to the Advanced tab and set the protocol to Auto” or
RDP V5.

6. Go to the Local Resources tab and select the Enable smartcard check box.
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3.15 Virtual Private Networks

A virtual private network (VPN) is a system that allows two or more private networks to be connected
over a publicly accessible network, such as the Internet. These systems use encryption and other
security mechanisms to ensure that only authorized users can access the network and that the data
cannot be intercepted. A VPN can be used to exchange critical information between employees
working remotely or to securely deliver information between business partners

The following VPN Clients are supported currently:
Cisco VPN Client
VPNC VPN Client
PPTP VPN Client

Juniper

3.15.1 Cisco VPN Client and VPNC

The Cisco VPN client is used to connect to a Cisco VPN device to create a secure connection
between the Thin Client and a private network. It uses Internet Key Exchange (IKE) and IP Security
(IPSec) tunneling protocols to establish and manage the secure connection. You can connect using
LAN, DSL or ISDN to one of the following:

e Cisco I0S devices that support Easy VPN server functionality
¢ VPN 3000 Series Concentrators

e Cisco PIX Firewall Series

Propetties of device <dhcpl04 = I
Infio I Prirter | Sereen i Mouzeepboard i File:z i Erironmmett i
Management YPM - Client i Advanced file entries ] Fules i Partiticrz I
PM - Client - Type | Cisco VPN Client |

W Start VPN client autamatically

Configuration Isample.pcﬂ

Figure 45 Setup > VPn > Cisco VPN Clilent

First configuration and editing the configuration files must be done on the Thin Client. Depending on
the type of VPN Client you use the corresponding configuration file must be available on the client.

Therefore we ask you to consult our manual "eLux Administrator's Guide" (chapter 3.17) where we
describe the procedure of configuration and editing in detail. You always find the latest version in the
download area of www.myelux.com.
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4 Management on Application Level

This chapter contains information on how to configure applications..

4.1 Introduction
You can define applications on three levels:

e as default application on the highest level of the hierarchy
e in the default group Lost&Found

e in each organisation unit.

Rightclick the highest level of Applications to select from the context menu:

add. ..

Software defaults, ..
Define application icons. ..

T

lse parent applications
lse parent defaulks

Expark
Import F

Figure 46: Context menu of applications

Rightclick Define application icons to add icon files which then are available for selection in the
configuration of the single applications. The files may be of the types xpm, ico or gif.
|

tdd | Dekte | ok | Cancel
Figure 47 Define application icons
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4.1.1 Add
Selecting Add from the Application category context menu opens the Application Properties dialog
box.
STy T Jin
Lozal I PM-Agent I Virtual Deskiop
Ic4 | RDPCent | Browser | SAPGUI |  Emulation

Mame of application |

[~ Publizhed &pplication Browsze |

Semver I

Application I

Wiorking directony I

Uszer name I

Pazzword I

Ciomair I

[ Allow Smart Card Lagon

™ Roaming
[~ Application restart . —_—_—"
: Define application icons
[T Start automatically after I 0hs
¥ Desktop icon I W I

ok | Abbrechen |

Figure 48: Application Properties

Possible connections include: ICA, RDP, local browser, SAPGUI, emulation, local commands and PN
agent.

Every application offers an Application restart check box. When this check box is selected, the
connection is started when the Thin Client boots and immediately re-established after a user logs off,
making it available for the next user.

Every application offers a Start application automatically check box. When this check box is
selected, the connection is started when the Thin Client boots.

Every application offers a Desktop icon check box. When this check box is selected, desktop icons
are offered for selection from a list (provided icons have been defined on the highest application level).
Note: Not available for Program Neighborhood Agent.

If an icon is distorted, on the thin client double-clicking with the middle mouse button on an icon
redraws all icons.

The remaining options are application specific. Configuring applications is discussed in detail in the
remaining sections of this chapter.
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In the Edit menu select Find or use the shortkey CTRL + F to search for an application name.

Find |

Find what 10K ;! Find rext I
[ Match caze Eaticel |

[~ Match whole word anly

W Find in Properties

Figure 49: The Find function

4.1.2 Software Defaults
It is possible to set standard parameters for all applications defined for an element.
Rightclick an Applications category to open the context menu. Select Software defaults.

In the Software defaults dialog box, you can set all standard settings for applications.
| Citis - IC4, - Settings =l Edi.. |

Caticel |

At the moment, only ICA is available. Select ICA and click Edit. In this dialog box you can edit all ICA

standard parameters. Settings are valid for the selected organization unit. These settings are
described in detail in chapter 4.2.4.

The tabs General, Drive Mapping and COM-Ports are described in chapters 3.10 and 3.13.
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4.1.3 Option — Use Parent Applications

In the Applications category context menu (click with the right mouse button on the Applications
category), "Use parent applications” is a toggle. If selected, you will assign the applications from the
next higher-ranked element to the device in addition to the applications for this element. When the

Application category is selected, applications from other elements are displayed in the Properties
Window in parentheses.

DScout Enterprise - [DOKUZY Administratori@ScoutNG - Database]

l_:JI Eile Edit Wiew oOptions Security Window ?
Bl x| Bin] &[2]

ISR Fagipplications Mame I Type | Aukoskark I Crigin
gl Diokl-Global T31-Global ICh Ma
Mozilla-Global Mozilla-Global Mozilla Mo
T51-Global DOK-Global RDP Mo

Applications

e DEvices

E o Europe

Applications

- 5 Devices

=-B& Eermany
= applications

[+ 5> Devices
-5 Berlin
+-l§ Munich

- Iealy
et Mars
-WaT Organisation unitf10)

5
- flasl]

*

Figure 50: Default Applications

In the figure above, all the organization units Lost&Found”, Earth”, Europe and Germany have been
configured to use parent applications. Devices entered into the different organisation units will receive
the applications defined for

1. the selected ou,

2. the default set (Applications).

Note: Applications are identified by their name. To avoid conflicts, please use unique names when
configuring applications.

4.1.4 Option - Use Parent Defaults

The option "Use parent defaults” applies to the Software Defaults, which at the moment are availabe
for Citrix ICA settings only, see 4.1.2.
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415 Tree View

Properties Window

Once you have configured applications, click on an Applications category. A list of all applications
defined for this element is displayed in the Properties Window. You can customize the information
displayed by selecting Adjust from the Properties Window context menu (right click in the Properties
Window). The following properties are available:

¢ Name
e Type
e Autostart

If no applications have been defined, the window will be empty.

Commands
In the Properties Window, click to select an application. You can select more than one application by
holding down CTRL or SHIFT. Applications can be:
e copied to a new organisation unit
e moved to a new organisation unit
e deleted
using the key combinations CTRL-C, CTRL-X + CTRL-V (copy and paste), or DEL, or the context
menu (click with the right mouse button). In addition, you can use the left mouse button to move single

application definitions and Application categories to other groups using the drag-and-drop feature.
Hold the CTRL key while dragging to copy them to other groups.

4.1.6 User Access to Applications

The applications defined in Scout Enterprise are transferred to the Thin Client when the terminal

boots. The local user can then access them in the eLux control panel (Applications tab) or from the
toolbar menu.

If applications do not appear on the Thin Client, check the following:

e Missing firmware While the administrator can configure all types of applications, the only
applications available on the Thin Client are those whose software is installed in the image file.

e Hidden option It is possible to hide applications from the user. This option is only available for
local applications that are defined as custom”. In this case, you must select the Application
restartor Start application automaticallyoption for the application to run.

e Duplicate names Applications are identified by their name. To avoid conflicts, please use unique
names when configuring applications.
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4.1.7 Uploading Applications

You can also upload applications from a Thin Client to Application upload
Scout Enterprise. Applications can only be uploaded to an

organization unit. IP hiame ar IP address of the device

) o |217.160.115.33
Select the device whose applications you want to upload. Use

the menu command File > Application upload or rightclick Des““”” dloe the
device and select Application upload. The Application g

Upload dialog box appears.

B Mars
Check the IP address or host name of the device is correct. +)- Drganisation unit]10]
Select a Group to upload the applications to.
Click Start to begin the upload. All applications defined on the
Thin Client are sent to the Scout Enterprise server and
. o X i ! g
entered in the selected organisation unit. Previously defined

applications in the organisation unit are deleted.

Note: Please do not upload applications from previous eLux versions to Scout Enterprise, as this has
unknown consequences. Only upload applications to Scout Enterprise.from devices running eLux .

Conclusion

The flexible arrangement of applications into organisation units and standard applications opens an
array of possibilities for the administrator to define applications — by physical location, type of work,
user profiles etc.

4.1.8 Editing Configuration Files

A configuration file is used to store and retrieve settings. Generally, it contains the user’s personal
parameters for running client software. Configuration files are saved to the Thin Client in the following
directory: /setup/<application name>.

Scout Enterprise offers various ways to edit a configuration file.

Application definition

The application definition is the first step. Often you can set selected parameters directly in the
application definition. For example, in the ICA dialog you can set the connection parameters by
clicking Connection options, in the Emulation dialog for eterm a number of fields will appear. These
parameters will be saved directly to the configuration file.

Software defaults

You can set additional parameters by using the software defaults function (4.1.2 Software ). At the
time of publishing, this is only available for ICA.

File transfer

You can configure an application locally on a terminal and use Scout Enterprise to transfer the
configuration file to other terminals. This is useful for emulations, where configuration takes place
inside the application itself. See the respective product documentation for configuration information
and for the file transfer function.

INI file editor

Scout Enterprise comes equipped with an editor for initialization (INI) files. This allows you to edit
specific keywords in an INI file.
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4.2 ICA

To connect to a XenApp® Server by Citrix® Scout Enterprise offers 5 different ways:

Connect to a dedicated XenApp Server (always desktop) — chapter 4.2.1

Connect to a published application (could also be a published desktop) — chapter 4.3.1
Connect via web interface without Browser (PN-Agent) — chapter 4.3.2

Connect via web interface with Browser — chapter 4.3.3

Call of the Citrix Receiver (Citrix-own tool to define a connection) — chapter 4.3.4

Independent Computer Architecture (ICA®) is used to connect to a Windows terminal server running
Citrix® XenApp® software. You can then access all Windows® applications residing on the terminal
server.

All connection parameters and standard parameters for an ou can be set in Scout Enterprise
(corresponds to the Citrix ICA Client for Linux advanced ICA settings on the Thin Client in the
eLux control panelusing Configuration > ICA > Advanced).

The ICA Connection Center can be defined as a local application. For details see chapter 4.2.7.

4.2.1 Remote Desktop

A remote desktop session allows users access to the desktop of a XenApp server. Users can run any
applications available on the desktop, in any order.

To create or modify a session via ICA, go to Application Properties > ICA.

Application properties E

Local | FH-sgent | Wirtual Desklop |
IC4 | FROPCient | Browser | S&PGUI | Emulation
Mame of application ixempp Capver 1
™ Publizhed Application Browse l
Server iseweﬂ
Application I

Working directan |
£ Login

Wser name I

Eazsmord I

[Tanyair I

f* Pazsthrough login

¥ Kerberas authonzatior

" Smartcard login
[T Application restart

[T Start automatically after | 0 s
[ Desktop icon u i Connection options |

(] I Cancel I Apply Help |

Figure 51: Application Properties for ICA Remote Desktop
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Name:

Published Application:
Server:

Application:

Working Directory:
Login

Passthrough Login

Kerberos authorisation

Smartcard Login

Enter an appropriate name for this application. This is what the local
user sees in the eLux NG main screen (Applications tab).

Leave deselected.

Enter the IP address (or name) of a XenApp terminal server.
Leave blank.

Leave blank.

Enabling this option the logon data (user name, password, domain)
are entered in Scout.

Enabling this option the values for
$ELUXUSER

$ELUXPASSWORD and
SELUXDOMAIN are sent to the client.

The client uses the user credentials of the Kerberos ticket received
from the ADS authentication.

The client uses a smartcard to logon.

The flag for 'Roaming’ has disappeared from the ICA dialog. This function is to realized by setting
'Disconnect when removing card' and the 'Autostart' flag fo the application.

4.2.2 Smart Card User Roaming
eLux supports user roaming with USB card readers and CardOS 2.0 and SICRYPT smartcards coded

with SMARTY 2 software.

COM card readers are not supported.

4.2.3 Connection Options

From the ICA application definition, click the Connection Options button which opens the dialog box

Advanced ICA Settings.

Advanced ICA settings x

Optiors i Cnnnectionl Windnwl Filewalli Auto Hecnnnectl File .&ssociatinnsi

- i

nable ri

[ Enable Sound

e Button Paste
™ Use Digk Cache for Bitmaps

IMedium Sound Quality j
[T Enable Audio lnput

Encryption Level

lBasic

[T &llovw auta lagon

- SpeedScreen Latency Feduction

iAutomatic 'I

V¥ Mousze Click Feedback
™ Local Test Echa

o ]

Cancel | Annly | Help |

Figure 52: Advanced ICA Settings — Connection Parameters for Citrix ICA

In this dialog box you can set connection parameters such as sound, encryption level, SpeedScreen
latency reduction, and Window settings. Connection parameter changes are applied to all devices in

this organisation unit.
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These parameters correspond to the parameters on the Thin Client in the Citrix Presentation Server
Client for Linux (eLux NG / RL - ICA definition > Advanced) in the Tools menu > Settings).

E ncryption Lewvel
128 Bit Lagin - Orly |
¥ Alow auto logon

It is possible to force an autologin even if the encryption level of ICA settings is not basic. Click to
select the Allow auto logon check box.

Click to select Software Defaults to use the standard settings. These settings are discussed in the
following chapter.

For more information on the Citrix ICA connection parameters, see the Citrix documentation.

4.2.4 |ICA Software Defaults

The standard parameters are accessed by clicking with the right mouse button on the Applications
category. Select Software defaults. Using the Software Defaults dialog box you can access all
standard settings for applications.

ICA
COM-Ports I Firewall ! Auto Reconnect
Comman | Connection I wlindon I Bitmap-Cache i Hotkeysz I Dirive b apping
™ Enable ‘Windows &let Sounds T 25 top'w atchidinimum |25

[T Allow Automatic Client Updates
[ Allow Audio Input

Clientt ame template |

Handling of kepboard shortouts [e.g. Alt + Tab)

| On the local desktop =]

Stop keyhandling thraugh

I [Mone] _"_I I [Mine] _V_!

v Transfer this defalts ko the terminal

[ ok ] cecel £pply Heln

Figure 53: Applications - Software Defaults

Select ICA and click Edit. In this dialog box you can edit all ICA standard parameters. Changes made
to the ICA standard parameters are applied to all devices in this organisation unit.

These parameters correspond to the parameters on the Thin Client in the Settings dialog box of the
Citrix ICA Client for Linux (eLux ICA definition > Advanced > Tools menu > Settings).

For more information on the Citrix ICA standard parameters, see the Citrix documentation. A few are
described below.
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Common tab

e Transfer these defaults to the terminal When activated, the advanced settings will be
transferred to the terminal. Default is activated.

o TW2StopwatchMinimum (default = 75) Set the scroll speed for ICA applications (for example,
Adobe® Acrobat® Reader, Excel®, etc.). A large value means a slower scroll speed. A low value
means a faster scroll speed, however in Excel the delay time will be increased when you drag the
cursor outside the lower border when making a selection.

¢ ClientName template Allows you to set the client name in the XenApp session. Note: You ¢ an
use the Program Neighborhood variables $ICANAME, $ICADOMAIN to set a unique client
session name. This is required for Citrix roaming and by some XenApp rame programs.

Drive Mapping

By default, the floppy and CD-ROM drives are automatically mapped to the ICA session at terminal
logon.

To view the default drive mapping:
1. Open the standard ICA parameters. Click on Drive Mapping.

2. The letters A-Z represent the logical drive names on the terminal server. The field to the right
is the mount point on the Thin Client. (The mount point names are standard and listed in
section 8.10) The columns are as follows: E = enable,R = read,W = write.”

3. By default, the floppy drive is mapped to A:”, the internal (IDE) CD-ROM to C:".
4. Confirm that the Enable drive mapping check box is selected.
5. Use the drives to access the devices.

To use standard settings, no further configuration is required.

USB drives
USB drives are not automatically mapped.
1. To map a USB drive, open the standard ICA parameters. Click on Drive Mapping.

E/R AW E/RA&AW
N roedia/floppy WV N: l v
Rl TR g P~
C: I.-’media.n’cdrum |2 i v B | v
D: |/media/usbdiski) v W I g | rer
E | Boo B: | ¥~

Figure 54: ICA Drive mapping for eLux RL
2. ICA —tab Drive Mapping for eLux RL

The first partition on the first USB stick is assigned /media/usbdisk. Every further partition (on the first
stick or a second stick) is mapped to:
/media/usbdisk0, /media/usbdiskl, .../media/usbdisk<N> .

COM Ports
To map a COM port, you must know the device name of the serial port on the client.

The serial port device name always begins with /dev:

o /dev/ttySO : external serial port
o /dev/ttyS1 . internal serial port
e /dev/usbltts/O : USB v. 24 converter (PL2303 chip only)
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Note: Device names are case sensitive. The letters shown here in lower case must be typed in lower
case.

Which serial ports are available depends on your hardware platform.

Mapping a COM port in an ICA session involves the following:
1. Configuring the COM port settings in Scout Enterprise
2. Transfer settings to the Thin Clients
3. Configuring the Citrix XenApp ICA server

= To configure the COM port settings in Scout Enterprise

COM port settings are mapped in the Standard Parameters dialog box for ICA.
1. Click the right mouse button on an applications category and select Software defaults.
2. Select Citrix — ICA — Settings from the drop-down list and click Edit.
3. Gotothe COM port settings tab.
4. Click Add. Enter the device name of the serial port.
Note: Case sensitive.
5. Click OK.
A new COM port will appear, numbered automatically in ascending order. If this is the second
port you have entered, it will be named COM2.

6. Click Apply and OK and save your settings in Scout Enterprise.

= To transfer settings to the Thin Clients

Reboot the Thin Clients to transfer settings.

= To configure the Citrix XenApp ICA server

1. Connect to the XenApp server and open a command shell.
2. Map the Thin Client COM port to the COM port on the XenApp server using the following format:

net use <ICA port>: \\Client\<Thin Client port>: /persistent:yes
<ICA port> : local port on XenApp server

<Thin Client port> : remote port on Thin Client

Example:

net use coml: \\Client\COM2: /persistent:yes

3. Following are useful commands:

net use : To view the mapping (for a drive, printer, COM port, etc.)
mode coml:: To view the parameters
mode /? : To change parameters

net use /help: To view man pages
Normally the port parameters are set within your application.
This procedure should work with all COM port based synchronizing software.
To set COM port hardware settings, see 3.13.3 COM Port Settings.

4.2.5 Keystore for Citrix Server or Access Gateway
The directory /setup/cacerts is reserved for Certified Authority (CA) root certificates.

If you have a certificate for logging on to a Citrix Server or Access Gateway, save it here.

4.2.6 Tool xcapture to Create Screenshots

To use this feature, you must have the Utils for ICA Client” package installed. It is located in the ICA
client” package.
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The Citrix ICA Client for Linux includes a helper application, xcapture, that allows you to exchange
graphical data between the XenApp server clipboard and non-ICCCM-compliant X Windows
applications on the X desktop. You can use xcapture to grab dialog boxes or screen areas and copy
them between the UNIX desktop (including non-ICCCM-compliant applications) and an application
running in an ICA Client window.

= To configure xcapture

Click with the right mouse button on an Applications category and select Add. Click Local.

Name Enter an appropriate name for this application.
Application Click Customized.

Parameter Enter Zusr/lib/I1CAClient/util/xcapture
Hidden Does not display the application in the Application tab.

Application Restart  Click to select to immediately reconnect after the user logs off. When this
feature is selected, the application automatically starts when the Thin
Client starts or restarts

Start automatically  Click this check box to open the session when the terminal starts.
Desktop icon Creates a desktop shortcut for this application on the eLux NG desktop.

On the Thin Client, start the program with a double-click on the profile in the Applications tab or by
marking the profile and clicking the Connect button.

How to use xcapture
1. From the xcapture dialog box, click From screen. The cursor changes to a crosshair.

Select awindow Move the cursor over the window you want to copy and click the middle
mouse button.

Select a region Hold down the left mouse button and drag the cursor to select the area you
want to copy.

2. From the xcapture dialog box, click To ICA.
The xcapture button changes color to show that it is processing the information.

3. When the transfer is complete, switch to the ICA session. Use the paste command to insert the
contents of the clipboard in the application.
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4.2.7 Tool ICA Connection Center

By means of the ICA Connection Center the end user can see online all current server connections of
published applications, these can be disconnected or logged off without activating the application.
The ICA Connection Center can be defined as a local application.

Application properties E |

Ic& | RDPClent | Browser | S&PGUI |  Emulation |
Local | Ph-dgent | Wirtual Deszkiop

Mame of applicatian iIE.f-‘-. Connection Center

Local Application

Parameter |

[T Application restart

[™ Start automatically after I ]
[T Deskbop izon I " I

k. I Cancel | Apply Help

Figure 55: ICA Connection Center

Minimum requirement: At the client the ICA Client version 9.15.-5 or higher and the eLux NG BaseOS
1.36-1 must be installed.
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4.3 Connecting to a Published Application

A connection to a published application lets a user access a predefined application and its associated
environment.

Published applications can be run in seamless mode, where the applications appear to the Thin Client
as if they were running locally, each application running in its own resizable window. If a published
application is defined as a seamless window, be sure to activate the eLux NG taskbar in the Desktop
tab. This allows minimized windows to be enlarged again.

Published applications require server-side and client-side configuration. In this section, we will discuss
client-side configuration.

4.3.1 VialCA Session

This section describes how to configure a session to a published application running on a XenApp
server. Note: You must know the application name exactly as it is published on the server.

To create or modify a session via ICA, go to Application Properties > ICA.

Application properties
Local I FH-&gent | Yirtual Dezktop |
4 | FOPClent | Browssr | SAPGUL |  Emulation
Mame of application iwmd
¥ Published &pplication Browse I
Application iWard
" Login
Uzermame I
Easawiord l
[ ommEin I

f® Pazsthrough login

v FKerberos authorization

" Smartcard login

™ Application restart
[ Start automatically after I s

[T Deskiop icon I " | | Lonnection options I

0k | Cancel | Apply | Help I

Figure 56: Application properties for ICA — Published Application

Name: Enter an appropriate name for this application. This is what the local user sees in
the eLux NG main screen (Applications tab).

Published Application: Select.

Application: Enter the name exactly as it is published on the XenApp server.
Login Enabling this option the logon data (user name, password, domain) are entered
in Scout.
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Passthrough Login Enabling this option the values for
$ELUXUSER
$ELUXPASSWORD and
$ELUXDOMAIN are sent to the client.

Kerberos authorisation The client uses the user credentials of the Kerberos ticket received
from the ADS authentication.
Smartcard Login The client uses a smartcard to logon.

4.3.2 Via Program Neighborhood (PN Agent)

PN Agent serves to display all published applications by entering the server name of the XenApp web
interface directly into an application definition.

= To configure a session to launch the PNAgent

Click on an Applications category of the selected Group with the right mouse button. Select the Add
context menu. Open the PC-Agent tab.

Application properties
Ic4 | RDPChent | Bowser | S&PGUI | Emulation
Local PN-Agent | Virtual Desktop

Hame of application IF'N-.&-.gent

Server |server1|
 Anmeldung
Uzer mame I
Eazswond I
Diomait |

¥ Pazsthrough logon
IV Eerberos-Autarisisnng

V¥ Show last user
IV Allow cancel
Autoztart folder |

™ Start automatically after | s Advanced |
Ok I Cancel | Apply | Help |

Figure 57: Configuring a PNAgent application

Name Enter an appropriate name for this application.
Server IP address or name of the web interface

Alternatively, if the Citrix Web interface is not running on port 80 or if the
configuration file does not have the standard path
[Citrix/lPNAgent/config.xml”, you can enter an URL to direct the client to
the configuration file on the server. Format: http://<server>:<port> or
http://<server>/<path>.

Build Nr. 19 88



Example:
http://serverl/Citrix/PNAgent/config.xml
http://serverl:81
http://serverl/MyNfuse/config.xml

Passthrough logon Enabling this option the values
$ELUXUSER
$ELUXPASSWORD and
SELUXDOMAIN are sent to the client.

Kerberos authorisation The client uses the user credentials of the Kerberos ticket received during
the ADS authorisation .

Show last user  (optional) The user credentials (except for password) of the last logon will
automatically be displayed in the XenApp logon dialog box. Note that this option
has no effect if you enter user credentials for automatic logon.

Allow cancel (optional) When activated, allows the user to close the XenApp logon dialog box.

Advanced PN-Agent settings

Click on Advanced to display the Advanced PN-Agent settings dialog box. Here you can set the
window properties for this application. If you click Use default, the settings as defined on the server

will be used.
Advanced PN-Agent settings E |

—window properties

Window Size W Usze Default

| 640 480 7

window Colors ¥ Use Default

I 16 Calors _j

Audio ¥ Use Default

|H|gh Clualty ﬂ
— Timed logoff

[T Logoff after |EI zeconds

¥ Aiter|azt PN agent session iz finished

— Manual lagoff
" | ogoff anly server
" Logoff server and applications

" Logoff server and disconnect sessions

—Application Reconnection
¢ [ not reconnect
™ Active and disconnected sessions

" Disconnected sessions only

Cancel |

Figure 58: PN-Agent — Advanced Settings

= Time-controlled Logoff of a PN Agent Session

The timed logoff of a PN Agent session can be performed without having to wait for the last o PN
Agent session to finish (Forced Logoff).

Additionally it can be defined if in case of timed logoff all active PN Agent applications are to be
disconnected as well.
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When the session connects, the Thin Client will retrieve all published applications from the defined
XenApp server which were published for the given user credentials.

[ gpplications Configuration Sefup ]

HName [ Type | Bctive [
=R & Applications PM-figent
T Desktop ICA(PHN—Agent) Mo

ICAPM—Agent) Na

ICA(PN-Agent) Mo =
i--|i|5u|3Test N
LTl Task—Manager ICA(PN-Agent) Ho

| Conrect | | Disconnect | jﬁe[_ux NG | Shutdown

Figure 59: How PN Agent definitions appear to Thin Client user

The published applications will be displayed in the eLux control panel and taskbar menu (in addition to
the other defined applications) in a tree-like structure: the top-level name is the PN-Agent application
definition name, second level are the published applications or folders from the server (both
applications and folders are defined on the XenApp server), etc.

On the Thin Client, the user will see the option Refresh in the taskbar menu, which allows the user to
periodically refetch the published applications from the XenApp server.

If an autostart folder has been defined, the published applications in this folder will automatically run
when the session is connected.

= Manual Logoff
e Logoff only server
e Logoff server and applications
e Logoff server and disconnect sessions
= Application Reconnection
There are 3 options to connect automatically:
e Do not reconnect (default)
e Active and disconnected sessions
e Disconnected sessions only

Program Neighborhood Variables

When you log on to theXenApp server using Program Neighborhood, the following variables are at
your disposal (taken from the logon dialog):

$ICAUSER User name
$ICADOMAIN Domain for this user
$ICAAPPLICATION Name of the PN-Agent application definition

For example, you can use the variables to set a unique client name in the Citrix XenApp session. This
is required for Citrix roaming and by some XenApp programs.
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Domain List
You can set a list of domains for the PN-Agent user to select from.
1. Create the text file icadomains.txt.
2. Enter the desired domains (one domain per line).
3. Save the file to the Scout Enterprise installation directory.
4

Transfer the file to /setup/icadomains(without the .txt” extension) on the Thin Client using the
Scout Enterprise file transfer feature.

When the user starts the PN-Agent session, a dialog box to log on to the Citrix XenApp server
appears. The domains in this file will appear as a drop-down list next to the Domain field (domainl”,
domain2”, domain3”). In addition, you can preset a domain in the PN-Agent application definition
(work.myelux.com”).

User name |smith
Password |‘°“°"°"°"°"°"°"°‘
Domain |'work.myelus.com s
domaint I
Servor domainz
| demain3

4.3.3 Via Local Browser and Web Interface
The user can launch published applications from a local browser using the Web Interface for XenApp.

Required software: browser software (Netscape, Opera or Mozilla) and Citrix ICA Client version 7.x or
higher

To create or modify a Netscape, Mozilla or Opera session, go to Application Properties > Browser.
Enter the following:

Name: Enter an appropriate name for this application. This is what the local user sees in
the eLux NG main screen (Applications tab).
Start page: Enter the URL used to access your Web Interface (ask your Citrix administrator).

Common formats are:
http://<server name> or http://<server name>/Citrix/Nfuse

Kiosk mode: Leave unchecked.
The remaining parameters are configured as described in chapter 4.5 "Internet".

The local user starts the local browser in the eLux Applications tab to access the Web Interface
page, enters logon information, is shown a list of available published applications, and clicks on an
icon to launch the application.
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4.3.4 Connection to Citrix Receiver

The Citrix Receiver is a Citrix tool to configure the connection. It can be defined as a local application.

Application properties |
Ic& | ROPClient | Browser | SAPGUI |  Emulation
Local | Ph-tgent | Wirtual Deskiop

Marne of application iEitr:-: Dezktop Receiver
Local &pplication IEUStDm f_l
Farameter |wh:mgr|
[ Hidden
[ Application restart
[ Start automatically after I 0=
[ Deskiop icon I = I
(] I Cancel | Apply Help

Figure 60: Configuring a local application to launch the PN Agent

Name: Enter an appropriate name for this application.
Local Application: Select Custom.
Parameter: Enter wFcmgr

The local user starts this application in the eLux Applications tab. This launches the Program
Neighborhood Agent. After a successful logon, the user is shown a list of available published
applications, and clicks on an icon to launch the application.
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4.4 RDP

This type of session connects to a Microsoft® terminal server using Microsoft Remote Desktop
Protocol (RDP). You have the following configuration possibilities: remote desktop or terminal server

application.

4.4.1 Configuring a Session

To create or modify an RDP session, go to Application Properties > RDP. The client is a native
implementation of the free software rdesktop. For further information see www.rdesktop.org.

Name:

Server:
Application:

Application properties
Local | PM-tgent I Virtual Desktop
ICA, FOP-Client | Browser | S4PGUL | Emulation
Marne of application INu:utepau:I
Server isewerE
Application I

YWorking directory I

" Login

zer name I

Pazzwiord I
[
|

[amair I

™ Application restart
[ Start automatically after I

O =
[T Desktop icon " I Advanced |

k. I Cancel I Apply | Help

Figure 61: Application Properties dialog box for RDP

Enter an appropriate name for this application, such as RDP.” This is what the
local user sees in the eLux NG main screen (Applications tab).

Enter the IP address (or name) of the terminal server.

For a remote desktop, leave blank. For a Windows application, enter the

complete path of the application.

Working Directory: (optional, Windows application only) Enter a working directory for the

Login

application.

Enabling this option the logon data (user name, password, domain) are entered

in Scout.

Passthrough login

Enabling this option the values
$ELUXUSER

$ELUXPASSWORD and
SELUXDOMAIN are sent to the client.
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4.4.2 Automatic Login

This optional feature logs the user on automatically using information in the following fields. Note:
When user roaming is active, the information is read directly from the smartcard and overrides the
logon information in these fields.

User Name: User name on the server.

Password: User password on server.
Domain: Domain for this user.

4.4.3 Session Parameters

Click on Advanced to display the RDP advanced dialog box. Here you can set the parameters for
this session.
In the Display tab, you can set screen settings.

Advanced RDP Settings

Diizplay | Local resnurcesl .ﬁ.dvancedl

Window size IFuII TCTEEN "l

Colars |True Color (2481) 7]

Figure 62: RDP client session settings: screen

In the Advanced tab, you can set the following parameters:

Advanced RDP Settings

Displa_l,ll Local resources  Advanced I

Protocol i.-’-‘«utu:u ;i

F.eyboard lapout i.-’-'«ut::u :_I

[ Enable compression

[ Dizable ‘Window Manager decarations
[ Disable encrption
[ Dizable mouse motion events

¥ Show connection bar on fullscreen

Bandwidth Standard 4
Standard

Broadband
LAM

Figure 63: RDP client session settings: advanced
e Protocol Allows you to set the protocol to 4 or 5. By default, the server type is automatically
detected.

e Keyboard layout Allows you to set the keyboard layout within the RDP session. Default setting is
Auto, which means the setting in the eLux NG starter will be used.

e Disable window manager decorations The border that appears on eLux NG windows will be
blended out.

e Disable encryption Activate if your server does not accept encrypted sessions. Default is
deactivated.
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e Disable mouse motion events Information on mouse position will not be sent to the server
continuously, but rather only upon mouse clicks. This improves performance for low-bandwidth
connections. Default is deactivated.

e Show connection bar on fullscreen This option is available for WindowsCE Clients only. When
enabled the connection bar shows on the desktop in fullscreen mode.

e Bandwidth Select between Standard — Modem — Broadband — LAN.

The Local resources tab offers additional settings for 5.2 servers. Note: The settings in this tab are
for the native RDP 5.2 client v1.3.1 or higher (rdesktop52”). If you are using a different RDP client,
they will have no effect. In addition, these options will have no effect if you set the protocol to RDP V4"
in the Advanced tab. To be able to use these settings, you must be using RDP v5.2 server or higher.

Advanced RDP Settings

Display  Local resources | Advanced I

— Dirive mapping — Port:

™ Drive 1 Ir’media.u’flopp_l,l v! ag l,t‘.\_ [" Connect serial ports
I™ Diive 2 [imedia/odiom =] & [B [icom] =] & Jeomt =]
I Diive 3 [imediausbdisk =] & [ [EE! =] & Joomz =]
I~ Drive 4 [imedis/usbdiskn ¥ & [0 [EEE) ~] = [coma v
I™ Diive§ [imediatusbdiski v & [E [icomE] ~]| & [coms x]
[ DiveB  [medio/usbdiskd v & [F [DzET] x| & Jeoms x|
I Dive? [ == [PalH) x| = [eome x|
" Drived | "I = IH_
[~ Drived l—;l 5 II_
I Diive 10 Iﬁ 23 IJ— ™ Connect parallel ports
MR TS
[~ Connect printer O Off
' Play local
- Smartcard ™ Flay remote
™ Enable smart card

(0] % l Cancel | Spply | Help |

Figure 64: RDP client session settings: local resources

e Drive mapping Allows you to map local drives. To map a drive, click to select the drive. Enter the
mount point, which is the path to access the drive locally (see 3.10.5 Mountpoints). Enter a letter.
This is the drive that will appear in the RDP session. You can map up to 10 local drives.

To access the drive from the command shell, use \\tscl 1ent\<drive letter>, for example, dir
\\tsclient\b would allow you to access the CD-ROM.

e Printer Allows you to automatically create up to four printer definitions for this session. The
printers must be defined in the eLux control panel > Printer tab and have a valid driver name as it
appears on the server (capitalization is important). The first four profiles with drivers are used. To
set a default printer, click to select the default heck box in the eLux printer profile.

¢ Sound Play localmeans the sound will be played locally on the Thin Client. Play remote” means
the sound will be played remotely on the server.

e Ports Enabling the check box means the ports will be accessible from within the RDP session.

e Smart card This feature is available starting with base OS 1.14.1 and RDP 1.4.0.
Enabling the check box means smartcards can be used for certificate-based logon..

e Serial ports are accessible within the RDP session, too.

4.4.4 Smartcard User Roaming

eLux supports user roaming with USB card readers and CardOS 2.0 and SICRYPT smartcards coded
with SMARTY 2 software.

Build Nr. 19 95



COM card readers are not supported.

45 Internet
eLux offers different ways to connect to the Internet as well as various browsers and web tools.

451 Local Browser

Firefox - Software Requirements

To use this program, the Firefox(firefox) EPM must be installed. Available FPMs:
o Kiosk mode” (firefoxkioskmode): Required for kiosk mode.

o Firefox DOM inspector(firefoxinspector): Tool for displaying the structure of HTML and XML
pages. For more information, see the Firefox documentation.

e Java support(firefoxjava): Enables Java support in Firefox. Requires SunJava(2)” (j2jre150) EPM
1.5 or higher.
e Various language packs are available for your localization.

Mozilla and Firefox cannot both be installed on the same machine running eLux.

For a description of EPMs and FPMs, see chaper 5.3 "ELIAS"

Firefox is a free, open-source web browser based on the Mozilla codebase. It is just a browser and
does not contain a mail client. Firefox offers various security features including control over cookies
and pop-up blocking. Firefox is not the stand-alone Mozilla browser. The user interface in Firefox
differs from Mozilla in many ways. For example, Firefox has customizable toolbars. For more
information, seehttp://www.mozilla-europe.org/de.
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4.5.2 Configuring a Browser Application

To create or modify a browser session, go to Application Properties > Browser.

Name:

Start Page:
Called Page:
Proxy:

Browser type:

Application properties
Local I PM-Agent l Wirtual Deskiop
Ic& |  RDP-Client Browset | SAPGUI |  Emulation
Marme of application IFirEfD:-:
Start page Iwww.myelu:-:.u:u:um
LCalled page Iwww.uniu:u:un-ka.de
Promy - Settings IManuaI [Pray: Part) L‘
Igate:EDEE
Browser tupe
[T Application restart
[ Start automatically after I 0=
[ Desktop icon _I.LI Advanced |

()% I Cancel | Apply | Help |

Figure 65: Browser

Enter an appropriate name for this application.

Enter an URL for the home page for the browser.

Enter an URL for the first Web page to be called when the system starts.
No proxy: If you don’t use a proxy server.

Manual (Proxy:Port): If you use a proxy server. Use the format
<proxy server IP address or name>:<port number>.

EXAMPIE: e gate:8088
Auto (URL): If you use an automatic proxy configuration file.
Example: ... http://www.server.com/autoproxy.pac

eLux supports Firefox. The browser types Opera and Mozila are still managed
by Scout, however, updates are no longer available.
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EEE B
Click on Advanced to set the kiosk parameters:
Advanced browser settings
Kiosk mode settings I
IV Enable kiosk mode
¥ Display navigation bar
¥ add Print button
(0] 4 I Cancel Apply Help
Figure 66: Advanced Browser settings: Kiosk mode
Enable kiosk mode Kiosk mode is enabled, yet it is not possible to navigate through
the browser.
Display navigation bar Offers a navigation bar, so that you can move back and forward..
Add Print button A button shows to print the current page.
Add address bar Display an address bar to enter URLSs.

45.3 Mail Client

A mail client can be defined in the Applications tab > Local > select Thunderbird in the drop-down
list. No parameters need to be entered.
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4.6 SAPGUI

To use this feature, you must have the SAP R/3 client PlatinGUI(sapplatingui) and IBMJAVA2”
(IBMJAVAZ2) packages installed.

eLux supports the SAP/R3 client from SAP AG. This feature is not available for all hardware
platforms.

System requirements:
e 96 MB flash card or larger
e 128 MB of RAM minimum

4.6.1 Configuring the SAPGUI Tab

This section describes how to launch the SAP client via the SAPGUI tab. Configuring the application
definition does not configure a session. It simply runs the SAP/R3 interface.

= SAPGUI tab
To create or modify an SAP session, go to Application Properties > SAPGUI.
Application properties |

ICA, I HDF‘-EIientI Browser SAP-GUI |Emu|atiu:un| Local I F'N-.-'i'-.gentl

Mame of application Igﬁpgm

[T Classical user interface

Figure 67: Using the SAPGUI tab to open SAPGUI
Name: Enter an appropriate name for this application.

Classical user interface: By default, the dialog boxes are in the new design. Select this check box
for dialog boxes in the former, classical look.

There are two possibilities to configure the SAP client, local user configuration or by transferring a
configuration file.

4.6.2 Configuration by Local User

Configuration takes place locally the first time the user starts the SAP client. For more information on

configuring the SAP client locally, see the eLux Administrator's Guide or the SAP documentation on
www.mysap.com or the eLux CD-ROM.

4.6.3 Configuration by Administrator — Transferred File

Alternatively, the administrator can transfer a configuration file or message server list to the Thin
Clients.

The SAP client configuration file is: /setup/sapgui/platin.ini.

For information on SAP configuration file options, see the SAP documentation on www.mysap.com or
the eLux CD-ROM.
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4.7 Emulation

4.7.1 Available Emulations

The following emulations are available (product documentation referred to is available on the eLux
CD-ROMY):

X32, X52

3270, 5250 is a licensed products from UniCon Software GmbH. 3270 and 5250 come together as
the package Terminal emulation for Motif(xemu). It includes a 15-minute trial period. To purchase the
product, please contact sales@myelux.com. For configuration information, see the X32/X52
Administrator’'s Guide, available for download at www.myelux.com (log in, go to Manuals>
Emulations”).

eterm

eterm is a terminal emulation suite that includes the following emulations:

Siemens 97801 (7 & 8 bit), ANSI, AT386, BA-80, VT320

To use this software, you must have the Eterm 97801 terminal emulation(eterm) package installed.
eterm is included in licensed eLux NG software free of charge. For configuration information or how to
modify the key mapping, see the eterm Administrator's Guide, available for download at
www.myelux.com (log in, go to Manuals> Emulations”).

Tarantella

Tarantella allows users to access their applications over a Web-based interface. To use this software,
you must have the Terminal emulation for Motif(xemu) package installed. The server is licensed, the
client is free. For more information, see www.tarantella.com.

Virtual Network Computing

Virtual Network Computing (VNC) is a remote display system which allows you to view a computing
desktopenvironment not only on the machine where it is running, but from anywhere on the Internet
and from a wide variety of machine architectures. The remote machine to be viewed must have a VNC
server installed and the local machine a VNC viewer. The option in the Emulations dialog is for
configuring the VNC viewer, which is open source and included free with eLux software. To use this
software, you must have the VNC client (vnc) package installed.
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X Display Manager Control Protocol

The X Display Manager Control Protocol (XDMCP) is used by X terminals (and X servers in general)
to set up an X session with a remote system over the network. The XDMCP functionality is included in
the base OS. By default, the XDMCP session runs in its own console. To run the XDMCP session as
a normal window in the eLux NG desktop, you must have the Xnest(xnest) package installed. For a
configuration example, see the eLux Administrator's Guide.

To enable sound, go to Setup > Multimedia and click to select Enable sound in XDMCP sessions.
Note: The application must be e-sound system compatible.

X Window System

The X Window System (X11) is the de facto standard graphical engine for the UNIX and Linux
operating systems. It provides common windowing environment bridging heterogeneous platforms. It
is operating system and hardware independent. An X11 client developed by The XFree86 Project, Inc
(http://www.xfree86.org/) and its contributors is included in the base OS.

Note Useful additional software is Accelerated-X"™ Display Server, an accelerator for X11
applications. This software is licensed and can be purchased from UniCon Software GmbH (see
www.myelux.com) your eLux supplier. Not available for all hardware platforms. Accelerated-X
requires a Matrox graphics card.

PowerTerm InterConnect

PowerTerm® InterConnect from Ericom® Software is an emulation suite that allows you to connect to
IBM mainframes, IBM AS/400, Unix, VAX/Alpha OpenVMS, Tandem (NSK), HP-3000 and Data
General. To use this software, you must have the PowerTerm InterConnect” (powerterm) package
installed. This is a licensed product. The software includes a 30-minute trial period. To purchase a
license, please contact sales@myelux.com.
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4.7.2 Configuration Example — PowerTerm InterConnect
To use this software, the package powertermmust be installed on the Thin Client.

PowerTerm® Interconnect from Ericom® Software allows you to connect to IBM Mainframe, IBM
AS/400,Unix, VAX/Alpha OpenVMS, Tandem (NSK), HP-3000 and Data General. The following
emulations can be simulated:

e |IBM 3270 (TN3270E), 3179, 3278, 3279, 5250 (TN5250 with device name support), 3477

e Digital VT52, VT100, VT220, VT320, VT420, VT520, VT525

e ANSI BBS-ANSI, SCO-ANSI, AT386

e Other Wyse (50/60), Data General D-412, Siemens 97801, Televideo TVI 925/950, AlXterm

This is a licensed product. The software includes a 30-minute trial period. To purchase a license,
please contact sales@myelux.com. The license is distributed using Scout Enterprise.

To run a session using PowerTerm, there must be a PowerTerm setup file (*.pts) on the Thin Client.
You can use the default setup file (ptdef.pts), use the PowerTerm configurator to create a new setup
file, or transfer a preconfigured setup file to the Thin Client.

= To define a PowerTerm application

This section describes how to configure a PowerTerm application.

Application properties E |

IC4 | ROP-Client | Browser | 54P-GUI  Emulation | Local | PN-Agent |

Marme of application IF'.:.werT BIm

E mulation type I PoweerTerm j

Command ling I-fullscreen -nio-tool-bar ptdef3399, pte

—Window size
" Nomal

& Full screen
" Marimized

—Wfindow layout
¥ tenu bar
[ Tool bar

[ User defined command line

[ &pplication restart &dvanced |

[ Start application autarnatically
¥ Deskiop icon

| ] I Cancel Apply | Help |

Figure 68: PowerTerm application definition
Click with the right mouse button on an Applications category and select Add.

1.  The Application Definition dialog box appears. Click the Emulation tab.
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Name: Enter an appropriate name for this application.
Emulation type: Select PowerTerm.

Window size Click to select the desired window options.
Window layout Click to select the bars to display.

User defined command line See User defined command line” below.

Advanced Click to create a setup file for this application. See PowerTerm
configurator” below. Alternatively, you can use the default file
ptdef.pts. See User-defined command line.”

Application Restart: Immediately reconnects after the user logs off. When this feature is
selected, the application automatically starts when the Thin Client
starts or restarts.

Start Automatically: Click this check box to open the application when the Thin Client
starts.

Desktop icon Creates a desktop shortcut for this application on the eLux NG
desktop.

2. Click Finish.

PowerTerm Configurator

This feature is available starting with Scout NG version 5.5.0.

The PowerTerm configurator allows you to configure and test connection settings from the machine
running Scout NG. Use the PowerTerm configurator to create a setup file (*.pts) for this application.
Alternatively, you can use the default file ptdef.pts. See User-defined command line.”

1. In Scout Enterprise, in the PowerTerm applications properties dialog box click Advanced.
The PowerTerm configurator appears.

2. Inthe Connect dialog box, you can configure the following:
Host (use FQDN)
Terminal type
Security settings
Scripts
etc.
Make the desired settings. Click Connect to verify your entries.

When your entries have been verified, in the Connect dialog box click Close and in the
PowerTerm configurator save the setup (File > Save Terminal Setup).

5. Close the PowerTerm configurator (File > Exit).

6. In Scout NG, in the applications properties dialog box, the name of the new setup file and
selected parameters are displayed in Command line.

7. Close the applications properties dialog box and save your settings in Scout Enterprise.

8. Restart the devices.

See the PowerTerm documentation for more information on PowerTerm parameters and scripts.

On the Thin Client, the user starts the application with a double-click on the name in the Applications
tab or by selecting the name and clicking the Connect button.
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User-defined command line

This section describes how to use the command line and how to configure a PowerTerm application
using the default setup file (ptdef.pts).

Application properties E |

IC4 | RDP-Client | Browser | S4P-GUI Emulation | Local | PN-Agent |

M ame of application IF'.:.werT &I

E mulation type I PoveerT erm j

Command line I'"'telnet.psl rmyserver.domain. com

—Window size
€0 el

% Fill scresn
) [ arimized

—hfindow layaut
¥ | ieribar
T} Timal Bar

W User defined command line

[ &pplication restart &dvanced |

[ Start application automaticzally
¥ Deskiop igon

| F, I Cancel Apply | Help |

Figure 69: PowerTerm configuration

The Command line field displays the parameters you set in the applications properties dialog box
and the name of the setup file if you used the PowerTerm configurator.

If desired, you can manually enter the setup file and parameters.
Click to select User defined command line. In the Command line field, enter one of the following:

o PowerTerm setup file A customized setup file. It must have the ending *.pts. Example:
myfile_pts

e Parameters + PowerTerm setup file Enter accepted PowerTerm parameters, followed by the
customized setup file. Example: -no-menu -fullscreen myfile.pts

e PowerTerm script Enter an accepted Power Script Language (*.psl) enclosed in double
guotation marks ("). Example: telnet.psl myserver””

Note: If you do not enter a specific *.pts file, the default setup file (ptdef.pts) will be used.
Transfer any files you enter here to the Thin Client using the File Transfer” feature.

See the PowerTerm documentation for more information on PowerTerm parameters and scripts.

Local PowerTerm configuration

If desired, users can configure the PowerTerm session locally on the Thin Client.
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4.8

On the device, run the PowerTerm session. In the Communication menu select Connect. The
Connect dialog box opens. Set the Terminal Type (emulation), the Terminal ID (if necessary) and
the appropriate Session Type. Fill in the appropriate parameter fields and click Connect.

The configuration is saved to a file with the extension pts. The configuration files must be located in
the directory /setup/PowerTerm/(or /setup/local/PowerTerm”) on the Thin Client. The user creates a
new configuration file by starting PowerTerm, configuring the settings and saving the file using a
different name (File menu > Save terminal setup as). When opening a connection (Communication
menu > Connect), the user selects the configuration file by clicking on the browse button next to
Setup File” in the Upon connection runarea. Initially only the default configuration file (ptdef.pts) is
available.

For information on configuring PowerTerm, please see the Ericom documentation available at
www.ericom.com or on the eLux CD-ROM.

Local

The Local tab starts a local program. The user is e lux and has no root authorization. The command
can either be predefined (such as XTerm, resource display or SSH) or user defined (so-called
customized command).

Application properties I
Ic& | PROPClent | Browser | S&PGUI |  Emulation |
Local | PH-Agent | Virtual Dezkiop I
Hame of application I

Local &pplication

Resource Info -
Parameter “TEFM

S5H

File manager

T ext editor

M avie player

T hunderbird

|CA Connechion Center

Client information =
b agnifier -

[ Application restart

[T Start automatically after I =
[T Desktop icon i © i

0k, I Cancel | Apply Help

Figure 70: Application Definition - Local
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4.8.1 XTerm (Local Shell)

ICA | ROP-Client | Browser | S4P-GUI | Emulation Local | Pi-agent |
Mame of applicatian IShe”
Local Application IXT ERM j
Barameter I-fn 10x20 -bg darkblue -fg vellow

[™ Application restart
[" Start application automatically
[ Desktop icon

Ok I Cancel Apply Help

Figure 71: Local shell - XTerm
Click with the right mouse button on an Applications category and select Add. Click Local.

Name: Enter an appropriate name for this application, such as "shell.”
Local Application: Select XTERM.
Parameter: (optional) Enter a desired parameter. See the example below.

Application Restart: Immediately reconnects after the user logs off. When this feature is selected,
the application automatically starts when the Thin Client starts or restarts.

Start Automatically: Click this check box to open the application when the Thin Client starts.
Desktop icon Creates a desktop shortcut for this application on the eLux NG desktop.

Example: User specified font size and color
-fn 10x20 —bg darkblue -fg yellow

fn font

10x20 font size (big)

bg background color
fg foreground color

For more information see the man pages of a Linux system.

Build Nr. 19 106



4.8.2 Resource Information
This command shows the current resource use (such as memory, CPU) for diagnostics.

Application properties E

IC4 | RDP-Client | Browser | S&P-GUI | Emulation Local | P-Agent |

Hame af application IHESInfD
Local &pplication IHESDUIDE Infa j
Barameter I

Figure 72: Local Application — resource information

Click with the right mouse button on an Applications category and select Add. Click Local.

Name: Enter an appropriate name for this application, such as "ResInfo.”
Local Application: Select Resource Info.
Parameter: Leave blank.

4.8.3 Secure Shell (SSH)
This application allows you to connect to a remote Secure Shell (SSH) server.

Application properties E |

IC4 | ROP-Client | Browser | 54P-GUI | Emulation Local | Pr-Agent |

Mame of applization ISSH
Local &pplication |5 sH j
Parameter I-I uzername host

Figure 73: Local Application - Secure Shell
Name: Enter an appropriate name for this application.

Local application: Select SSH.

Parameter: Enter the user and the remote host, as shown in the figure above, in the following
format: -1 <user name> <host>. See User Authorizationbelow.

User Authorization

SSH server settings determine the authorization needed to connect. To connect using password
authorization, the local user can open a session and enter the password (only if permitted by the
remote host). For the local user to connect using a public key, do the following:

1. Open alocal shell and type ssh-keygen.
2. Atthe Enter file in which to save the keyprompt, press ENTER.
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3. Atthe passphrase prompt, enter a passphrase if you want local users to enter this phrase every
time they establish a connection to the server, or Press ENTER to avoid having to enter a
passphrase in the future.

4. To create keys, on the SSH server the command ssh-keygen creates a private key (located in
the file /setup/ssh/identity) and a public key (located in the file
/setup/ssh/identity.pub). Move the file /setup/ssh/identity.pub (public key) to
$HOME/ . ssh/authorized_keys on the SSH server. For more information on SSH server
configuration, ask the system administrator of the remote host.

4.8.4 Customized Commands

Defining local commands is special — it allows you to define applications which can be called within a
shell. The local user must be authorized to start the applications.

Application properties E |

IC4 | RDP-Client | Browser | 54P-GUI | Emulation Local | PN-Agent |

Mame of application IHDP
Local Application IEustDm j
Paramneter Irdesktu:up -F 1321681027

Figure 74: Local Application — rdesktop parameter

Click with the right mouse button on an Applications category and select Add. Click Local.

Name: Enter an appropriate name for this application.

Local Application: Select Custom.

Parameter: Enter the desired command, including all program parameters. For example:
rdesktop —F 192.168.10.27.

We recommend that you test whether the command works by calling it from within an XTerm session
on a Thin Client before entering it in the Local tab. This is the only way you will receive feedback via
error messages.

For more information and examples see the eLux Administrator's Guide, section 4.8.4 User-Defined
Commands, or the man pages of a Linux system.
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4.8.5 Calculator

To use the desktop calculator, you must have the xcalcpackage installed. It is run using a local
command.

Application properties E |

IC& | ROP-Client | Browser | 54P-GUI | Emulation Local | Pr-agent |

Hame of application IEalDuIatDr
Local &pplication IEustDm j
Parameter IH.:ah:

Figure 75: Calculator

Click with the right mouse button on an Applications category and select Add. Click Local.
Name: Enter an appropriate name for this application.

Local Application: Select Custom.
Parameter: Enter xcalc.

On the Thin Client, start the calculator with a double-click on the profile in the Applications tab or by
marking the profile and clicking the Connect button.

4.8.6 Adobe Acrobat Reader

To use Adobe® Acrobat® Reader®, you must have the corresponding eLux package installed. On
www.myelux.com the versions 5 and 7 are available.

This section describes how to run Adobe Acrobat Reader as a stand-alone program. To run Adobe
Acrobat as a browser plug-in, just install the software. No further configuration is required.

= To run Adobe Acrobat Reader as a stand-alone program
Click with the right mouse button on an Applications category and select Add.

1. The Application Definition dialog box appears. Click the Local tab.

Name Enter an appropriate name for this application.
Application Click Custom.
Parameter Enter acroread <parameters>

where <parameters> are optional command-line parameters.
Note: Capitalization is important!

Hidden Does not display the application in the Application tab.

Note: If the application is hidden, you must select either Application
restartor Start application automaticallyfor the command to run.

Application Restart  Click to select to immediately reconnect after the user logs off. When this
feature is selected, the application automatically starts when the Thin
Client starts or restarts

Start automatically  Click this check box to open the session when the terminal starts.
Desktop icon Creates a desktop shortcut for this application on the eLux NG desktop.

2. Click Finish.
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On the Thin Client, start the program with a double-click on the profile in the Applications tab or by
marking the profile and clicking the Connect button.

You can view a PDF that is saved locally (such as in the directory /tmp) or on a network drive (SMB
or NFS).

For more information on:

e Available command-line parameters. On the Thin Client, open a local shell and type acroread
—helpall | more. A list of available parameters is displayed. To scroll, press the spacebar.

e How to use Acrobat Reader. See the Acrobat Reader documentation available on the eLux NG
CD-ROM. Also describes selected parameters.

e Online help. The Adobe Reader Online help is not available.

Also consult chapter “4.5 Internet”.

4.8.7 File Manager

To use this feature, you must have the File Explorer (qfm) package installed. It is in the package
Desktop tools (dtt) starting with version 1.4.2. In addition, the base OS starting with version 1.8.4 must
be installed.

eLux NG is a Linux-based operating system. While no Linux knowledge is required to install and use
eLux NG, to browse local files and directories using a local shell you need to know UNIX commands.

QFm is a QT-based file manager from Nick Battle (http://home.freeuk.com/nick.battle/). It allows you
to browse local files and directories on the Thin Client in a graphical interface using the mouse rather
than in a local shell using text commands. You can move, copy and rename files.

= To run the file manager
Click with the right mouse button on an Applications category and select Add.

1. The Application Definition dialog box appears. Click the Local tab.

Name Enter an appropriate name for this application.
Application Click File manager.
Parameter (optional) Enter <directory>

where <directory> is an optional parameter that enables you define
the directory that will be displayed upon start. For example, tmp will
display the tmp directory. By default, the root directory is displayed.
Note: Capitalization is important!

Application Restart  Click to select to immediately reconnect after the user logs off. When
this feature is selected, the application automatically starts when the
Thin Client starts or restarts

Start automatically  Click this check box to open the session when the terminal starts.

Desktop icon Creates a desktop shortcut for this application on the eLux NG
desktop.

2.Click Finish.

On the Thin Client, start the program with a double-click on the profile in the Applications tab or by
marking the profile and clicking the Connect button.
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How to use QFm

Using QFm is similar to other file managers, such as Windows Explorer. You can delete, copy,
rename and change files.

Tool tips help you through the basic features (holding the cursor over an object displays a short
description).

To understand how files are displayed, the highest-level directory is root. Root contains a number of
subdirectories, including setup, tmp, smb, nfs.

e setup Contains permanent files needed by applications, such as configuration files. The contents
are not deleted upon boot.

e tmp Contains temporary files needed by applications for this session. Deleted upon boot. Note:
Browser, ICA and SAP cache is stored here. For improved performance, we recommend
reducing allocated cache in the respective program or, in the case of the browser, defining a
network drive for storing program files (browser home directory”). See 3.10.6 Browser — Home
Directory.

e smb Displays the currently mapped SMB drives. Note: Only defined SMB drives that are currently
mounted are displayed. The user must connect to the SMB drive before it will be displayed.

e nfs Displays the currently available NFS drives.

While using QFm is intuitive, we provide the following general guidelines and tips:

e The task bar provides one-click access to the most frequently used commands: Home, Display
hidden files, Exit, Refresh, One directory up, Change directory, Shell, New window.

e To expand a directory , click once. To display that directory only in tree view, double-click. To

Il E® o # 8§ 2My

return to root, click Home {.iﬂ in the task bar or File > Home.

e To open a file, double-click. By default, applications have been preset for the following files (you
must have the respective application installed):

Acrobat Reader Opens *.pdf files.
Citrix ICA Client Opens *.ica files.

MP3 Player Opens *.mp3 files.
Firefox Opens HTML files.
QT Text Editor Opens *.cnf, *.conf, *.cpp, *.h, hosts, *.ini, *.java, *.log, printcap, readme,

*.txt files. See the following chapter.
Wav Player Opens *.wav files.

e You can bookmark frequently used files and directories by right-clicking on the file and selecting
Bookmark. You can then jump directly to the file or directory using the Bookmarks menu.

e To open a shell, click Shell 1 in the task bar or File > Shell.

e The error Not an executable file means that the file cannot be displayed. Try installing the
appropriate software or clicking with the right mouse button on a file and selecting Open with to
display a list of available programs.

4.8.8 Text Editor

To use this feature, you must have the Text Editor (qtt) package installed. It is in the package Desktop
tools (dtt) starting with version 1.4.2. In addition, base OS version 1.8.4 or higher must be installed.
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QT Text Editor is a simple QT-based text editor that offers basic editing features. You can copy, paste,
find, undo, redo, select all text, etc. The files must be saved to the Thin Client or available on a
network drive.

= To run the text editor
Click with the right mouse button on an Applications category and select Add.

1. The Application Definition dialog box appears. Click the Local tab.

Name Enter an appropriate name for this application.
Application Click Text editor.
Parameter (optional) Enter <file name>

where <file name> is an optional parameter that enables you define
the file that will be displayed upon start. Enter the complete file
name. For example, tmp/hosts will display the hosts file located in
the tmp directory.

Note: Capitalization is important!

Application Restart  Click to select to immediately reconnect after the user logs off.
When this feature is selected, the application automatically starts
when the Thin Client starts or restarts

Start automatically  Click this check box to open the session when the terminal starts.

Desktop icon Creates a desktop shortcut for this application on the eLux NG
desktop.

2.Click Finish.

On the Thin Client, start the program with a double-click on the profile in the Applications tab or by
marking the profile and clicking the Connect button.

Tip

To access files on an SMB network drive, you must configure the SMB drive in advance. For
information on how to configure SMB drives, see In addition, the user must know the SMB drive name.
On the Thin Client, open the QT Text Editor. Click File > Open > smb, enter the network drive and

click Open. This mounts the drive. It will then appear in the dialog box and can be selected. It remains
mounted for the rest of the eLux NG session.

4.8.9 Movie Player

To use this feature, you must have the Movie Player” (mplayer) package installed. In addition, install
the individual subcomponents (FPMs) relating to the features you desire. In addition, the base OS
version 1.8.4 or higher must be installed.

MPlayer is an open-source movie player from the MPlayer Project (http://www.mplayerhg.hu). It
supports all common movie formats including DVD (including encrypted DVD), MPEG, DivX, AVI,
ASF, RealVideo, Windows Media Video (.wmv), Quicktime (.mov) and others. The files can reside on
the Thin Client, a network drive or the Internet.

This section describes how to run MPlayer as a stand-alone program. To run MPlayer as a browser
plug-in (Mozilla only), install the software MPlayer Mozilla support(mplayer_plugger) in the package
Movie Player” (mplayer). No further configuration is required.

= To run the movie player as a stand-alone program
Click with the right mouse button on an Applications category and select Add.

1. The Application Definition dialog box appears. Click the Local tab.

Name Enter an appropriate name for this application.
Application Click Movie player.
Parameter Leave blank.
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Application Restart  Click to select to immediately reconnect after the user logs off.
When this feature is selected, the application automatically starts
when the Thin Client starts or restarts

Start automatically  Click this check box to open the session when the terminal starts.

Desktop icon Creates a desktop shortcut for this application on the eLux NG
desktop.

2.Click Finish.
3. (optional) To set a proxy server, you have two options:

Environment variable Set the following environment variable:
http_proxy=http://<proxy server>:<port>
Capitalization is important!

INI file entry Set the following INI file entry:
File:  /setup/terminal.ini
Section: Environment
Key: http_proxy
Value: http://<proxy server>:<port>
For information on how to use the INI file editor, see

Tip: Environment variables are set for a single device. INI entries can be set for multiple
devices.

On the Thin Client, start the program with a double-click on the profile in the Applications tab or by
marking the profile and clicking the Connect button.

How to use MPlayer

Even though using MPlayer is intuitive, we provide the following general guidelines and tips:

Access commands by clicking the buttons of the remote control. Alternatively, click with the right
mouse button in the movie window. This opens the context menu.

To play a DVD from a local drive, on the Thin Client start MPlayer. Insert the DVD in the drive.
Click with the right mouse button in the movie window. In the context menu select DVD > Open
disk... and browse for the DVD. To open a chapter, in the context menu select DVD > Chapters
> <chapter number>. Note: MPlayer does not support chapter menus.

To change the appearance, in the context menu select Skin browser. The Skin Browser dialog
box is displayed. Select your desired theme.

To configure settings, in the context menu select Preferences. The Preferences dialog box is
displayed.
You have two drivers available: xv, which provides hardware acceleration with a modern graphics

card, and x11, which provides no scaling. If playback does not occur, try setting the driver to x11.
This is done in the Preferences dialog box. The default driver is xv.

For more information on MPlayer, see the documentation available at
http://www.mplayerhq.hu/DOCS/HTML-single/en/MPlayer.html.
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4.8.10 NoMachine
To use this feature, you must have the software NxClient (nxclient) installed.

NoMachine from Medialogic S.p.A. enables a UNIX workstation to provide terminal server
functionalities. NoMachine software is based on the NX Distributed Computing Architecture, a suite of
open source technologies built on SSH and the X-Window System. NX also translates and embeds
the RDP (Remote Desktop Protocol) used by Microsoft in its terminal server product family and VNC
protocols into X/NX. NX is faster than VNC or X11 and can run on bandwidth as narrow as 10
kBit/sec. It enables users to compress and accelerate remote desktops like Windows, KDE, Gnome
and CDE. NX lets you work fluently even across slow links like modems.

NX software consists of the following components:

e NX server The NX server is available for Linux and Solaris and is licensed per-server, not per-
connection.

e NXclient The client software is available for eLux NG and other platforms. All NX clients are free
of charge.

= To configure the NoMachine NX client
Click with the right mouse button on an Applications category and select Add.

1. The Application Definition dialog box appears. Click the Local tab.

Name Enter an appropriate name for this application.
Application Click Customized.

Parameter Enter nx.sh.

Hidden Does not display the application in the Application tab.

Application Restart  Click to select to immediately reconnect after the user logs off.
When this feature is selected, the application automatically starts
when the Thin Client starts or restarts

Start automatically  Click this check box to open the session when the terminal starts.

Desktop icon Creates a desktop shortcut for this application on the eLux NG
desktop.

2.Click Finish.

From the Applications tab, double-click or use the Connect button to run the program.

How to use NX client

e The NoMachine NX server must be installed and running.

e A wizard appears the first time you run the software to help you through the initial configuration.
e For further information, see the NoMachine documentation available at www.nomachine.com.

Tip We recommend setting the cache on disk” (Configure > Advanced) to zero.

For information on NoMachine, see www.nomachine.com.
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4.8.11 Virtual Keyboard

To use this feature, you must have the software Virtual Keyboard (xvkbd) installed. It is in the package
Desktop tools (dtt) starting with version 1.4.2.

This is an open-source program to display a virtual keyboard on the screen. You can enter characters
into a program using a mouse click. This is useful for kiosk terminals or for a workstation with a mouse
but no keyboard.

= To run the virtual keyboard
Click with the right mouse button on an Applications category and select Add.

1. The Application Definition dialog box appears. Click the Local tab.

Name Enter an appropriate name for this application.
Application Click Customized.

Parameter Enter xvkbd . sh.

Hidden Does not display the application in the Application tab.

Application Restart  Click to select to immediately reconnect after the user logs off.
When this feature is selected, the application automatically starts
when the Thin Client starts or restarts.

Start automatically  Click this check box to open the session when the terminal starts.

Desktop icon Creates a desktop shortcut for this application on the eLux NG
desktop.

2.Click Finish.

On the Thin Client, start the program with a double-click on the profile in the Applications tab or by
marking the profile and clicking the Connect button.

How to use the virtual keyboard

While using the virtual keyboard is intuitive, we provide the following general guidelines and tips:
e Run a program of your choosing that requires keyboard entry.

e Run the virtual keyboard. The keyboard window always appears on top. Click on a character
using the mouse.

e By default, the character appears in the window of the last program used. To set the focus to a
specific window, click Focus and the window of your choosing.

o By default, the virtual keyboard program uses the keyboard language setting from the eLux NG
starter, assuming the language is supported, otherwise English will be used. To manually set the
language for this session or to view a list of available languages, click Main menu > Change
Keyboard Layout.

Tip
e To set the size and/or position, enter the following command in the Parameter field: xvkbd.sh —
geometry <width>x<height>+<x position>+<y position>
Examples:
xvkbd.sh —geometry 600x200 Set keyboard size to 600x200 pixel

xvkbd.sh —geometry 600x200+200+0 Set keyboard size to 600x200 pixel and
position it above center

xvkbd.sh —geometry 600x200+0-40 Set keyboard size to 600x200 pixel and
position it lower left

For further information, see the documentation available at http://homepage3.nifty.com/tsato/xvkbd/.
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4.9  Virtual Desktop

The following Virtual Desktop applications can be defined either in the eLux control panel or in Scout
Enterprise.
Application properties I

Ic4 | POPCient | Bowser | S4PGUI | Emulation |
Local I PM-fugent irtual Desktop

Mame of application I

WD Broker Leostream LI
Leoztream
Guest Wwiorkspace

Server VDM

User name XenDesktDp
T

Figure 76: Virtual Desktop — possible configurations

491 VMware View

The parameters for Vmware View must be correctly entered in compliance with the View Server (Connection
Broker). Please ask your View administrator for the correct settings.

The field USB rules serves to define which USB devices are to be redirected and which are not.
For further information please consult the "View Client for Linux" manual on www.vmware.com.

Application properties

Yirtual Desktop l

Mame of application |~:!&w4

WD Broker [ \htiasare View ]

Server

Uzer name |

Pazzword I

Darmair Ivdi

[ Use55L
LSE rules I

[ Application restart
[T Start automatically after 0.z

[T Desktopicon _I_”I Advanced... |
(] 4 I Cancel | Apply | Help |

Figure 77: Virtual Desktop —Configuration VMware View4

The protocol which is to be used by the VMware client to display the virtual desktop, can be set now.
Valid settings are: RDP, PcoverlP, RGS, localvm
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4.9.2 XenDesktop

The parameters for the XenDesktop must be correctly entered according to the Citrix XenDesktop Delivery

Controller (Connection Broker).

Please ask your Citrix administrator for the correct settings.
For detailed information please consult the "Citrix Receiver for Linux" manual on www.citrix.com.

Ic4 | ROPCient | Browser | S&PGUI |  Emulation |
Local | PM-tgent Virtual Deskiop
Mame of application |.‘><D|
WD Broker [vDM =]
Server |vdi
" Login
zer name I
Fagzwond I
Dormair |
%" Pazsthrough login
[T UsesSL
™ Application restart
[T Start automatically after I 0z
[ Deskiop icon _I_HI
Ok I Cancel | Apply Help

Figure 78: Virtual Desktop — Configuration XenDesktop

Login

are entered in Scout.

Passthrough Login
$ELUXUSER

$ELUXPASSWORD and
$ELUXDOMAIN are sent to the client.

4.9.3 Quest vWorkspace

Enabling this option the logon data (user name, password, domain)

Enabling this option the values for

The parameters must be correctly entered according to the Quest (Connection Broker). Please ask your

Quest administrator for the correct settings.
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49.4 Leostream - UniCon LeoConnect Client

The UniCon LeoConnect Client is a client software to use the Hosted Desktop Connection Broker by
Leostream Corp., Waltham, MA, USA. For detailed information see http://www.leostream.com.

Requirements:

e eLux NG BaseOS 1.43-3 or higher / eLux RL
e Scout 9.6.0 or higher

¢ A Virtual Desktop Application must be defined in the eLux control panel or via Scout.

Application properties |

Ic& | ROPClent | Browser | SaPGUI | Emulation |
Local ! PM-tgent Yirtual Desktop

Mame of application ||

YD Braker I LeoStream __T_l

Figure 79: Virtual Desktop — LeoConnect Client
The Application Definition dialog box appears. Click the Virtual Desktop tab.

Name Enter an appropriate name for this application.
VD Broker Select LeoStream

Basics

Having entered the login data and after the successful login at a Leostream Connection Broker
LeoConnect shows the user the list of the available Hosted Desktops.

From this list the user can select those Hosted Desktops he wants to build a RDP connection to.
Then, LeoConnect requests the RDP connection data from the Leostream Connection Broker and
starts the RDP session.

Automatic Login Mode

Having defined the Virtual Desktop application and filled the fields Server, User name, Password,
LeoConnect automatically logs into the selected Leostream Connection Broker and presents a list of
the available Hosted Desktops in the Hosted-Desktop dialog instead of showing the Login dialog.

If you should not want to be logged in automatically, at least one of the above mentioned fields must
be left blank when defining the Virtual Desktop application.
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LeoConnect Login Dialog
This dialog opens when

¢ one or more of the fields Server, User name, Password have been left blank when defining the
application in the eLux starter or via Scout.

e an error occurs (In addition a dialog shows with an error message.).
%0 eluxLeoConnect 1.0-2 B (=[x

elLux LeoConnect
(0 2007 UniCon Software GmbH

Usernarme; |

Password: |

Domain: |

Connection Broker: |

1 ? | Exit |

Figure 80: LeoConnect Login Dialog
The Connect button is only enabled, if the fields Username, Password and Connection Broker
have been filled, whereby the field "Connection Broker" corresponds to the field "Server” in the eLux
Starter rsp. Scout.

Connect LeoConnect logs into the selected Leostream Connection Broker and requests a list of the
available Hosted Desktops.

Exit closes the LeoConnect Login dialog and also running RDP sessions to Hosted Desktops, if
there are any!

LeoConnect Hosted Desktop Dialog
This dialog shows a list of the available virtual machines for this user.

%2 eLux LeoConnect - Hosted D...

elLux LenoConnect
() 2007 UniCon Software GCmhbH
Available Hosted Deskiops  w

O winPProlso
LT winkpirolsnd

L Refresh | ‘ ?L Close |

4

Figure 81: Hosted Desktop Dialog - shows available Hosted Desktops

From this list the user is to select the required machines and click Connect.

Then, the single RDP sessions to the selected Hosted Desktops are initiated in the selected order.
The selected entries in the list are then displayed lightly grayed.
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9. elLux LeoConnect - Hosted D...

elLux LeoConnect

{c) 2007 UniCon Software GmbH
fvailable Hosted Desktops  w
[ WinXPProlsol

L Refresh | ‘ rl Close |

4|

Figure 82: Hosted Desktop Dialog — shows available Hosted Desktops connected to

Refresh an updated list of available Hosted Desktops is requested by the Leostream Connection
Broker.

The button Connect is only enabled, if at least one Hosted Desktop has been selected.

Close If LeoConnectis in the mode Automatic Login, LeoConnect and all running RDP sessions
are closed.
If no Automatic Login has been used, only the Hosted Desktop dialog is closed and

LeoConnect returns to the Login dialog.
Any running RDP sessions remain active.
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5 Management on Firmware Level

This chapter contains information on how to create an image definition file using the program ELIAS (eLux
Image Administration Service Next Generation) and how to update the Thin Client’s firmware.

5.1 Introduction

When your Thin Client is delivered, it already contains an operating system and basic software: ICA®
client, RDP client, browser, emulations, desktop tools, etc. This allows you to begin using your device
immediately.

However, as time goes on you will want to change the default software — such as to update to a newer
version or to remove unneeded software. This is done using the so-called firmware update. (Firmware
is the term used to refer to software saved to the flash card.)

A firmware update takes place in four steps:
1. |Installing the update programs and files
2. Modifying the firmware and saving it to an update server
3. Configuring the Thin Client with update parameters
4. |Initiating an update

You must modify the firmware in advance and transfer it to the Thin Client. It is not possible to change
the firmware online.

These steps are described in the following sections.

5.2 Installing Update Components

If you selected Typical during the installation procedure, you already have all required programs and
files. No further installation is required.

If you selected Custom, please verify that you have installed the container and ELIAS. If necessary,
install these components now by running the setup program and clicking Modify. Click to select Scout
Enterprise Server, Scout Enterprise Console, Container and ELIAS, and follow the directions. Note:
An FTP or HTTP server must be available either locally or on a network drive.

5.3 ELIAS

5.3.1 What is ELIAS?

The eLux Image Administration Service, or ELIAS, allows you to easily manage the firmware on a
Thin Client running eLux NG or eLux RL. Each Thin Client comes with a default image (recovery.idf)
that contains the operating system, software and applications. If you wish to change the firmware, you
need to create a new image definition file. Using ELIAS, in a new image definition file (*.idf) you select
exactly those software packages you want installed on the Thin Client. These packages are then
saved on the flash memory of the Thin Client. The administrator can use ELIAS to custom-make the
image to satisfy end-user requirements.
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5.3.2 ELIAS Features
ELIAS offers the following features:
e User-friendly graphical interface that allows you to create software images by a mouseclick
= Easy management of device firmware using the “container method”
= Ability to activate/deactivate software components to optimize your use of available resources
» Image size bar to avoid exceeding flash size
= Automatic proofing of software dependencies
= Easy import feature to add the latest versions of software
= Easy export feature that exports a package along with its software dependency information

= Digital signatures to ensure the installed packages are genuine

5.3.3 ELIAS Terminology
This chapter defines terms that are used in this manual. Please read the following before continuing.
EPMs and FPMs

In server-based computing, client software installed on a device is used to connect to server software.
Examples of client software are an ICA client, RDP client, etc. eLux is module-based. In ELIAS, a
client program (module) that has been bundled for eLux NG or eLux RL use is called a package.

All packages saved to the flash card of a device are called firmware.

When updating the firmware saved to a device, you add or delete individual packages. This is less
time consuming than updating all firmware saved to the device every time you update.

These software packages are divided into eLux Package Modules (short “EPM”) and Feature
Package Modules (short “FPM”). An EPM (upper-level package) contains one or more FPMs (lower-
level package).

5.3.4 Starting ELIAS
There are two ways to open ELIAS :
e Scout Enterprise: go to View menu > Elias.
e Windows: go to Start menu > Programs > Scout Enterprise > ELIAS.

If you have selected the standard installation in Scout, ELIAS will automatically open the container
during start. If not, a container needs to be selected.

By default, the container is installed in the FTP or HTTP server root directory under:
..\eluxng\UC_INTEL_P3

...\eluxng\UC_GEODE_P1

...\eluxng\UC_TRANSMETA

...\eluxng\UC_VIA or

..\eluxng\UC_PC

Note: With eLux® RL there is only one container for all hardware platforms.

When it has been located, open the file container.ini. The ELIAS screen displays the name and path
of the container that is currently open and the right-hand side of ELIAS should fill with available
packages, as shown in the figure below.

5.3.5 What is a Container?

A container contains the firmware packages for a specific hardware. When using eLux NG each Thin
Client model has its own container. For example, a Thin Client with an Intel processor has a different
container than one from National Semiconductor. Please use the default names.
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For eLux RL, however, there exists one container only regardless of the client hardware, as already
mentioned above.

The container is a collection of software packages. The administrator chooses a subset of this pool of
packages to install on the Thin Client when defining an IDF.

In normal use, it is not necessary to change the container. Packages that are not needed have no
effect.

However, at times it is necessary to update the container when:

e new client software is available (ICA®, RDP, emulation, etc.)

e anew base OS is released (eLux NG)

e asoftware bug is fixed.

Containers are downloaded from the Internet. You must complete a free one-time registration.

= To download a new container from the Internet

1. Go to the Web site www.myelux.com.

2. Inthe navigation links on the left-hand side, click "Login", enter your user data and click
"Submit"”.

3. The main page is displayed with a Download and Service area. Click "eLux software
packages".This opens the page for eLux RL container and eLux NG container.
Note: for eLux RL there is only container for any client hardware.

4. Locate your hardware platform and click on the link in the column under "Released
packages”.

5. The container page lists the container, the BaseOS and all available software packages for
the hardware you chose.
Click "container.zip" to begin the download.

6. When the transfer is complete, unzip the file and save the contents to the root directory of
your FTP or HTT

5.3.6 Importing Packages to a Container
A container contains ALL software packages available for a given hardware platform.
It is not always necessary to download an entire container. In many instances it suffices to download
individual packages
To download an individual package, log on to www.myelux.com as described above. On the container
page (step 6), locate the individual package to download (the product name is listed in the right-hand
column), and save it to a directory on the machine with the container (note: do not save it directly to
the container!).

When transfer is complete, run ELIAS. Select your container (Container > Select).
In the Container menu, select Import package. Browse for the *.zip file you just downloaded. When
you have located it, click Open.

The Import Package function allows you to either import a new software package into a container or
overwrite existing packages. The features and software dependencies of every software package
remain intact.

Attention To insure error-free functionality, packages should only be imported into a container using
the ELIAS Import function! If you copy packages directly into a container directory not using ELIAS,
essential software dependencies and components will be lost.

Do not unzip the zip file temporarily, ELIAS does this for you.
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5.3.7 Creating a New Container

You can construct a new customized container using the Export Package function. This is useful
when updating from a USB device with limited memory, such as a memory stick.

e Create a new directory. Copy the file container.ini from your container to this new directory.
e Run ELIAS. Select your container (Container > Select).
¢ |n the Container area, click to select a package.

¢ In the Container menu, select Export package. Browse for the new directory you just created.
When you have located it, click Save. Do not change the standard file name. The package you
selected will be saved to this new directory.

¢ Repeat until you are finished.

e To differentiate between containers, store them in different directories and label the directories by
hardware type.

As with the Import function, all features belonging to a software package are automatically included.
To insure all subcomponents are exported, please use the Export Function in ELIAS. Never copy files
using Windows Explorer.

Please be aware that you must use standard container names to take advantage of the container
macro. For more information on the container macro, see chapter5.10 The Container Macro.

5.3.8 Deleting Packages from a Container

To remove outdated software from your container, you need to delete its package. To delete a
package from a container, open the container in ELIAS (Container > Select). Select the software
package you wish to delete and press the DEL key. A confirmation dialog box appears, informing you
of the software packages that will be affected. Click Yes to delete the package irretrievably.

Attention Package deletion is irreversible! Before deleting a package, check that the package is not
used by any image definition file (*.idf). Otherwise it would have to be re-imported.
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5.3.9 Working with ELIAS

Container Container Container
Name Description ath
I
=Y
Image Container Security Miew 7

D|=(E| 82| sle =)<

— Image — Container
Name: | Mame:  [UC_RL1.0-1
Size: 78971 kB leLux FL Container :l
Files:  [5E33 =l
Path: |E: SnetpubhiwiwmnoothelusnghJC_RLY Path: |E:\I netpubsiawwrootheluxnghUC_RLY

Defined packages:

Baze0S elu= BL, W2.5.0-1

Ot 4 runtime libraries, 4.6.0-1
Horg 5w indows system, V7 4.14-1
GMNOME Desktop, W2.16.16-1

==

==

i

Ausailable packages:

Adobe Acrobat Beader 7,47 .09-3
Adobe Acrobat® Reader 5, V50101
Adobe Flash Player 10 for Linus, ¥10.0.32.1-1
Basze0S elLux BL, ¥2.5.0-1
BaselS elux RL, ¥2. 4. 0-1

Boogt Libraries for C++, 41,2411

CCl Finanz Informatik, %1.0-1

Cizco Syztems VWPN Client, W4.8.04-2
Degktop Toolz, ¥1.0-3

Eterm 97207 terminal emulation, V2. 2-6
GMOME Desktop, W2.16.16-1

GMOME Desktop, W2.16.15-1

GMOME gedit, W2.18.2-1

GHOME Power Manager, v2.22.1.1-1
IC& client,v11.2-6

Aoty ate lKE\?CCIie;t\‘J\‘;D‘I '12'5
ard, W2.0-
| e P11 R Ll
— Package infarmation
Package M ame: |haseosrl Wersion: |25.0 lUniCon Software GmbH
information Size: 21948 kB Files: 1535 e : T Package
5 e eLux AL operating spstem based on the Linux kerne
File: |haseosrl-2. 5.01.UC_RL-1.0.epm 2627 description
Shatuz: |S ignature not yet checked
Checked:  [Mot yet avaiable
32 9E 128 256 >256
I | | |
Figure 83: ELIAS — main window
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5.3.10 Defining an Image Definition File

In a new image you compose exactly those software packages you want installed on the flash
memory of the Thin Client. Before you can start to design your image, there is another requirement:
the container.

When you select a package in the container area and click the left arrow, the package appears in the
IDF area. If you select a package in the IDF area and click the right arrow, the package the package
disappears from the IDF area.

A new IDF is created by adding and removing individual packages. In this way, the administrator can
select the software suited to his or her needs. Select a package from the right window (the container
window) and add it to the left window by clicking the <== button.

e The first package that must be selected is the base OS. This is the core of the IDF.
Add requested packages by confirming with OK.

o Next, select software required in your server-based computing network: Citrix ICA®, RDP,
browser, emulation, SAP.

e Further software is included to eLux users at no additional charge: desktop tools, VNC server,
mirroring software, etc.

e Other software must be licensed: PowerTerm and X97 emulations, third-party software, etc.

Click on the + in front of the icons to expand the software packages and display the single features.
The features may have blue, green or red icons.

blue: Mandatory features which cannot be deactivated
green: Active features which may be deactivated
red: Deactivated features which can be activated.

Activate or deactivate a feature by selecting it and pressing the space bar. You can also use the
context menu by clicking with the right mouse button.

Information shown during the design procedure

The Package information area (below the list of Defined packages) displays the software name, file
name, version and size of the selected feature or package.

The Image area (above the list of Defined packages”) displays the name of the image definition file,
the total size of all packages selected so far, and the path of the file. In addition, the size is displayed
graphically in the flash usage bar at the bottom of the screen.

One main feature of ELIAS is the built-in conflict test: It carefully tests your selection for
incompatibilities and will warn you if two packages conflict. In addition, if a package you select is
dependent on another package, you will be prompted with a message and requested to select the
other package first. This insures that there are no software incompatibilities in the finished IDF. It
cannot, however, check for hardware incompatibilities! This is left up to the administrator.

The package
IEaseEIS elux AL

requires the following feature:
;qtd »= W4 5.0

The follawing packages provide the required feature.
Select one of them to be added to the image first;

[Package ]

3t 4 runtime libraries,

Figure 84: ELIAS — Package requirements
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Another new functionality in ELIAS V7: The existing baseOS can be replaced by a new or different
version in a fast and secure way. All required packages are also replaced by the corresponding
versions, when confirmend by Yes rsp. OK in the following dialogs.

Defined packages: Available packages: )
= Baze0S elux AL, %2501 | Adobe Acrobat Reader 747093 -
3t 4 runtime libraries, Y4.6.0-1 == Adobe Acrobat® Reader 5, %5.0.10-1
: worg Fwindows spstern, V7.4.14-1 =] Adobe Flash Player 10 for Linus, %10.0.32.141
#-i%| GNOME Desktop, ¥2.16.16-1 x| BaseDS elLux RL. ¥2.5.0-1
| Base0S elux RL. ¥2.4.0-1
= e
ELIAS ! =
= = 1.0-1
] This package baseostl is already defined in a different version. nt.V/4.8.04-2
. Iz the definition ko be replaced?
ulation, V2. 2-6
Mo 5161
5.15-1

H

Figure 85: ELIAS — Package replacement

The Web site www.myelux.com contains a list of all currently available packages and is discussed
later in this chapter.

5.3.11 The Container Macro
One of the features of eLux is its integrated macros.

The device hardware is automatically detected during the recovery process. The text
__CONTAINER__in the Path field of the Recovery settings dialog box represents a macro that will
automatically be replaced with the standard container name for that hardware. This greatly eases
configuration and is especially useful for networks with more than one hardware platform. You must
use containers with standard names.

As administrator, naturally you can replace this text by a different text. In this case, the text in the
Path field must be the actual container name.

The container macro is not specific to a recovery and can also be entered in the Firmware tab. For a
description of firmware parameters, see section 3.6 Firmware.”

5.3.12 The Size Macro

The device hardware is automatically detected during the recovery process. The text _ SIZE__ " in the
Image file field of the Recovery settings dialog box represents a macro that will automatically be
replaced with text corresponding to the size of the Thin Client’s flash card as follows:

Text Flash size (MB)
small” 32

medium” 96

large” 128

xxI” 256 or greater

For example, if a 32-MB flash card is detected, the recovery IDF "recoverysmall.idf" will be installed,
if a 96-MB flash card is detected, the recovery IDF "recoverymedium.idf” will be installed, etc. If a
harddisk is detected, the recovery IDF "recoveryxxl.idf" will be installed.

This greatly eases configuration and is especially useful for networks with different sizes of flash
cards.

As administrator, naturally you can replace this text by the actual name of the recovery IDF. In this
case, you lose the dynamic recognition of the macro. The size of the recovery IDF must be equal to
or less than the size of the flash card.

The flash size macro is not specific to a recovery and can also be entered in the Firmware tab. See
section 3.6 Firmware.
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5.3.13 Saving

To save your image definition file, from the Image menu click Save. You must save the image
definition file to the container directory! By default, the container is installed in the FTP or HTTP server
root directory under the names given in chapter 5.3.

Attention Use a transparent naming scheme for the image definition files! In addition, the name
should not contain any blanks.

If you save your files using the pre-set text small(32 MB), medium (96 MB), large(128 MB) or XXL(250
MB or higher), you can take advantage of the built-in macro. See 5.3.12 The Size Macro for more
information.

5.3.14 Size Constraint

During the image definition process there is no total size constraint. The total image size can exceed
the actual flash memory size, allowing you to experiment with different software combinations,
activating or deactivating software components until you have met your requirements. However, the
final image cannot exceed the total flash size. Please be aware of this when saving your files.

5.3.15 Printing the Image Definition File Contents

For documentation purposes, ELIAS provides a print feature to let you print a list of the software
packages and features in an image definition file. In the Image menu, Print, Print Preview and Print
Options allow you to configure the print settings.

B recoverysmallidf - ELIAS NG M=

Drucksn...l Machste | Yorhienae | Zwe\Seitenl Verﬁ\eineml Schiiefen I

e - Imeoe Cefinition (o) WniCon Software G (o1 2004

File: C: webroot \htdocsiel ngiUS INTEL P recoveryarsl | idf
hhe: recove ryaral |

Size: 28482 Kb

Adthar her tETmoU

Created: Tho Aor OF 0903040 2005

Mdified:  Tos Jun O7 15:0444 2005

Gescription: Cescription recoverysvall

rETE Size (ko)
[r— AT- TS
irstall 1024
1ines min -
baseprog
retnork
1irs: bemel
kerrel drivers

Pt
B se
L

2 WORSEONENNNRESNNN R
kY

2
o
a
P
4
-
]
1-
.0-
o
o
o
o
=
o
0
2
=
z
A

B pinppiiiiinl
~¥

rirrorbase

stenn
etentbase

ica

i cabase
icaatils

i calang en
qerss| 1.0-2 Mz
openssl b 0.0.5-2 Mz

Figure 86: Print Preview of the image definition file
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5.3.16 The Image Menu — Export of the IDF

Among others the Image menu contains the option Export.

A dialog opens to save the idf. Click on Browse to change the target directory, if required.

Image Container Security  Miew 7

= CErl+R
Qpern. .. Chrl+D
Save Chrl+5
Save As...

Export...

Brink. .. Ckrl+P
Prink Presiew
Prinkt Options. ..

1 C:Akmpl, . drecovery, idf

& warkshop,idf

3 B Inetpubl, . hworkshop,idf
4 recovery,idf

Exit

Figure 87: Image menu — Export of idf

IDF file:

Export ko:

[ Delete packages, that are not defined in the IDF, From the target direckary.,

l Ci\kmplingrids_transfer_image\recovery.idf

I Cemplingrids_kransfer_image),

Figure 88: Export > save idf

5.3.17 The Container menu

This offers to select an existing container, to import packages to and export packages from the

Cancel

X
Browse |
_ e |

container.
Container  Securiby  Miew 7

Select. ..

Import Package. ..

Export Package. ..

130U RL-1.0-1

14 Ciikmplinagrids_transfer_imageiUc_RL-1.0-1

15 E;\Inetpub! Wiwrooki elrcngyIC_RL

0 E:\InetpubiswiewrootieluxngiUC_IMTEL_P3
Figure 89: Container menu
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5.3.18 The Security menu

This menu contains all options to check for signatures and certification as well as to manage
certificates and define the security settings.

Check signature during import

If this option is enabled, signatures are automatically checked for during import of packages.
Check all packages in container

Checks for the signatures of all packages in the container.

Check selected packages

Checks for the signatures of a selected package and its components in the container or image
window.

Signature and certification information

Displays the security status of a package and its components which had been selected in a
container or image window.

Manage certificates
Enables the management of certificates in the "Vertrauten Liste" of ELIAS.

Securiby  Miew ¢

Check signature during impork

Check all packages in container
Zheck selected package
signature and certification information ...

Manage certificates. ..

Setkings. ..

Figure 90: Security menu

Security > Settings
An Online Certificate Status Protocol (OCSP) server is used to check the status (valid,
revoked, unknown) of a certificate.

Security Settings E |

Prowy Server: Ipru:u:-:_l,l Part; |E1

OCSF Server: |£fucsp_npenvalidatiun.-:urg Paort: 180

¥ OCSP-Check within package verfication

Apply | LCancel |

Figure 91: Security settings — OCSP Server

= To set OSCP settings

1.

In the Security settings dialog box, enter the following:

Proxy server (optional) If you use a proxy server to connect to the Internet, enter the proxy
server IP address (or name) and the port.

OCSP server In general, the OCSP server is automatically read from the certificate. If this
information is not available, you can enter a default OCSP server in URL format and the port
by hand. Format: http://<OCSP server URL>

Default values are http://ocsp.openvalidation.org and 80.

OCSP check within package verification Every time before checking a signature, the
validity of the certificate will automatically be checked.

Build Nr. 19

130



5.3.19 ELIAS Keyboard Shortcuts

Key Combination

Action

General
Cursor (arrow) keys:

F1

TAB / SHIFT-TAB
Container Window
CTRL + left arrow key:
é

DEL

INSERT

Image Window

Cursor (arrow) keys:
<>

CTRL + right arrow key:
9
SPACE BAR

Screen navigation

Opens online help.
Screen navigation

Adds a package to the IDF.

Deletes the selected package from a container
Opens the Import Package dialog box.

Expands / collapses a defined upper-level eLux Package Module

Removes a package from the image definition file.

1. Expands / collapses a defined upper-level eLux Package Module
2. Activates / deactivates a lower-level Feature Package Module

Further shortcut keys are adjusted to default Windows shortcut keys.
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5.4 PUMA

PUMA (Package Update Management Agent) is the service for a fully automated update via Internet of the
packages defined with ELIAS.

PUMA consists of three parts:
e service running in the background performing the update

e control program for the settings
e tray icon to start the program and to show the current status

5.4.1 How to Use
After the installation of PUMA you will find a new icon in the Windows taskbar: =:*.
Right-click the icon to open the following menu on the desktop:

e Update —
starts the update process (see chapter 5: Update)

e Update in background —
starts the update process in the background without user interface
e Settings —
to define the parameters
When the update process is running you will only get the menu item:

e Stop update

If the service finds new packages on the web, the icon changes to -'?3, and the update process can be
started by a double click on the icon.

After installation, the start menu also contains the item Puma — Settings, another option to open the
settings menu.

Note:
The main menu now offers the option Help to open the manual.

When editing the SQL-Server data base connection you can choose between the authentication methods
SQL-Server and Windows. In addition, the data base name can be entered.
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5.4.2 Settings
e Database tab

Container update over Internet . il

File

Database | Internetl Schedulerl Settingsl .ﬁ.dvancedl Diagnu:usisl

—Databaze
Tup IMiu:ru:usu:uft Jet Databaze Engine [MDE] j
[ zer I.-'i‘-.dministratcur
Pazzword I J
D atabaze IE:HD acuments and Settingzhall UsershDocumentsh U niConhS cout

Connect | [izzonnest |

— Container pathes

Cortainer 1 IE:'\Inetpub'\wwwmnt'\eLu:-:NG YWIC_RL

Container 2 I|:Z'\|nEtpub'\WWWfDDt'\ELUHNG SUC_IMTEL_P3

Ll

Cottainer 2 II::'xlnetpub'xwwwru:u:ut'xeLuHNG ST WA,

Figure 92: PUMA - Settings - Database

e Database — This is to enter the database used by the Scout server.
As long as there is no connection to the database, the remaining tabs will not be enabled.

e Container paths — At least 1 container path must be entered, up to 5 container paths can be
entered. The container.ini must be included in the path.

Build Nr. 19 133



e |[nternet tab

Container update over Internet

File

Databaze Intemnet I 5cheduler| SEttingsl .ﬁ.dvancedl Diagnu:usisl

— Myel ug Account

“Web addrezz Iwww.myelu:-:.u:u:um

Llzer Im

Paszword I’“"“‘"""*

— Proxy zettings

" Direct connection ta the Intemet
% Dietect prosy configuration automatically

i~ Manual proxy configuration

Priowy I

Port I

Figure 93: PUMA - Settings - Internat

- Account data for login at www.myelux.com

- Proxy settings
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e Scheduler tab

Container update over Internet
File

Databasei Intemet  Schedulsr | Settingsl .ﬁ.dvancedl Diagnu:usisl
— Scheduler

¥ Check for updates:

4= =
T a (1430 e

v Or eraor repeat each I B0 minutes

[ Do missed updates on spstem start

Last update at: | Seheduler was not achve

Mest update at IW:—:dnesd-‘:_u January 20 2010 ;| |ua;2a

Ll

Figure 94: PUMA - Settings - Scheduler

- Check for update — enable or disable the scheduler

- Every day / every week / every month — time interval for scheduler. Every month means
28 days, thus resulting in the same day of the week.

- at XX:YY’ —time of day
- On error repeat each..— e.g. in case www.myelux.com should not be accessible.

- Do missed updates on system start — if the computer had been off at scheduled point of
time this option is to initiate the update once the service has been started.

When the scheduler is enabled, it shows the time of the last update and the point of time for the next
update.
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e Settings tab — see Chapter 13.2.1 - Settings tab

e Advanced tab

Container update over Internet 5'

File

Databasel Internetl SDheduIerI Sefings  Advanced |Diagnnsis|

— Beta versions

Include beta verzions of packages:

= |ghaore

— Ilpdate action
[ there are new packages:
% |nform Lser

" Do update automatically

Figure 95: PUMA - Settings - Advanced

- Betaversions

= The options Ignore beta versions of packages / include / configure for each
package - define, how beta versions are to be handled regarding an update.

- Update action

= Inform user- the icon in the Windows taskbar changes to -@, when new packages
are found.

= Do update automatically — the packages are automatically updated in the
background.
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e Diagnosis tab

Container update over Internet =5 ﬂ
File

Databasel Internetl Schedulerl Settingsl Advanced Diagnosis |

— Programm Cliagnosiz

Level -

Diagnasis fle IE:'&DDcuments and Settingsall Dsers\DocumentsAUniC... \eLu=PUMAControl log J

J Yiew diagnoziz file

J Delete Wiew diagnosiz file

— Server Dagnose

Level | ot =

Diagrosis file IE:HDDcuments and Settingzhall lzerz\DocumentzhUniC.. AelusPUMAS ervice.log J

J Wiew diagnoziz file

J Delete diagnoziz file

Figure 96: PUMA - Settings - Diagnosis

- Program Diagnosis — Diagnosis settings of the control program

- Server Diagnhosis — Diagnosis settings of the service
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5.4.3 Settings tab
This is to configure which software packages are to be downloaded from the Internet.

When the Settings tab is active, the parameters in the tabs Database and Internet are blocked, since these
must be accessible for the settings. You need to close the dialog and reopen it, in order to change
parameters in the tabs Database and Internet.

The list on the left — titled Subscription — shows the subscribed packages, the list on the right shows the
packages available on the web for the selected container.

Container update over Internet -

File

Datahasei Interneti Scheduler  Settings |.-’-‘-.dvanc:ed| Diagnn:-sisl

— Subszcription

S UC_RL
-AFF 97801 terminal emulation
% Adobe Acrobat Reader
- Adobe Flagh Player
% Base0S elux AL
- Boost Libraries for C++
¥ ciscovpnclient
R Citri IC4 client
% Desktop tools
- elux mioring
o gedit
-F GNOME Desktop
- gromepm
...... HF EV Card

-
| ' | b

=

x|

— Available packages
= elux NG

- @l UC_INTEL_P3
 ER UC W
=3 elus AL

Container selection

— Container information

Mame ILII:_FE L-1.0-

Farnily IeLu:-: AL

Diescription IE:LL,I:-: RL Cortainer

Required  |Scout Enterprise ¥11.3, ELIAS V7

0 UC_INTEL_P3
-y UC_PC
wofffly UC_TRAMSMETA,
© Ll UC I
Ao E# elux AL
P heffin UC_RL
- windows CE
Flatform:
FTS
E zprimao CH720
E zprima C5730
E sprimo C5910 |

Figure 97: PUMA - Settings

First step is to select at least 1 container in Available packages / Add. The path for this container must be
set in the tab Database / Container paths.

Then use the buttons € und =» to subscribe or unsubscribe one or all packages. Click on container or
package to show detailed information.

If in the Advanced tab the option Configure for each package is enabled, a right click allows to configure
whether the beta versions of a package are to be included in the update process (Use beta).

Instead of =» you can press <Del> or <Ctrl>+<Cursor Right> in the window on the left.

Instead of € you can press <CtrI>+<Cursor Left> in the window on the right.
Instead of Remove you can also press <Del> in the right-hand window.
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5.4.4 Update

Starting the update process offers you any new package for download.
Hotfixes are shown in red, beta versions in yellow icons.

To exclude a package from download just disable the checkbox.

Download Manager = x|
— Found packages
Fackage | Yerzion | lpdated | Sizel D escription | R equ

[ Citris ICA cliernt 1125 200311-02 228ME  1CA client

4 |

OpEnr

Mumber of packages I 1 Dravnload walurme

225 ME

— Update ztatus

2M0-01-13 14,4035 Search for current packages
200-01-1314.42 27 Package zearch finished! 1 curent packages found
2M0-01-13 14.43.07 Dowrload package 1 of 1 [ Citris 124 client |

(NN RN ENEN NN NEN NN NNN RN NNNNENN NN RNNN NN

Dretailz | Downrlosd I

Eloze

Figure 98: PUMA - Update / Download Manager

A rotating icon in the Windows taskbar shows that the update process is running. You can stop the process

by right-clicking the icon.
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5.5 Firmware Update
To update firmware, you need the following:
¢ Image definition file (*.idf)
e FTP or HTTP server
. User name and password on this server
. Container file (container.ini) and software packages (*.epm files)

The image definition file is created using ELIAS, as described previously in this chapter. It must reside
in a container directory on an FTP or HTTP server (network update”), along with container.ini and the
software packages. Alternatively, the container can be on a CD-ROM or memory stick (file update”).
Update via floppy is not supported.

The following sections describe how to configure the firmware settings and use the update command.

5.5.1 Update via Network

To perform an update on a device or organisation unit, you need to configure its Setup, which is either
the base configuration or an individualized Setup.

Open the Setup
o for the base configuration: Options menu > Base configuration

e foranindividualized configuration: right-click an organisation unit or device, select Setup
from the context menu and open the Firmware tab.

Using base setup s x|
Drrives I Pririter I MouseKepboard | Hardware I Diagnostics
General I M etwork I Screen I Security Firmysare | Multimedia I Desktop

Pratacal I HTTF li

Server i”gde"’ Prosy I
Path |_COMTAINER_ Frowp-Port |
User I Pazzword I

Image file warkzhop. idf
httpeAfngdesy COMTAIMER__ Aworkshop. idf

Check for update on boot [ Elias |
| pdate confirmation necessan = it
Migration...
Check for update on shutdown r .ﬂl

| 2, I Cancel Apply | Help |

Figure 99: Firmware Update via Network
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To perform an update over the network using an FTP or HTTP server:

Server: Enter the IP address or name of the update server.

Path: Enter the container path. The path name begins without the / character.

User Name: Enter the user name required to access the update server. If no user name is
required, do not leave blank: Enter el lux.

Password: Enter the password required to access the container path. If no password is
required, do not leave blank: Enter elux.

Image File: Enter the file name of the image definition file without blanks with the extension
.idf.

Proxy: (optional) Enter the IP address or name of the proxy server.

Proxy Port: (optional) Port number of the proxy server.

Protocol: Select HTTP if your software packages are stored on an HTTP server. Select

FTP if your software packages are stored on an FTP server.

When "Check for update on boot” is selected, an update check is performed when the Thin Client
boots. When "Update confirmation necessary" is selected, a confirmation box appears on the Thin
Client before an update takes place, allowing the user to cancel.

"Check for update on shutdown" is another option to set a reminder.

Click on the button ELIAS to edit the image definition file.

Note: For ELIAS to open the image definition file automatically, you must add the container path to
the list in the ELIAS — Settings dialog box (Options menu > eLias Settings).

For information on using ELIAS, the image definition file editor, see the sections earlier in this chapter.

For your convenience, macros have been included in the eLux NG software. They allow the
administrator to consolidate firmware settings when updating different hardware platforms and flash
sizes.

5.5.2 Performing an Update
Update Command
You can choose to update:

e an organisation unit
e anindividual device

The Update command (open the context menu of an
organisation unit or an individual device) updates the
firmware on the device using the firmware information
entered in Setup.

There are 2 options:

e Inform user for: enter time in seconds to
inform user of update.

e The user can cancel the command (from the
client)

You can choose to do an update immediately or you
can schedule it for a later time.

During an update procedure, the individual device
icons £ are white.

Execute/Schedule command for organisation unit Europe

IUpdate ;!

Command

¥ Inform wser for I 1]

¥ The user can cancel the command

' How

[ate Time
= : =l
IDnnnerstag, 07.09.2006 _l |13.1 4+ =

% Once

;l September 2006 _’I

{7 Cancelupdate

® o\ oW 1z 3
4 5 B8 810
112 13 14 15 16 17
1B 19 M A oz oz
/X T oo [

Iholudesub | 2 3 4 5 5 7 &
¥ organisaton u 3 Today: I |

Figure 100: The Update command (Execute/Schedule Command....) from the context menu of an organisation unit
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5.5.3 Update Confirmation

Once you have performed an update, you should verify that it was a success. There are several ways
to view update information.

1. Properties Window

In the tree view, select an individual device. The time and status of the last update are displayed in the
Properties window (right-hand side of the screen. Last Stateshows whether the update is currently
taking place, was successful, or if there was an error. See 5.5.4 Troubleshooting .

[ Scout Enterprise - [NOBBING  klaus@ScoutMNG - Database]

;,;: Datei Bearbeiten  Ansicht  Optionen  Sicherheit  Fenster 7

Bl x| Bin| S

Figure 101: Device properties

g3 Anwendungen Eigenschaft I Wert
[ Last & Found Mame dhcplie
Augsburg Standarddrucker <Kein Standarddrucker =
Eirrninhanm B auflésung 1024765
Deometk WAk el
; Db -Adresse
Eurtl:“"'” IP-Adresse 217.160,115.116
-l Bar Hast-ID 4316-8124-0014
Anwendungen EImage itsc.idf
W = Gerdte Yerwalkung Ja
[=- &3 Europe B Konfiguration Qrganisationseinheit Sales
Anwendungen Manager 217.160.115.39
- B Gerate Standgrt ) e
B Banimiai ?_Irfllgj.ilnlsatlanselnhat Earth.Europe Denmark,F3C, Sales, Boss
Anvwendungen Infoz
o2 Gerdte Infos
B- : SC Updatezeitpunkt Tue Jun 13 12:27:15 2006
B - Anwendungen I Updatestatus Lpdate erfolgreich
..l"- - Gerdte Seriennumnmer ES300043
=] seles va tspeich S‘EEIMIEE“
B 4 auptspeicher
& an_in ke Flashspeicher FC128
e TR CPU 801 MHz
- 055 Eios 4.20.00 Rew, 1.05.05
B snwendungen Hersteller FLIITSLI SIEMENS
Bl % aerdke Geraktetyp FUTRO 5300
2 g dhepl 16 Erstellungsdatum Fri May 19 11:43:32 2006
el 05 elux NG
+- G
* @ il rE-Mercinn 1 261
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2. Update Log — Individual Device

Another option is to view the update log for an individual device.

In the tree view, use the left mouse button to click to select an individual device. Double click on the
magnifying glass next to Last State in the Properties Window. Alternatively, you can select Update
Info from the context menu of the individual device (right mouse button).

This displays the log for the last update performed on the selected device.

The window can be resized.
Updatelnfo

Empfangen | |]::02. 05-08:18: 28:Log started -]
g ellib4l6:} 1. 2:2?: Copyright [c] 2005 - UniCon Software GmbH Karlzrube

i e eLux-Manager Werzion 2.1 [Revizion: 1.57]
@ 2006-05-31 12:05:43 elux-Library Version 2.0 [Revision: 1.53)

P F. T Inyoking image update with itsc. idf:

g e 11:48:04 Container: UC_TRANSMETA, Size: 122 MB

@ 2008-05-31 11:40:00 | A sil-le blacks: 84755 £ 122819

@ 2006-05-22 10:50:48 Avvailable inodes: R4S / 8320

& 2006-05-22 10:34:02 [] Install [eluxgt-B.0-8.UC_TRAMNSMETA-1.0.fpm] [eluxqgt-B.0-8.UC_TRANSMETA-1.0fpm]
. s inztalled [free: 83295 blocks)

© 20080522 102133 e done (duration 10 5, 83267 blocks free, 6528 fles fraz]

@ 2006-05-13 14:05:23 08, 06-08:18:42:Log closed

@ 2006-04-05 121815
& 2006-04-05 120718
@ 2006-04-0315:41:24
@ 2006-02-28 130216
& aneronitaaes =

Figure 102: Update log of an individual device

3. Update Log in Scout Enterprise

Scout Enterprise Server includes a log of all performed updates since the installation. You are
informed about Status / Time, Type (organisations unit or device) and the name of these. Above all it
is useful to check for the status (done or failed).

You can show the Update History in View menu > Update History.

Jobs Involved Devices

Statug/Time | Tupe | Mame | Statuz/Time I Mame I
W 2006-03-07 13:13:00 Organization unit+ Germarny

W 2008-03-07 13:11:00 Device empfang. unicon-...

@ 2006-08-21 11:16:28 Device empfang. unicon-...

W 2006-07-26 14.56:00 Organization unit+ Germarny

W 2006-07-26 14:54:00 Organisation unit+ Germany

W 2006-07-26 14:54:00 Organization unit+ Germany

Figure 103: Update History in Scout Enterprise
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5.5.4 Troubleshooting

Error Messages

Last Statein the properties window shows if an update was successful. If an update failed, the reason
why will be displayed here. There are several reasons why an update can fail. The most common are:

Bad Container
Container are hardware-specific. Check that your container matches your Thin Client specifications.
Bad Flash Size

Check that the flash size specified in your image definition file matches the flash size of your Thin
Client.

Bad Authorization
Wrong Thin Client password. Correct the entry at Setup > Security.
Client needs recovery installation

When critical FPMs in the base OS are updated, the Thin Client requires a recovery installation before
it can be updated.

See the appendix for a complete list of error messages.

Update Options

If update continues to fail, consider adjusting the update settings. Go to the Options menu and select
Advanced Options. The Advanced Options dialog box appears.

Here you can set the maximum number of parallel updates (number of Thin Clients simultaneously
updated, a block”), the delay time between blocks, and the response time. Optimal values are system-
specific. Default settings are shown in Figure 104.

Advanced options

Devices Update | Wake On L&NI Files I Advanced file entliesl Rules l

— Update
b awirnurm number of parallel updates I devices
bd asirum time to connect I2 zeconds

Figure 104: Advanced Options - Update
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Microsoft Internet Information Server

To update firmware or perform a recovery using Microsoft Internet Information Server (lIS) or later,
there is an additional step: The file extensions requested by eLux are not automatically transferred by
IIS, but rather must be explicitly added to the MIME types.

Note: Starting with Scout Version 11 the MIME types may be defined via the Scout Installation
Wizard. This chapter descripes themanual entry of the MIME types.

Note Entering the MIME types may not always be necessary. We recommend, however, that you add
them when using IIS. For version 6.0 they are required.

1. Open the Internet Services Manager (Start > Administrative Tools > Internet
Information Services (IIS) Manager).

¥E Internet Information Services

Jn_ction Yiew |J¢'-P||>< |@|J%| bom "|

Tree | Marme | path -
% Internet Information Services QSUipts ciinetpublscripts
El--- * rapport & Default Web Site Properties 7| x|
el Defaulk FTP Sike (Stopped) 2
-l Exrl @ Weh Site I Operatorz | Performance | 154P1 Filters I Home Directomy I Documents
xplore . . "
Opl:nlan @ Directony Security HTTF Headers | Custom Errors I Server Extengions
— Ci —I" Enable Content Expiratioré
Q [Eantentshould;
Shart: Ea ) Ewpie [mmediate!y
Stop g (&) Expite after |'| IDa_l,J[s] j
Pause
5 -RE © Epienn | Montag . 7. Okiober 2002 —| at [ODO0DD =
ew
All Tasks 3 g r— Custorn HTTP Headers
A = =
@ Edt.. |
Delete ]
Refresh &3 Eemave |
E kL List. ..
s @ — Content Fating
Ratings help identify to vour users what type of content your zite
@ provides. - )
Help 4 Edit Ratings... |
— MIME Map
s To configure additional MIME tppes the Weh Service zends to
browsers in the HT TP Header, click File Types.
QK I Cancel | S | Help |

Figure 105: : Microsoft Internet Information Services Manager
Expand the branches until the Internet site is visible.
Click with the right mouse button on the Internet site and select Properties.

4. Inthe Web Site Properties dialog box go to the HTTP header tab. Click the button File
Types.
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5. Inthe File Types dialog box click
New Type and enter . idFf, . fpm,
.epm, .gz as text/plain.

File Types E

Regiztered file types:

IIS is configured for an update/recovery.

Lo

Cancel |

epm text/plain Mew Tupe. .
fpm text/plain
g2 text/plain Eemoyve |
e text/plain
Bt |
File Type E
Associated extension: I-idF
LContent type [MIME]: Itext;"plain
— File type details— oK I Caree]
Extenzion:
Content Type [MIME):

If FTP is to be used the parameter "FTP site connections” / "Connection timeout" on the Default FTP
Site in the Internet Information Services (11S) Manager is to be changed from the default of 120 to 360

seconds.
t Internet Information Services (I15) Manager !IE
‘:g Eile  Action  Wjew \Window  Help | =1=] x|
= o1 [ Figure
106: ¢=*||X|@|E|h’." s
-Eg Inkermet Information Services | Mame | Path | Skatus
E‘—"é‘ g EAI_:GT—'FFEH:(LDSE&I compLbae] Default FTP Site Properties B
: ﬁ Default FTP Site FTP Site |Security Sccounts I Messages I Horne Direckary I Direckory Security I
-l Application Pools
[#-_) web Sites —FTP site identification
-'J wchoerae Ex.tensmr Description: | Defaulk FTR Sike
Zz Default SMTP Virtual S¢
f#l-&5 Default NNTP Virtual 5¢ 1P cidres [ ¢Al Unassioned) =l
TP park: I 21
i FTP site connections
" Unlimited
%' Connections limited to: | 100,000
Conneckion timeout {in secondsy: ‘m
— v Enable logging
Active log Format:
|W3C Extended Lag File Format j Froperties. .. |
Current Sessions, .. |
] 4 I Cancel | Apply | Help |
K |l | o
Manager — StandardFTP Site
Background information: Due to local activities (e.g. removal of software) in some constellations a
timeout may occur during a client update after the FTP connection, when using the default of 120
seconds.
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5.5.5 Migration from eLux NG to eLux RL via Firmware Update

The procedure described here enables the migration from eLux NG to eLux RL via the comfortable firmware
update. Thus the migration is scalable and comprehensible even for a large number of systems, considering
the hardware requirements of the individual devices.

5.5.5.1 Requirements

Thin Client with eLux NG

Knowledge about the procedure of the firmware update, ELIAS via Scout.

Thin Client Hardware: at least CPU 500 MHz, RAM 256 MB, Compact Flash 128 MB
and an up-to-date CPU

Scout Enterprise Server Version 11

eLux NG BaseOS 2.0-1 or higher

eLux RL BaseOS 2.0.0-1 or higher

FTP- or HTTP-Server with UC_RL-Container

The stepwise migration procedure described here requires that you are familiar with creating image
definition files (IDFs) by means of the tool ELIAS.

If necessary, you find detailed information in our manuals about eLux, Scout and ELIAS on our website
http://www.myelux.com/.

5.5.5.2 Procedure

1)

2)

3)

4.)

5.)
6.)

Download the baseosng-2.0-1 and the RL migration package RL_Mig-1.0-1 from www.myelux.com >
eLux software packages > eLux NG Container > Released Packages and import both into your eLux NG
container (UC_INTEL_P3, UC_VIA rsp. UC_PC).

Define an eLux NG image with BaseOS 2.0 or higher and include the RL migration package. Save the
image definition file.

Download the target container eLux RL from www.myelux.com and save the container in the same
subdirectory as your eLux NG container naming it UC_RL.

Extend the ELIAS settings in Scout (Options = ELIAS Settings) by the new UC_RL container.

eLias - Settings ) x|

— Container: UC_IMTEL_F3-1.0-1

|eLu:-: MG Container for Intel Pentium [

Browse. ..

R
Delete I

C: M netpubhwwroatheluxM GASUC_PCh
C: A netpublwnansroothelusng UC_RLY
C: A netpubbwaroothel M G C_TRAMSMETAN
C: M netpubbsnansroothel s GAUIC_ WA

(1] 4 I Cancel

In Setup > Firmware enter the name of the new Image Definition File for the eLux NG Image.

Create new parameters for the eLux RL target image in Configuration > Firmware > Migration. The
macro __ CONTAINER__ will be resolved to UC_RL for the migration settings.
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http://www.myelux.com/
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;j Filz Edit Miew ©ptions Security ‘Window — =] x|
2o x| Bla| &[2] ©f200 =
E‘. Applications Propett: | walue |
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=8 Baden Wirthemberg Partition info rook 121,97 ME | setup 2,02 ME |
applications User Mot available
&L Devices screen info 1024x 7601 6@a60
¥ Skatus Switched off
: ETrSIL.IImt. I Resalution Auto
5, pp.lca iohz Defaulk printer <Mo default printer=
. Devices Manitor infa i
NG-=RL Migration MAC address 001962015406
Applications 1P address 217.160,115.117
22 Devices Host-1D 1436-8268-6418
. 5 SR Dlmage e .
20 admrstraton (R Xl
L2 Configuration
Manager Protocal HTTF x
i = e = Server 21716011533 Prosy I
Diives I Printer I Mouseeyboard | Hardware I Path eluzng/__CONTAIMER__ Prosy port I
i Firrnware i
General I Metwork I Scigen I Security | Mulkim User l— P I—
Pratocol I HTTR i Image fis live200.idf = I
hittp:A#217.160.115. 39 elusng/__ COMTAINER __ Aive200.idf
Server |21 T160115.39 Prosy
Path leluxng.a‘_EDNTAINEF!_ Prasy-Part
User Pasaword
|
Image file IeluxngZD_mig idf vi
hittp:#¢217.160.115.39/elusng/_ COMTAIMER__ /eluxng20_mig.idf 3
builkin (PUKAHEFS6KS50)
Check for update on boot I | Eliss |
lpdate corfimation necessan F - 19:032009
Check, far update on shutdown | m_l
ok | Cancel | s | Hep |
Ready | 2Device(s), 3 Application(s) W_

if,‘startl J L Dy | 137 Grhelux | Microsoft Wward ”‘ Scout Enterprise ... Unt\t\ed-ELInS | ‘g mig_pic3_en. JPG - ... | ‘ ." 2:05 P
Figure 107: Firmware Migration eLux NG > eLux RL

7.) Initialize a firmware update via Scout.
On success first there will be an update to the new NG image and then, automatically, the update to the
target image with eLux RL will be done.

5.5.5.3 Potential Errors
On principle, all error messages are displayed in the update log of the Scout server.

1) The target image definition file for RL has not been found:

http request failed: rc=0, ec=404 (File not found)

http request failed: rc=0, ec=404 (File not found)

URL: http://217.160.115.39/eluxng/UC_RL/eluxRL.idf

Please check your settings in Configuration > Firmware > Migration

2) Insufficient Main Memory
Error: insufficient memory 128MB (expected 256MB)
Your Thin Client requires at least 256 MB RAM

3) CPU too slow
Error: CPU clock speed too slow
At least 500 Mhz are required

4) CPU too old
Error: CPU too old

Transmeta processors, NSC processors, and older VIA processors are no longer supported with
eLux RL.
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5.) Graphical problems after a successful migration may occur with older PCs and Thin Clients
(> 5 years).

In case of a migration from eLux NG for PC to eLux RL for PC we recommend to evaluate eLux RL on
your PC in the first step. We cannot be for sure that your PC will run with eLux RL, even if CPU, RAM
and clock speed of the processor seem to be adequate. Besides, Scout V11 also provides the complete
management of systems with eLux NG.

6.) There is no way to downgrade to eLux NG from eLux RL by firmware update. If nesessary you need to
perform a recovery procedure for your system.

For further details see our Recovery Paper on www.myelux.com or the corresponding chapter in this
manual.
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6 Management Functions Online Commands

The subject of this section are management functionalities. Assuming the administrator works at a PC
having the Scout Server installed, whereas the local user works at a Thin Client with eLux at a different
remote location ("remote device").

6.1 Status

6.1.1 Device Status

The state of the Thin Client can be easily determined by the icon color.

£ Green: Individual device is turned on and ready

2 Red: Individual device is turned off or not available

2 velow: Desktop is being initialized

2 White: Update is running

£ Grey: Device cannot be managed due to insufficient number of licenses

6.1.2 Update Status

To determine the update status of a Thin Client, select the icon of the individual device. In the
properties window, Last State displays the update status, either "Update successful" or "No update
necessary".

6.2 Scheduler

Scout Enterprise comes equipped with a command scheduler that allows you to control the state of
the device remotely. You can turn the device on and off, restart the device, or restart the desktop. This
is useful for desktop configurations that take effect the next time the desktop or device is started.

Click with the right mouse button on an individual device to access the context menu. Select one of

the following:
Switch On: Turns on the Thin Client £ Execute/Schedule command for device di x|
Switch Off: Turns off the Thin Client Py !Switch On :]
Restart Desktop: Restarts the desktop Switch On

. ) Switch OIFf
Restart Device: Restarts the device Restart desktop

Restart device
Send mezzage
pdate

The Execute/Schedule command dialog box

0+ Mow Refresh device status
appears:
Femote factory reget
The command "Format" is available starting with e Eme
Scout Version 9.6.0 for format partitions at the " Once Donnerstag. 25.10.2007 :] |14:12 —'_I
Client. i
. . . [ray of Month Time
Click Now to execute the command immediately.
Click Once to execute the command one time only.  * E¥ew i} !14:12 —

1
Click Every to execute the command repeatedly %
on a given day of the month or weekday. The time 4
is in 24 hours. Note that no warning message is
displayed on the Thin Client before the command

is executed! Erecute ] Cancel I

In addition to an individual device, the commands

[

can also be implemented on all devices in an organsiation unit or in Scout Enterprise (global settings).
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To open the Command Scheduler, from the View menu, select Schedule. The Command Scheduler
gives you a summary of all upcoming events.

Starting with Scout Version 9.6.1 selected data in the "Command scheduler" can be copied to the
clipboard with the shortcut CTRL+C.

Command scheduler |
|d | Type | Execute | Time | Lnit | M ame | Cormrnand |
oooo Repeat every a0, 2316 Device Dewvicel FRestart desktop
ooo1 Repeat every 1.2, 3.4, 1434 all Switch On
oooz Repeat every 245 all Switch On
ooaz Once 2003-11-27 219 Device  Devicel Switch OFF
ooo4 FRepeat every Fri, 2200 Device Devicel Switch OFF

HBemove Lt |

Figure 108: Scheduling

ID Arbitrary number set by Scout Enterprise.
Type Once or repeating.

Execute If the event type was once, the date the event will be executed, otherwise the day of the
month or workday, if the event is repeating.

Time The time the event should occur.

Unit The element the event will act upon: device, group, location, or all.
Name The name of the unit as listed in Scout Enterprise.

Command The command to be executed.

Once events occur, they are not automatically deleted. Select the ID and click Remove to delete an
event.

To change an event's properties, select the ID and click Modify.

If you schedule a command from the Command Scheduler, it will affect all devices. Click New. The
Execute/Schedule command for all devices dialog box appears. Select the command to execute
and configure as described above.
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Eigenschaften. ..
Laschen...
6.3 Send Message Umbenennen. .

, . Aktualisierung veranlassen.. .
To have a message appear on the user’s screen, click

with the right mouse button on an individual device. In =& Devices
the context menu, select Send Message. The 2
Execute/Schedule command dialog box appears. Froperkies. ..
Delete. ..
Execute /Schedule command for device Devicel | BRI
Commatd ISend message j Initiate refresh. ..
Message IF'Iease log aff of sever immediately j 8P,
- Application upload. ..
Wisible Iﬁ g Delete Delete all I
Update. ..
 Mow Update Infa...
Swikch on. ..
Date Time Swikch off, .,
& Once Wednesday, 12.24.2003 j 18:30 ﬂ Restart desktop...

Restark device, ..
Dray aof Month Tirme Remote Factory Reset, ..

ﬂ 11:08 ﬂ Schedule I Send Message. ..,
Mirrat. ..
LI Caticel |

Management off

" Every

Ll —

Figure 109: Send Message

Select Send message from the Command drop-down list. Type your text in the Message field. Past
messages are automatically saved, allowing you to conveniently select repeat messages from the
drop-down list. To remove a message from the list, select it and click Delete.

A display time of zero means the message is displayed indefinitely. This is default. For a specific
display time, enter the value (in seconds) in the Visible field.

Click Now to execute the command immediately. Click Once to execute the command one time only.
Click Every to execute the command repeatedly on a given day of the month or weekday. The time is
in 24 hours.

In addition to an individual device, the command can also be implemented on all devices in a Group,
in a Location, or in Scout NG (global settings)..

6.3.1 Creating Formatted Messages to the Thin Client

The messages Scout sends to the Thin Client users may be formatted for better understanding and
nicer view. We use a subset of HTML.

" eLux Administration

Example:

& Attention!

The message
"<i><b>Attention:</b></i> due to maintenance work,

the server <i>192.168.1.1</i> will be down from 11am due to maintenance work the server
to 11.30am." 192.168.1.1 will be down from 11am to
11.30am.

will be shown as:
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6.4 Remote Factory Reset

A factory reset is an important troubleshooting feature. It resets the Thin Client to the factory-delivered
configured state: the configuration and applications, as

. S qml :

well as any locally generated files, are deleted. However, E‘ Devices

only the configuration is deleted — firmware, licenses and %W _

management settings are not deleted. Broperties. ..

Afterward the device reboots. Using the saved LS

management settings, it contacts the Scout Enterprise 5‘?"_"3"“3"'

Server and is automatically entered into its previous group Initiate refresh...

and receives the group’s configuration/applications. Setup

A factory reset is especially useful when_ local configuration ;pp",: ation upload. ..

is allowed, the user has incorrectly configured eLux NG,

and the administrator does not know the cause of the Update...

seout | et s
Switch on..
& Should all configuration data be deleted on the dewi Swaitch off. .

Restart desktop...

Mo | Restart device. ..

: = Reroke Fackary Reset, ..
problem. Send Message...
To perform a Factory Reset, click with the right mouse =000
button on an individual device. In the context menu, select Management off

Remote Factory Reset. Click Yes in the message box.

Expert Tip
During a factory reset, all files in the directory /setup/public are deleted.
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6.5 Mirroring

Mirroring is an important feature that allows you to see the user’s screen without physically going to
the Thin Client. It is useful for help desk.

Mirroring involves three steps:

1. Installing the software

2. Setting the Thin Client settings

3. Initiating the session

Step 1: Installing the Mirroring Software

You must have a VNC viewer installed on the administrator's machine, and a mirroring server on the
target device.

A VNC viewer is included in the Scout Enterprise server software. No further action is required.

A mirroring server must be installed on the Thin Client (mirrorEPM).

Attention Mirroring is disabled on the Thin Client if the mirror package is not installed in the image
definition file.

Step 2: Configuring Thin Client Mirroring Settings

In Scout Enterprise, go to Base Configuration > Security. Click the Advanced button to enable the
Mirror settings.

Password: (optional) Enter a password for
mirroring consisting of at least 6
characters. This password will be
prompted when a mirroring session
is initiated.

Gives the administrator's machine
view rights only.

Read access:

Confirmation necessary: The user must confirm a dialog

Mirror settings

Passward I

[ Read access
[T Confirmation necessary
[ Transfer mirror information

[ Encrypk rrirror session

box that appears on the Thin Client
before a mirroring session can start.

Transfer mirror information: The mirroring is audited by
logging those taking part as well as
the period of time of the mirroring
session. The data logged are stored
on the Scout server in the \mirror\
folder.

[ allows Scout onky
[ wpmce

Abbrechen |

Encrypt mirror session: The mirroring session may be encrypted in order to increase the security
level.

All the clients which have this option enabled accept mirroring connections for a
limited period of time only (default: 20 sec) from IP address of the requesting
console.

Scout only sends a mirroring request, if the baseOS version of the client
corresponds to the requirements and if the "Allow Scout only" option has been
set.

Requirements for Scout : V 11.5.0

Requirements for eLux : BaseOS 2.6.1, Mirror 2.5.1

Otherwise the mirroring function works as before.

Allow Scout only:
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XDMCP: Enables an XDMCP session running on the Thin Client to be mirrored.

To disable mirroring completely, deselect the Enable mirroring check box.

Step 3: Initiating a Mirroring Session
Only an individual device can be mirrored.
Only one Display can be mirrored at a time.

The client’s keyboard mapping is not transferred during the mirroring session. Instead, the local
keyboard mapping of the PC running Scout NG is used.

1. In Scout Enterprise, rightclick an individual device. In the context menu, select Mirroring.

-5 Devices

Propetties. ..
Delete, .
Renarne. ..
Initiate refresh. ..

2=tup... Mirror E3
Application upload. ..

Start rmirraring for device <LF_2»7
Update. ..

Update Infa... Deszktop
Session tppe #OMCF 1

Switch on... wOMCP 2
Switch aff... QK I Cancel |
Restart deskkop, .,

Restart device. ..

Send Message. ..

IManagement off

2. In the Mirror dialog box, select the desired session type:

e Desktop: To mirror the eLux NG desktop (Display 0)

e XDMCP 1: To mirror the first XDMCP session opened (Display 1)

e XDMCP 2: To mirror the second XDMCP session opened (Display 2)

While more than one display can be open on the Thin Client, only one display can be mirrored by
Scout Enterprise at a time. Click OK.

e Depending on mirroring settings, you may be requested to enter a password.

3. The mirroring session starts. Depending on mirroring settings, the session may begin only when the
user has agreed to the confirmation dialog box.

4. A dialog box appears on the user’s screen during the mirroring session. This dialog box cannot be
removed.

5. The user/administrator ends the session by clicking the dialog box.

Security concerns

It is impossible to secretly mirror a user without the user’s knowledge. During a mirroring session, a
dialog box appears on the screen that allows the user/administrator to end the session at any time. In
addition, you can set a mirroring password on the Thin Client.

Still, if security is a concern, disable mirroring settings and uninstall the mirroring software on the Thin
Client.
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6.6

6.7

Initiate Refresh

A Thin Client managed using the Scout Enterprise management tool receives its Setup configuration
from the Scout Enterprise server:

e the first time it is entered in the Scout Enterprise software
¢ when the Thin Client starts

However, the Setup configuration is loaded when the Thin Client starts only if a change is registered in
the Scout Enterprise server. This takes place when the administrator changes the Setup and then
saves.

If the administrator makes no change, the Setup configuration is not loaded when the Thin Client
starts. The Thin Client uses the previously saved configuration instead. However, files from the File list
feature will be transferred (see section ).

To force the Thin Client to reload the Setup configuration from the Scout Enterprise server the next
time it boots, use the right mouse button to open the context menu and select Initiate refresh. The
Thin Client will reload the configuration regardless of whether there has been a change registered with
the Scout Enterprise server and files from the File List feature will be transferred

Environment Variable
Environment variables are device-specific and can only be set for an individual device.

To set one or more environment variables on a Thin Client, rightclick an individual device icon in the
tree view. Select Properties from the context menu. Enter the environment variable using the format:
<variable name>=<value>.

Properties of device <empfang.unicon-ka.de

Info I Frirter l Screen I Mouse/Kepbaard l Files
Enviranment VPN - Client | Advanced fle ertries | Rules
Wariahle | wiale : |
HI7FSTATMAM Stationl
HIZ5TATMAM StationZ

Mew Edi | Delete |
QK I Cancel l Sl | Help |

Figure 110: Properties - Environment Variable

On the Thin Client, the variable name is used with a dollar sign: $<variable name>.
Environment variables are often used with emulations.

Example: To define the station name for an X97 session, enter the following:
X97STATNAM=DS104

In the emulation, access this environment variable using "$X97STATNAM".

Build Nr. 19 156



6.8 Advanced Options

In the Options menu select Advanced Options to configure optional parameters.

The dialog "Advanced Options" has the following tabs:

Devices: gegliedert in die Bereiche Gerate suchen, Feldaktualisierung, Eintragung
neuer Gerate, Geratenamen

Update: The maximum number of parallel updates as well as the maximum
discover time can be set here.

WakeOnLAN: Server name and protocol settings

Files: Transfer of ini files

Advanced file entries:

Rules:

Partitions:

Configuration files and transfer to the clients can be edited here.

A selection of actions which are to be performed after the last applications

has finished.

It is possible to change the partitions at the client.

The settings are explained in detail in this chapter, unless they are self-explanatory or described in
other sections of this manual.

6.8.1 Devices

Advanced options

DEViCESl Updatel Wake On L-'-‘I.Nl Files | Advanced file entrieal Hulesl F'artitiu:unsl

— Discover devices

I aximum ping time [millizeconds] IE
b aimurm digcowver ime [zeconds) |3EI
— Update of figlds

[ Only locked fields are updated an the client

—Mew devices
Drefault group |German_l,l J
[ SmantSry active [Timeout |3r_| ]

[ Deactivate new devices

¥ Allow dyriamic change of groups

— Device name
[T Use the client's hostname as device name

¥ To avoid duplicate names, change name of existing entry

—Accessibility

[ Use altemnative [peer] addiess

]|

Ok I Cancel Applp Help

Figure 111: Advanced Options — Devices tab
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Update of locked files
In the "Update of fields" area, click to select "Only locked fields are updated on the client.”

In other words: Unlocked fields will not be overwritten by Scout. E.g., the end user can configure "his"
preferred screen resolution individually, and his settings remain even if Scout changes other
parameters.

If the end user should set a parameter not supported by the client (e.g. screen resolution too high),
Scout can perform a factory reset of the client resulting in the transfer of all parameters.

New devices

In the "New devices" area, you have the following possibilities:

e Default group Devices that contact the Scout Enterprise manager and request to be entered in
the default group will be automatically routed to the group that you set. See also .

e SmartSrv active Allows you to configure the First Configuration Wizard that appears on the local
Thin Client the first time it is started. See 8.1.1 Modifying First Configuration Wizard Settings.

o Deactivate new devices When selected, the management for newly entered devices will initially
be deactivated. To activate management, select Management on from the individual device
context menu. The configuration will be transferred to the device the next time it boots. By default
deactivated.

e Allow dynamic change of groups
If this option is enabled Scout moves automatically those clients which are assigned a group ID.

Device Name
In the "Device name” area, you have the possibility of setting device name parameters.
Decide whether

e the client's host name is to be used as device name
e the existing entry should be changed in case of duplicate names

Accessibility

Enable the field "Use alternative address (peer address)" to use the address of a router to
communicates with the Thin Client through NAT.
Example:

The router has an official IP address to the internet and the client's address is 192.168.10.1, which
communicates with the internet through Network Address Translation (NAT).

6.8.2 Default Group
Lost&Found is the default group (=organisation unit) which is preset in Scout Enterprise with the ID=0.
Lost&Found cannot be deleted or renamed. This insures that there is always a destination group when
devices contact the manager. When Scout Enterprise is installed, the default group is set to
Lost&Found.However, it can be set to a group of your choosing.
In menu Options > Advanced Options click the button next to Default Group in the area New
devices”. Select an organisation unit in the dialog Organisation unit selection.

Devices that contact the Scout Enterprise manager and request to be entered in the default group will
be automatically routed to the organisation unit that you set. Examples:

e ScoutSrv No additional configuration necessary.
e DHCP Option Set Group ID to zero.
e Reverse Discovery Enter a Group ID of zero.

Setting a default group only affects devices that should be routed to the default group (generally when
the Group ID is zero). Once you have activated this feature, devices will no longer be routed to
Lost&Found. To route devices to Lost&Found, open the Advanced options dialog box and select
Lost&Found as the default group.
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This new feature does not affect your ability to route devices to other groups by entering the
respective group ID.

6.8.3 Update

In the Options menu click Advanced options. The Advanced options dialog box appears. Click the
Update tab.

Here you can set the maximum number of parallel updates (number of Thin Clients simultaneously
updated, a block”), the delay time between blocks, and the response time. Optimal values are network
specific. Default settings are shown in Figure 112.

Advanced options |

Devices Update I Wake On L.l’-‘n.N! Files I Advanced file entlies; Rules I

— Update -
b &xirnurn number of parallel updates | devices
bd E=irurn time: to connect |2 zeconds

Figure 112: Advanced update settings

6.8.4 Wake-On-LAN

Entering a wake-on-LAN server is optional. Wake-on-LAN remotely controls (turns on) all Thin Clients
within its subnet. This is useful for remote subnets, but is not required for the local subnet where Scout
Enterprise is located. A wake-on-LAN server is included on the CD-ROM.

A wake-on-LAN server can either be set globally, or for an individual device, Group or Location.

Global Settings
Advanced oplions |

Devicesl lpdate *#fake On LAN |Files I

Server name
|7'I'E|2.'IEB.'I 0.ag

To set a global wake-on-LAN server, from the Options menu, select Advanced Options. The
Advanced Options dialog box appears.

In the Wake On LAN tab, enter the IP address of the wake-on-LAN server. The wake-on-LAN
IP address entered here becomes the default address for all devices.

e To enter an eLux device as a wake-on-LAN server, use the format: elux:<IP address>

There are two optional protocol settings:

e Use UDP protocol instead of RAW ethernet for the WOL packet By default, Scout Enterprise
sends an Ethernet RAW MAC broadcast packet to the net. Routers do not route a RAW

broadcast packet to other subnets. When this option is activated, the server will send the packet
as UDP on port 20000.
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Advanced options [ x| |

Devicesl lUpdate ‘*#ake On LAN |Files I

— Server name
|x255.255.255.n

— Protocol zettings

¥ Use UDP protocol instead of Féds ethernet for the 'WOL packet

¥ Generate an |P broadcast address for the subnet

Figure 113: Advanced Options - WakeOnLan

e Generate an IP broadcast address for the subnet When activated, sends the packet to the
subnet the device belongs to (dedicated subnet). Default is deactivated.
When this option is activated, you must enter the subnet address in the Server name field in the
format /255.255.255.0. Do not forget the leading '/'.

For example, to wake up a device with the IP address 192.168.10.44, enter /255.255.255.0 in
the Server name field. The broadcast address which is entered in the packet is
192.168.10.255

6.8.4.1 Individual Settings

You can set an individualized Wake-on-LAN address using the Properties function of a Location
category, Group category or individual device. This wake-on-LAN server IP address will be used only
for that specific organisation unit or individual device.

e To enter an eLux device as a wake-on-LAN server, use the format: e lux:<IP address>

In addition, if you selected the option Generate an IP broadcast address for the subnet, you can also
enter a subnet for an organisation unit or individual device here.

6.8.5 File Transfer

This function allows you to transfer files from the Scout Enterprise Server to one or more Thin Clients.
It eases the workload greatly. For example, you can create a configuration file for the SAPGUI client
and transfer it to all terminals to avoid local user configuration. In addition, you can transfer multiple
configuration files at the same time.

Transferring files to devices involves the following:
1. [Installing the client software on a device
2. Configuring the client software on a device
3. Copying the configuration file to the Scout Enterprise Server installation directory
4. Configuring File Transfer settings
5. Restarting the devices
= Install the client software on a device
The client firmware must be installed on the Thin Client.

1. Start ELIAS and add the required packages to the device’s IDF. The required packages are
listed in the section describing the software.

2. Save the IDF and exit ELIAS.
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3.

Install the software on the Thin Client by performing a firmware update.

= Configure the client software on a device

Configure the client software manually and save your settings. Configuration information is listed in
the section describing the software or in the product documentation.

= Copy the configuration file to the Scout Enterprise Server installation directory

The path of the configuration file on the Thin Client is listed in the section describing the software.

Transfer the configuration file to the Scout Enterprise Server installation directory or a subdirectory. To
do this:

Save the file to a local drive (portable medium such as a USB stick or floppy) or network drive
(SMB or NFS). An SMB drive must be defined in advance. There are several ways to do this:

1. Many programs have a "Save as” command that allows you to save the configuration file to
a local drive or network drive.

2. In alocal shell you can run UNIX commands, for example, the UNIX copy” command.
Format: cp <source file> <target file>.
Example: Saving the SAPGUI configuration file to a USB stick:
cp /setup/sapgui/platin.ini /misc/usb0/platin.ini
Example: Saving the SAPGUI configuration file to a network drive:
cp /setup/sapgui/platin_ini /smb/<drive>/platin_ini
where drive is a previously-defined SMB drive.

For information on a local shell, see Fehler! Verweisquelle konnte nicht gefunden
werden. Fehler! Verweisquelle konnte nicht gefunden werden.. For information on
accessing local and network drives, see

3. The File Manager allows you to copy and paste files using an Explorer-like graphical
interface. For information on File Manager, see 4.8.7 File Manager.

Transfer the file using FTP. To do this:

1. Inthe Diagnostics tab select User file and enter the full file name in the field. Select the
Transfer files to check box. Enter the URL of the destination directory in the format
ftp://<FTP server>/<path> or ftp://<username>:<password>@<FTP
server>/<path>. Click Execute.

Example: Transferring the ICA configuration file via FTP:
User file /setup/ica/wfclient._ini
Transfer files to ftp://elux:elux@192.160.10.71/icafiles

2. Inalocal shell you can run UNIX commands, for example, the FTP command. For
information on a local shell, see Fehler! Verweisquelle konnte nicht gefunden werden.
Fehler! Verweisquelle konnte nicht gefunden werden..

= Configure File Transfer settings

Here you enter the files to transfer and the destination directory. The source file must be in the Scout
NG Server installation directory or a subdirectory. You must know the source file name and path
relative to the Scout Enterprise installation directory.

The file name on the Thin Client can differ from the source file name, allowing for flexibility.

You can transfer files to all devices (global file list) or to an individual device or organisation unit,
Group or Location (individualized file list). An individualized file list supercedes the global file list for
that element (individual device, organisation unit).

To set the File Transfer settings:

1. In Scout Enterprise, open the dialog box for setting File Transfer settings.
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To transfer files to all devices currently being managed (global file list):

From the Options menu select Advanced options dialog box is displayed. Click the
Advanced file entries tab.

Advanced options
Devicesl Updatel wake On LAN' Files = Advanced file entriss | Rules !
File | Section | Key | Walue
4 |
[ = | |
Add I Beplace | Delete |

Figure 114:Global file list
To transfer files to an individual device or organisation unit (individualized file list):

Properties of device <empfang.unicon-ka.de>

Ehwironment I WPM - Client I Advanced file entries I Rules |
Info I Frinter I Screen I Mouse/Keyboard Files
Source file Destination filz
Add Edi | Delte | Edit |
Ok, I Cancel | Spply Help

Figure 115: Individualized file list

Rightclick an element (individual device or organisation unit). In the context menu, select
Properties. The Properties dialog box is displayed. Click the Files tab.
2. Inthe Source file” area, click Add.
If the file is in the Scout Enterprise installation directory, enter the file name. If the file is in a
subdirectory, enter the subdirectory and the file name.
3. Click OK.

If the file is one of the commonly-used files, the correct path extension will automatically be
added. Otherwise in the "Destination file” area, click Edit. Enter the path as it should be on
the Thin Client. To rename the file, enter a different destination file name. The file will be
renamed upon transfer.

= Restart the devices
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File transfer takes place when the Thin Client boots.

To restart devices and insure files are transferred:
1. Rightclick the target devices. In the context menu select Initiate refresh.
2. Restart the devices from the Scheduler. To access the Scheduler:

When transferring files to all devices currently being managed (global file list): In the View
menu select Schedule. Click New.

When transferring files to an individual device or an organisation unit (individualized file list): Rightclick the
element and select Restart device.

6.8.6 Advanced File Entries

In the Options menu click Advanced options. The Advanced options dialog box appears. Click the
Advanced file entries tab. Here you can directly edit configuration files.

This feature allows you to set parameters that cannot be set using the graphical user interface (for
example, special parameters for the Citrix ICA client configuration files or the Cisco VPN configuration
file).

To use this function, the configuration file must be initiation (INI) file format. There are various
implementations of the INI format. The INI file editor in Scout NG requires the following:

e AnINIfile is divided into sections, each containing zero or more keywords. The keyword contains
zero or more values.

e A section heading is enclosed in square brackets.

¢ A keyword and its value are on the same line, separated by an equal sign (="). A keyword can
have more than one value.

e If a section name is used more than once in the same file, or if the a keyword is used more than
once in the same section, then the last occurrence prevails.

Example format:
[Section]
keywordl=value
;comment

keyword2=valuel, value2, value3 ;comment

= To set values for individual keywords

File: Enter the complete path of the file you wish to edit or select it from the drop-down list:
Citrix ICA: /setup/ica/wfclient.ini and /setup/ica/appsrv.ini
Cisco VPN client: /setup/ciscovpn/sample.pcf

e Section: Enter the section heading without brackets.

o Key: Enter the keyword.

e Value: Enter the value you wish to assign this keyword. You may enter spaces, a separating
character and multiple parameters, as shown in the example above. For example, for keyword2”
you would enter: valuel, value2, value3 ;comment

Click Add.

= To delete individual keywords

Enter the File, Section and the Key you want to delete. Leave Value blank. This keyword will be
deleted from the file.
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= To delete entire sections

Enter the File and the Section you want to delete. Leave Key and Value blank. This section will be
deleted from the file.

In the Advanced options dialog box you set global settings for all Thin Clients. To set settings for a
Location category, Group category or individual device, click with the right mouse button on the icon
in tree view, select Properties from the context menu and click the Advanced file entries tab.

Settings from a lower level overwrite higher-level settings.

Advanced File Entries

Advanced options
Devices| Update| wake Onlan] Files  Advanced file entries | Rules |
File | Section | Key | Walue
< | =
Add Beplace | Delete |

Figure 116: Advanced Options > Advanced file entries

This dialog allows to edit configuration files and transfer them to the clients.
The entries must have the following format:

File
Section
Key
Value

File
Section
Key
Value

: Isetup/terminal.ini

: Global

: ActionlfNoAppRunning

: 0]1)2|4]8|16

The values mean:

0 = no action, 1 = restart, 2 = exit, 4 = logoff,
8 = lock, 16 = close VPN tunnel.

: Isetup/terminal.ini

: Global

: ActionlfNoAppRunningDelay
: #sec

If #sec is greater 0, a message will be displayed. The user can cancel the action
within the number of #sec seconds or confirm. If the message is neither confirmed nor
cancelled, the action will be performed after the set value.

If #sec is 0, the action is performed immediately.
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6.8.7 Windows Registry Entries
Even entries into the Registry for Windows-based Thin Clients can be set in the dialog "Advanced Options"
> Advanced File Entries.

e For File enter the text #CEREGISTRY for Windows CE clients, for Windows XPe/WES7 clients enter
#XPEREGISTRY.

e For Section enter the key name.
e For Key enter the name of the key.

e For Value enter the value of the entry. Without futher input the value is entered into the registry as a
string of characters. To enter a DWORD value, please enter the text DWORD: to precede the
hexadecimal value. To enter a multi-part character string, please enter the text MULTI_SZ: to precede
the list. The first character of the list will be used as a delimiter.

Example:

In a Windows XPe/WES7 based client the following Registry entries are to be set:

ﬁ Registrierungs-Editor

Datei Bearbeiten Ansicht Favoriten F

. UniCen “ || Mame Typ Wert
o | UniversalViewer ab] (Standard) REG_SZ (Wert nicht gesetzt)
' EEF:”EI.HEA Progra ab] Text REG_S5Z Zeichenfolge
P ¢ vrrign 54 Zahl REG_DWORD 0x000012af (4783)
; VYMware, Inc. - .
. :rrr - .i'_"] Liste REG_MULTI_SZ Textl Text? Textd
Computer\HEKEY_CURREMT_USER\SoftwaretUniCon
At the console these settings are required:
File Section Entry | Value
#XPEREGISTRY |HKEY CURRENT_ USER\Software\UniCon | Text | Zeichenfolge
#XPEREGISTRY |HKEY CURRENT USER\Software\UniCon | Zahl DWORD:000012af
#XPEREGISTRY |HKEY CURRENT USER\Software\UniCon |Liste |MULTI SZ.@Textl@Text2@Text3

6.8.8 Rules

— After terminating the lazt application execute the fallowing action

Advanced options |

Devicesl Llpdatel Wake On L.-'-"-.NI Files I Advanced fle entries  Rules |

<Muo action:

=

<Mo action:
Logoff the actual user
Restart the device

iSwitch off the device
1 Lock the device
T erminate the YFM tunnel

Figure 117: Advanced Options > Rules

This option provides a small selection of actions which are to be performed after the last application has
been closed. Default is: No action.
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6.8.9 Partitions

It is possible to change the partitioning at the client.

x
Gerétel Llpdatel “Wake On L.-'-‘-.NI Dateienl Enweiterte Dateieintréigel Fegeln F'artitiu:unenl
— Patitionen
Root | J | 128 ME
128 a7
Hame J | 0 ME
0 4096
Swap  [2 =1 wRAM (bei Flashgribe > 512 MB)

Figure 118: Advanced Options > Partitions
Requirements:

e Thin Client with eLux NG (eLux RL is not supported)
e Harddisk (e.g. eLux NG for PC)

This option allows to create a writable partition on
the harddisk. For the standard Thin Client operation

2 Execute/Schedule command for device Germany.Ka...

this functionality is not necessary. Please be aware Command s
that it requires expert knowledgle of the local Linux
operating system. [ Irfamn user for | 0 sec

Rightclick a device and select Update to execute the
command Format. After formatting the defined
image is automatically installed.

[T | The user cancancel the command
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7 Organisation Structure, Screen Elements, Main Window,

Passwords

By default, the left-hand side of the Scout Enterprise main screen displays a tree view of the managed
Thin Clients (devices”). The first time you log on, the only elements visible are the default Applications

and the default organization unit = Lost&Found.

Scout Enterprise - [DOKU2% administrator@Sco

:_:J File Edit Yiew Options Security  Window 7

e x| Blal 82

Applications
Lost & Found

Click on the plus to expand Lost&Found.The ﬁ Lost&Found” unit appears. Expanding this unit
displays the Application and ﬁ Organisation Unit.

Scout Enterprise - [DOKUZ' administrator@ScoutNG - Database
;ﬂﬁile Edit  Wiew Options  Security  Window 7

Bl x| Blal 82
+- W3 Applications |F‘rDEert::
B Al Qrganisation unit, .,

Pronarkiac

Applications and organisation units can again be added to each organisation unit. Devices can be
assigned to each organisation unit, too. (In former Scout versions devices could be assigned to
groups only.) Later on your screen might look like this:

Scout Enterprise - [---- Workgroup ---- : TEACHER \ingrid@Microsoft Jet Database Engine {MDB}]
_Sﬂ File Edit Wew Options Security ‘Window 2
2wl x| Blu| 8|2] of = |
Applications Propert | vale |
doku Narnie HP5745
e viewwd Tonitor info P19-3P; FUS; YESX3050351
B o K Resolution Auta
=l m Lost & Faund Screen info 1280x1024x16@a0
: Lost & Found Skakus Switched off
fonlicati MAC address O01F16F341ER
[TEAE ARPICAHons TP address 217,160,115.103
% Dewvices Host-10 6440-5503-2570
=] m GErTArTy EMmage hprecovery. idf
F_'l Applications Administration Yes
-2 Devices L Corfiguration Device HPS745
.;r B karlsruhe Manager ) . 217.160.115.39
EI applications ;Z:ngmsatlon unit Germanyikarlsrube
- % evices Infoz
> dhcpio4 Info3
2, dhep106_2 Last Update Man Jan 16 09:22:24 2010
= HPS74& S Last State Update successful
=L 515543 Serial nurmber CMYI330BRN
= wdhcpl0S ;VPE ?g;‘lthB
LB wdheptns 2 ain mEmary
Hied E h HONCRRLaZ Flash memory 155 ATA Flash Di
I:—]m Misdersachsen FU 1662 MHz
H Bios FEERE w0, 1653
Supplier Hewlett-Packard
8 dheptoz Device bype hp 5745
% dhcplas Creation date Tue Jan 12 10:57:50 2010
P : wersion \5.0-
i Bl plexT tor_2
2 p#- exlerminator_ Container Uc_RL
= m - Dilicense eLux (Scout builtin) (ZYSMSFT210KZP)
Applications Flashsize 1.00 GB
w8 Devices Lask Contact Man Jan 16 12:24:45 2010

Figure 119: Scout Enterprise Main Window
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The left-hand side is the tree view showing the hierarchical structure. If you select an element, its
properties are displayed in the right-hand window. Hence, the right-hand window is called the
Properties window.”

Some essentials about working with the main window (tree view):

e Scout Enterprise organizes the devices hierarchically. Individual devices are grouped into Organisation
Units

ﬁ Organisation Units, which each contains
i Applications
2 Devices
and as an option further organisation units.
Devices are represented by icons. The different colors represent the state of the remote device:

2 Green: Device is turned on and ready

2 Red: Device is turned off or unavailable

2 vYellow: Desktop is being initialized

2 White: Update is running

£ Grey: Device cannot be managed due to insufficient number of licenses

e The Applications category lists the individual applications defined for a group.

e With the drag-and-drop function you can move individual devices and application definitions
from one organisation unit to another. Devices are automatically assigned the properties of the
new organisation unit.

e CTRL + drag-and-drop copies applications from one ou to another.

e Each organisation unit can be configured, that is, properties and applications can be assigned.
When you add a new device to an organisation unit (either a new entry or an existing one via
drag-and-drop), it automatically receives the configuration of this organisation unit.

e You can disable the tree view to display the devices in a list. From the View menu, choose
Devices. List view displays the devices without icons. Click the column header to sort. Click on
the same column header again to sort in reverse order.

e Use Edit menu > Find or CTRL-F to find text in the tree view. Click to select Find in Properties”
to find text in the properties window.

e Intree view, click View menu > Adjust to select which properties are to be displayed in the
Properties Window. In list view, rightclick the Properties window to to select which columns are
to be displayed.

7.1 Passwords

We differentiate between two passwords:
e Local device administrator password of the user name LocalLogin
e Scout Enterprise administrator password to log on to the Scout Enterprise management tool.
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7.1.1 Local Device Administrator Password (Thin Client Password)

i1 eLux [Herman, 217.160.115.100]

[ applications Configuration | Setup

Metwaork Desktop Screen Molse ir e oLty l4||||

Password |*****

Permissions

|—Lc:-cal seCUrity

Password confirmation |*****

Figure 120: Setting device password on Thin Client running eLux

The Thin Client password is the password on the local device. It can be changed by going to Setup >
Security on the Thin Client, clicking on Edit under "Local security settings" and changing the
password. By default, the Thin Client password is set to elux (all lowercase).

The device password is required to verify access rights. For example, Scout Enterprise requires you
to know the Thin Client password when you change the Thin Client’s configuration or perform some
other management action on a Thin Client (client discovery, update, etc.) to verify that you are
allowed to configure this device. Thus, you must know the Thin Client password in advance to enter or
update devices.

Using base setup E
Drives I Printes | Mouzesfeyboard I Hardware I
General I Metwork i Screen Security Firrwsare I Multimedia i Desktop I
User properties

Local security settings

Edit | Bazzword Iﬁ

¥ Allow remote %11 clients  Password confimation Ixxxx

Figure 121: Setting device password using Scout Enterprise

Once you have entered devices in Scout Enterprise, your access rights have been verified. You can
then change the Thin Clients' password using Scout Enterprise.

1. To change the Thin Client password in Scout Enterprise, go to Options > Base
Configuration > Local security settings > Edit.

2. Enter the new password in the Password box. Repeat in Password Confirmation.

When you click OK, all active devices (currently turned on) are automatically assigned the new Thin
Client password. Devices that are currently turned off are assigned the new password at next system
start. Note: This affects only devices that have already been entered in the Scout Enterprise software!
It does not verify your access rights.

Note: Changing the Thin Client password from the default elux prevents unauthorized device
configuration by the local user.
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7.1.2 Scout Enterprise Console Password

The option Change server password in the Options menu is only active if the option Activate
Administrator Policies in the Security menu is disabled. We recommend to enable Administrator
Policies (see chapter 10 Multiple Administrator Policy). Then the server password is identical to the
password of your Windows account.

The server password is the password for the
Scout console. By default it is also elux (all
lowercase). To prevent unauthorized access it is

recommended to change it. nl

m File Edit “iew | Options “indow 2

Basze configuration. ..
Dizcover devices. ..

|"l Scout NG - [Scoutl : Administrator . Server : 1

Licence information. ..

Ol pazgword I’“““‘

Mew pagsword I xxxxxxxxx

Confirm pazzword I xxxxxxxx 1

Ok I Cancel

Change server pazsward...
Logaging options. ..
Advanced options...

elias - Settings. ..

Recovery settings. ..

Figure 122: Dialog Change Password

To change the Scout Enterprise password, log on as Administrator and go to Options > Change
server password. Enter the new password in the Change password dialog box.

Attention The Scout Enterprise console password can only be changed in Options > Change server
password. Changing the Scout Enterprise console password does not affect the device administrator
password described in 7.1.1.
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8 Entering Devices

In order to manage Thin Clients, you have to enter their MAC addresses into Scout Enterprise. For ease of
management, there are different ways to enter this information. This chapter contains the information you
need to enter Thin Clients with eLux® NG, eLux® RL or Windows® CE, XPe/WES?7 or into the

Scout Enterprise software.

8.1 Automatic Entry Using DNS Entry

By default, the first time a Thin Client with factory-delivered settings boots, it automatically searches
for the Scout Enterprise server. For this functionality to work, you must configure your domain name
server in advance.

1. Place the Thin Client in the default state (either upon delivery or by performing a factory
reset). See section

2. Onthe DNS server, set the host name "ScoutSrv” (capitalization independent) to the IP
address of your Scout Enterprise server.

3. Confirm that the Thin Client is connected to the network and that a BootP/DHCP server is
running.

4. Turn the Thin Client on.

In the factory delivered default state, the first time a Thin Client boots, it makes a DNS request for the
host name ScoutSrv. If this host name has been set to the IP address of your Scout Enterprise server,
the Thin Client will automatically contact the Scout Enterprise server and enter itself in the default
group (see section 8.6). It will receive this organisations unit's configuration and reboot with the new
settings.

To deactivate this functionality, do not configure the host name "ScoutSrv” on your DNS server.

If you enable the hostname ScoutSrv, due to redundancy you should avoid setting Scout Enterprise
server settings using a DHCP server (see section 8.2 Automatic Entry Using DHCP or BOOTP
Request).

If no DNS server entry for ScoutSrv is found, a First Configuration Wizard automatically runs on the
Thin Client to help the user through the initial configuration. See the eLux Administrator’s Guide for
more details.

8.1.1 Modifying First Configuration Wizard Settings

The first time the Thin Client boots, it looks for the hosthame ScoutSrv. One of the following two
scenarios occurs:

1. If ScoutSrv has been set on the DNS server, the device is automatically entered in the
management software. There is no effort on the part of the user.

2. If no manager is located, the device automatically runs the First Configuration Wizard, which
helps the user through the initial configuration. The user has the option of configuring the
device manually or entering a Scout Enterprise Manager address (or name).

However, it is possible to have both ScoutSrv and the First Configuration Wizard: Start the Scout
Enterprise Console. In the Options menu click Advanced options. The Advanced options dialog
box appears.

1. Inthe New devicesarea click to activate the SmartSrv active check box. Click OK.
2. In addition, set the hostname ScoutSrv on the DNS server.

Now the first time a Thin Client with default settings boots, the First Configuration Wizard runs with the
Scout Enterprise Manager information preset to ScoutSrv.
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8.2 Automatic Entry Using DHCP or BOOTP Request

Another way to automatically enter the device in the Scout Enterprise Server is per DHCP or
BootP server.

8.2.1 DHCP

You can configure the DHCP server to transfer the Scout Enterprise Server IP address (or name) and
a group ID to the Thin Client when it boots. This functionality works for Thin Clients in the default state
(either upon delivery or by performing a factory reset) the very first time they are booted. It also works
for subsequent boots, if you set the Thin Client network settings to DHCP (Setup > Network).

The DHCP server must be configured in advance. You can choose between standard options or
defining a user-defined vendor class. Warning: Choose one of the methods below — configuring both
at the same time can result in errors.

The following examples use the DHCP Manager from Windows 2000. Please note that your user
interface may differ depending on your software.

Method 1: Standard Options

Requirements
e DHCP server from Windows NT 4.0 with service pack 6, Windows 2000 or Windows 2003 Server

This method is supported by most DHCP servers, including older versions. It uses the standard
options 222 and 223. If options 222 and 223 are unavailable, you must use method two.

1. Openthe DHCP Manager (Start > Programs > Administration (General) > DHCP
Manager).

I8 DHCP

chtion Yiew |J¢' -P||><||§|J

1 Display Statistics... wni.unicor-ka. de [217.160.115.33]
E Mew Scope... | Contents of DHCP Server | status
E  Mew Superscope... [ Scope [217.160.115.0] UniCon = Active ™
Hew Multicaszt Scope... | ImiCan (A Server Options

Reconcile All Scopes...
|dnauthorize

Diefine User Clagzes...
Define Vendor Clazses. ..

Set Predefined Options. ..

Al Tasks 4

Figure 123: Setting predefined options

2. Click to select your DHCP server. In the Action menu select Set Predefined Options.
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3. Select DHCP Standard options from the Option classdrop-down menu. Click Add. The

Option Type dialog box appears.

Predefined Options and Yalues

Option class: IDHCF’ Standard Options ﬂ Choose DHCP
Optioh name: IDD2 Zeitoffset ﬂ Standard OptiOﬂS

Edt. | Do |

Drescription: [1IET Nifzet in SMunden
Option Type HE

Class: Global

—Walue

Long:

ID;-:D Mame: IScout MG Server
Data type: m 2} Lrran

LCode: 222

Descrption: IName.f’IF' address of Scout MG Server

Ok I Cancel |
T |
|

Figure 124: DHCP Default Options

Name Enter Scout Enterprise Server”

Data type Select String”

Code Enter 222

Description  Enter name or IP address of the Scout Enterprise Server.

Confirm with click on OK. Click Add to enter another one (optional):

Name Enter: Scout Enterprise Group ID”

Data type Select Long”

Code Enter 223

Description  Enter the Device group ID on the Scout Enterprise Server”

Note: Array should not be selected.

Click OK to confirm.
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Server Options H |

General I Advanced I

Available Dptions | Diezcription :I
O] 075 StreetT alk-Server Lizte der fiir ¢
O 076 STDA-Server [StreetT alk Directory Assistance]  Liste der fiir ¢
222 Scout Server Scout MG Se
223 Scout Gruppen-d 5 oot Nﬁjj
1| | *
— Data entry
Shing walue:
[217.160.115.72

] 4 I Cancel Apply

Figure 125: DHCP Manager — Server Options

4. Inthe DHCP manager, click to select either the server options, scope options or reservations.
In the Action menu select Configure. In the Options dialog box go to the General tab.
(Alternatively: Advanced tab > select DHCP Standard options from the Vendor class drop-
down list.) Configure the two options:

222 Enter the IP address/name of the Scout Enterprise server
223 Enter a Scout Enterprise group ID number for the device
224 or 004 Enter a list of Scout servers
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Method 2: User-Defined Vendor Class
Requirements

e DHCP Manager from Windows 2000 server or Windows 2003 server
e Alternative: DHCP server from another manufacturer that is compliant with RFC 2132

In this method you define a new vendor class, set two new options, and enter the values for these
options.
1. Open the DHCP Manager (Start > Programs > Administration (General) > DHCP
Manager).

DHCP

|
|
=

chtiun Wie |J4--P||><|@|J
1 Display Statistics... vimi.uricorka.de [217.160.115.33]
'E Mew Scope.. Contents of DHCP Server | Statis
E MewSuperscope... Ea Scope [217.160.115.0] UniCan = A ohive #
Mew Multicaszt Scope... IIniCan CE Server Options

Reconcile All Scopes. ..
[Inauthaornize

Define User Clazses. ..

Define endar Cl

Set Predefined Options...

2. Click to select your DHCP server. In the Action menu select Define Vendor Classes.

3. Click Add. The New Class dialog box appears.

DHCP Vendor Classes [ 2] |

Ayvailable clazzes:

o AL

~ " I
Name I Hew Class EHE

bicrozaft Windows 20...
Microsoft Windows 98- | Display pame: J
Micrazaft-Optionen |eLu:-: NG

Description: J

IeLur: MG specific options

1D: Binary: ASCI:
gooo 45 4C 55 58 4E 47 ELUENG

QK. I Cancel |

Display name "eLux NG"
Description "eLux NG specific options”
ID In the ASCllcolumn type ELUXNG” (all upper case). It will

automatically be extended with the binary value (45 4C 55 F8 4E 47).
Click OK.
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4.

Predehined Options and Yalues

Option clazs IeLu:-: MG Choose eLux NG
Option name; I
Add.. Edt. | Delete |
Dezcription: | ‘
Option Type |
—Walue
: Clazs: elux NG
Sting:
I arme: ISI:::uut MG server
[ ata type: IString j | ey
Code: I-I
D escription: IName or IP address of Scout MG Server
| (k. I Cancel

Figure 126: DHCP Default Options

In the Action menu select Set Predefined Options (see Figure 123). Select eLux NG from
the Option classdrop-down menu. Click Add. The Option Type dialog box appears.

Name Enter "Scout Server”
Data type Select "Character string”
Code Enter "1”. If 1 is not allowed, enter 222.

Description Enter "Name/IP address of Scout Enterprise Server”
Click OK and Add to enter a second option (optional):

Name Enter "Scout Enterprise group ID”

Data type Select "Long”

Code Enter "2”. If 2 is not allowed, enter 223.

Description Enter the Device group ID on the Scout Enterprise Server”

Note: Array should not be selected.

Click OK.

Build Nr. 19

176



5.

Not all DHCP servers support user-defined vendor classes. If this is the case for you, please use

In the DHCP manager, click to select either the server options, scope options or reservations.

In the Action menu select Configure Options. In the Options dialog box go to the
Advanced tab. Select eLux NG from the Vendor class drop-down list and enter values for

the two options you just created:
001 (or 222) Enter the IP address/name of the Scout Enterprise server

002 (or 223) Enter a group ID number for the device

Click OK for confirmation.

Scope Options

General .ﬁ.dvancedl

Wendor class:

Uzer clazs:

HE|

IeLu:-: MG

=~

I Default Uzer Class

=~

Available Options

| D escription

S

001 Scout server

] T T .
4

[ - -

Mame or IP address of Scout NG_SIZI
l 3

— Data entry

String walue:

|21?.15|1115.2

o |

Cancel

Apply

Figure 127: DHCP Manager — Scope Options

method one.
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BOOTP
The same functionality is available for a BootP server.

Open the configuration file bootptab” using an editor for UNIX text files. The file is located in the
installation directory of the BootP server (default: .../UniCon/scoutng/bootpd).

Add the following tags to each profile:

~ms message size (fixed)

~ T222 IP address of the Scout Enterprise Server

~ T223 group ID of the device as eight-digit hexadecimal nhumber (important!). For the standard group,
enter 00000000.

Format:

:ms=1024:\

:T222:<Scout NG Server IP address>:-\

:T223:<group ID>:\

Example: Assume IP address of Scout Enterprise Server=192.160.10.11, group ID=26:
:ms=1024:\

:T222=192.160.10.11:\

:T223=0000001A:

If the group ID is not in eight-digit hexadecimal format, it will not work

8.3 Client Discovery Function

Client discovery is an important function that highly simplifies the very first entry of devices.
Information entry takes place in Scout Enterprise. Requirements:
e Devices must be on

e Devices must be running eLux NG
e Devices must have valid IP addresses
e The Thin Client password must be known

The Client Discovery function is based on TCP/IP, so it is possible to discover devices in different
subnets.

From the Options menu, click Discover Devices. The Discover Devices dialog box appears.

Please enter the followir)g: _
Start address: First IP address in the range

Count: Number of IP addresses in the range Start acdress  ([ERNTSERNIN

End address: Last IP address in the range kit [1

Password: Thin Client device password End addiess  |192168.1.10
Destination group: The desired destination group Password |

(=organsiation unit) may either be an

' Dlesgtination group
already defined ou or the default group

- Lost & Found
(ou) Lost&Found. & Lot Foirid
Click OK to begin the search. B Earth
[ Mars

The rest of this section provides important information on the

discovery process. ’—|
Ok Cancel

Figure 128: Options > Discover Devices
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IP address range

You can search the enter network, a subnet, or for a single device by varying the start and end IP
addresses. The search range is restricted to 255.

Destination Group

The destination group is the organisation unit you want to enter the discovered devices in. Devices in
an organisation unit are automatically assigned that unit's configuration. Default is Lost&Found” with
the base configuration.

Alternatively, you can create a new organisation unit. To do this, rightclick anywhere in the tree view
window (but not on an element!). Click Add organisation unit in the context menu to create an ou on
the first hierarchical leve. To create subordinate organisations units, rightclick an existing organisation
unit > Add - Organisation unit.

Configuration
When devices are discovered, they automatically receive the configuration of the destination group.
Password

This refers to the device password currently saved locally on the Thin Client. (The default factory
setting of the Thin Client password is e lux [all lowercase]) The Thin Client password you enter in this
dialog box must match the LocalLogin password currently saved on the Thin Client, otherwise

Scout Enterprise will ignore the Thin Client.

When client discovery is a success, the Thin Client is placed in its destination group and is
automatically assigned a new device password by Scout Enterprise (see chapter 3.5 Security).
However, for client discovery to be successful, you must know which password is currently saved
locally on the Thin Client.

Management address, local configuration and defined applications

Having succeeded in discovering the clients, the IP address of the Scout Enterprise Server is
assigned to the device (on the Thin Client, the IP address of the managing Scout Enterprise Server
can be viewed in Settings > Security > Management). From this point in time, the device is
managed. Every time the Thin Client starts, it will contact the Scout Enterprise Server and apply any
changes to its configuration or defined applications. If the user configures the Thin Client locally, these
local configuration changes remain valid until the next system start (when the Thin Client contacts the
Scout Enterprise Server). If no Scout Enterprise Server can be reached at system start, the Thin
Client uses the previously saved configuration.

When you change the configuration in Scout Entereprise, these settings do not take effect until they
are saved and the devices themselves are restarted. To restart a device remotely, in the tree view
click the individual device or organisation unit using the right mouse button to access the context
menu. Click Restart Device.

Previously Registered Devices

When you run a client discovery, previously registered Thin Clients will not change organisation units.
Rather, their status will be updated.

Advanced settings

If you are having trouble with the discovery function, you may need to adjust discovery settings.

e~ |

Devices | Update| Wake OnLaN] Files | Advanced file entiies| Fules |

—Dizcover devices

M amimum ping time [millizeconds] iﬂ
M aximum dizcover time [zeconds] iEEI

Figure 129: Client Discovery advanced settings
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8.4

8.5

Go to the Options menu and select Advanced Options. The Advanced Options dialog box
appears.

Here you can adjust the device reaction time (pingtime) and total time necessary to discover all
devices (discover time”). Default settings are shown in the figure.

Troubleshooting Client Discovery

Configured devices cannot lose their applications during a discovery. Rather, once they are entered in
Scout Enterprise, all locally defined applications are replaced with the applications defined for their
destination group. To avoid downtime, define the destination group’s applications in advance. A time-
saving feature is application upload. For more information, see Application Upload” in chapter

Reverse Discovery

A reverse discovery is similar to a client discovery, except that management information entry takes
place at the Thin Client

On the Thin Client running eLux NG, go to the Setup tab. In the Security tab enter the IP address of
the managing Scout Enterprise Server into the field S

Manager of the manager settings area. Click on the button [~ Managereinstellungen

Advanced to fill the fields Info 1, Info 2 and Info 3 with

information (optional), such as room number, phone Manager |

extension of user name (e.g.: R 232, ext 10, ...). Gruppe | | e

Group ID refers to the ID of the organisation unit. Default
is 0 (zero) (Lost&Found”). Once organisation units have
been created, the group IDs are listed here automatically.

X Ldschen || Erweitert |

(=1

Click Apply and Yes in the confirmation box for restart.
When the Thin Client restarts, it automatically contacts the
Scout Enterprise Server. If the Group ID is zero (default),
the device is entered in Lost&Found” in Scout Enterprise
and is assigned the base configuration and base
configuration Thin Client password. Otherwise the device
is entered in the destination group and is assigned the

Manager

Name |IP

]’l_.l*

destination group’s settings. See next chapter Fehler! Info1 |
Verweisquelle konnte nicht gefunden werden.. Info2 |
Info3 |
The device’s hostname is used as the device name when Riciiis | Abbrechen |

it is entered in Scout Enterprise.

Figure 130: Reverse Discovery — eLux NG settings

Discovery and Reverse Discovery are two ways to enter devices in Scout Enterprise. It is also
possible to create a profile for the device in Scout Enterprise in advance. In this case, when the
Discovery or Reverse Discovery takes place, the devices are automatically directed to the predefined
profile. More details in chapter 6.4 Reserving Device Profiles..

Reserving Device Profiles

This section describes how to reserve profiles in Scout Enterprise. The devices are not entered until a
discovery or reverse discovery is done.

You create a profile for a single device using the device’'s MAC address. Choose the Group in which
you want to enter the devices (destination group). Click with the right mouse button on its Devices
category. Click Add from the context menu. The Information dialog box appears.

1. Enter the 12-digit MAC address, without hyphens, and click OK.
2. If the MAC address is valid, a Setup dialog box appears. Click OK.

3. A profile is created for the device.
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8.6

Manual entry does not enter a device in Scout Enterprise, it reserves a profile for the device. To enter
the device in Scout Enterprise, either perform a Discovery or type the Scout Enterprise IP address in
the Thin Client’s "Management” field (Reverse discovery). The device will be directly entered in the
reserved profile.

Specifying Destination Groups

If you have not configured your network for automatic entry of new Thin Clients in the Scout Enterprise
Server (see sections 8.1 Automatic Entry Using DNS Entry and 8.2 Automatic Entry Using DHCP or
BOOTP Request), the First Contact Wizard will appear the first time a Thin Client with default settings
boots. The First Contact Wizard is a program that guides the local user through the initial minimum
configuration when neither the DNS server nor the DHCP server has been configured for automatic
entry. The user has the option of configuring the device manually or entering a Scout Enterprise
Manager address (or name).

It is possible for the Scout Enterprise administrator to control the information that will be displayed in
the First Contact Wizard if a Scout Enterprise Manager address (or name) is entered.

For example, you can preset the IP address/name of the Scout Enterprise Server by activating
SmartSrv and ScoutSrv as described in section 8.1.1 Modifying First Configuration Wizard Settings.

In addition, you can control which Scout Enterprise organisation units are offered as available
destinations.

The configuration on the Scout Enterprise Server is as follows: Click with the right mouse button on an
organisation unit to open its context menu. Select Properties > Management. Select Hidden to blend
out the ou in the First Contact Wizard. Select Visible to offer the ou as a destination. If you enter a
password, the user must enter this password to select this organisation unit as a destination.

Properties of organisation unit <Germany > |
[liz] | Frinker I Screen ! Mouzefepboand I Files ! Etediranirnent I
b anagement &dvanced file entries I Rules I U pdate I Statistics I

When a list of organization units iz requested by a client.
thiz organization unit zhould be

with pazsword

Figure 131: Properties dialog box > Management settings
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The configuration on the device running eLux NG is as follows: In the First Configuration Wizard, the
user enters the Scout Enterprise Server name/IP address. The Scout Enterprise Server is contacted
and a list of available organisation units will be retrieved. In this example, the selected organisation
unit is password protected.

22 First configuration for 217.160.115.109
Manager groups

Please select a group from manager Doku , 217.160,115.67
Location/Graup 1D [
—-Berlin
¢ eBerlin 2
- Karlsruhe
= Linicon Research 1
= Lost&Found

‘e Lost&Found 0

Infal

Infa2

Infa3

Please enter the password for this group |************=°1

Help E L < Back j Lﬂext} F lgancel J

Figure 132: First Configuration Wizard

This organisation unit can only be selected if the password is known.

8.7 How Scout Enterprise Determines MAC Addresses

Scout Enterprise identifies devices by their MAC addresses. When the device is managed by Scout
Enterprise, it determines the MAC address as follows:

Network hardware type |How MAC address is determined
ADSL

Ethernet Read from the LAN card

ISDN Host ID (without hyphens) is used as the
Modem MAC address of the device

WLAN Read from the WLAN card

Figure 133: How Scout Enterprise determines client MAC address
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8.8 Views

There are two possibilities to view devices registered in Scout NG: tree view and list view.

8.8.1 Tree View

Tree view is the default. Devices are represented by icons and displayed in a branching hierarchy.

Properties Window

The screen is split in two. The right-hand side of the Scout Enterprise screen is called the "Properties
window” and contains the properties of the currently marked element on the left-hand side.

Click on an individual device to display important information relating to the Thin Client. See 8.8.3 List
of Properties for a description of device properties.

Click on an organisation unit to display the devices in that unit.
‘M scout Enterprise - [DDKUZ' Administrator@ScoutNG - Database]

gj File Edit Wiew Options Security  ‘Window 7
Al x| Bl &2

H Applications Mame | MAC address I IP address | Haost-1D | Image | Adrnini. .. | Co
3| Lost & Found -t e e e “F.160.115.93  3755-5754-2... empfang.idf  Yes D

--f55] Earth Cut
B applications FDDY
22 Devices Faste
=5 Eurcpe Delete. .
B Applications Rename. ..
o B Dy
E H G::::;y Initiate refresh. ..
- applications ate...
% Devices Swikch on...
% empfang.unicon-ka.de Switch off...
[ Betlin Restart deskkop...
m 5 Murnich Restart device...
Em Tkaly Remote Fackory Reset...
#-fei) Mars Send Message. ..
#-f§5] Organisation unit(10)

Management off

Adjust...

Figure 134: List of devices

In the Properties window, click with the right mouse button on a device. This opens the Properties
window context menu for that device. Here you can cut, copy or remove the device, turn the device or
desktop on/off, have a message appear on the user’s screen, or update the device’s firmware.

Hold CTRL down while clicking with the mouse to select multiple devices.

You can move devices to a different ou by selecting and pressing CTRL-X and CTRL-V to cut-and-
paste.

After changing the configuration — such as moving a device or adding a new organisation unit — you
can reload the configuration by clicking Refresh in the View menu or pressing F5.
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To determine which properties appear in this view, open the context menu and select Adjust.

Adjust

Defined

: o

MALC address
IP address
Host-ID
Image
Adrministration
Configuration

b anager
Organization unit
Last Update
Lagt State

Add
Remove
Up

Diown

Bkl

Available

Default prinker
Flazhzize
Infal

Info2

Infa3

Last Contact
License
Location

0s

05 wersion

||

K | Cancel |

Figure 135: Adjust the list view

Select a property from the Available list and click Add to add it to the view. Select a property from the
Defined list and click Remove to remove it from the view. Up and Down allow you to set the order in
which the columns will be displayed. Or you can also use drag-and-drop directly in the Properties
Window to rearrange the columns. These changes will apply to all device categories.

Magnifying Glass

Select an individual device. In the Properties Window, a double-click on a magnifying glass next to a
property displays more information regarding that property.

Resolution Opens the device setup.

Image Opens the image definition file installed on this device using the companion program and
image definition file editor ELIAS. Requirement: You must have previously entered the location of
the container in Menu Options > ELIAS — Settings.

Configuration Opens the configuration assigned to this device.

Last State Opens the update info for this device.
License Opens the information on license type, date of issue and the product id.

8.8.2 List View

You can also choose to display registered devices in a list. From the View menu, choose Devices.
List view displays the devices without icons. Click the column header to sort in ascending order. Click
on the same column header again to sort in reverse order. The following figure shows list view when
seven devices have been entered in Scout Enterprise.

[ 5cout Enterprise - [NDBBING' klaus@5coutNG - Database] o =] 3
__::J Datei Bearbeiten Ansicht  Optionen  Sicherbeit  Fenster 2 = IE ii{j
@| ) | §| ®? |

Mame i Benutzer i MaC-Adresse i IP-Adresse i Host-10 I Image I Verwalt. .. I Konfigu.
ebox 111 Micht verfigbar 44 LS0FDO00E Z17.160,115,111 eboxsap,idf Ja Gerdt e,
uci09_bion Micht werflgbar 00504101BECT 217.160.115.115  5470-2507-9978  eluxhG_1.20-5.0df  Ja Elberge.
DellPC Micht verfighar O00F1FC&E1014 Z17.160,115.110  3494-8248-6822  recoverylarge idf Ja Uberge.
dhcptio 2 Standard 0090DCOS0SES #17.160.115.100 4016-8721-1098  kaus1225.idf Ja Uberge.
SCE Standard 0030050576683 Z17.160,115,105 8911-8563-1054  Simon.idf Kein Flberge.
ucioz Micht wverflgbar Q090003368 Z17.160,115,110 9932-5643-2416  recoverylarge.idf Ja Uberge.
student3 Micht werflgbar 0020EDS2E7SA 192.168.10.131  1136-8163-7504  sie.idf Ja Elberge.
FUTRO_S Standard 00900033043 192,168,10,129  7524-88332-4612  thomas.idf Ja Uberge,

A=l L P e e A 273904 NS Oy AT ALN D AND AN2A 04798 28N Llmamd 288 AR 1= etk A

Figure 136: View > Devices

List view displays the same device properties listed in tree view as well as the device’s organisation
unit. This is especially useful when locating a Thin Client.

For a description of the different columns, see 8.8.3 List of Properties.
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To perform a command on a device, click with the right mouse button to open the context menu. Hold
CTRL or SHIFT down while clicking with the mouse or CTRL-A to select multiple devices. An
alternatiave to the delete command is the key DEL.

If you apply Cut or Copy in the list view of applications or devices, a comma-separated list is created
and stored in the Windows clipboard.

The fields are arranged in the same order as in the list view, e.qg.:
Name,resolution,MAC address,IP address,ou xsDev1,1024x768,0090DC05CEDS8,192.168.10.1,Sales
xsDev2,1024x768,0090DC05CED2,192.168.10.2,Support

If you want to change the separator for the list, the entry CSVSeparator = <value> in the Settings
section of the scout.ini file must be performed. <value> must be the numerical value of the character.

z.B.
CSVSeparator=44 - means a comma',".
CSVSeparator=59 - means a semicolon ';".

8.8.3 List of Properties
Hardware information is read directly from the device. Other information is entered automatically by
Scout Enterprise.

e Name The name as defined for this device. If no name has been defined, Scout Enterprise
assigns the device a default name.

¢ MAC address The hardware Media Access Control address of the device.

e |P address The IP address currently in use by the device. You have four possibilities to set an IP
address: DHCP server, BootP server, Scout Enterprise (using in an individual device
configuration) or locally on the Thin Client itself.

e Host ID eLux NG host ID assigned to the device. This is required for the eLux NG licensing
procedure.

e Image This field relates to software and is the name of the image definition file currently installed
on the device.

e Administration Displays whether device management is currently active or not.

e Configuration To provide the most flexibility, Scout Enterprise is hierarchically based. The
administrator can choose to assign the device an individual, Group, Location or default
configuration. This field displays the configuration currently assigned to the device.

e Manager Displays the IP address of the Scout Enterprise Server currently managing the device.
e Organisation Unit The organisation unit the Thin Client is assigned to.

e Infol, Info2, Info3 Fields reserved for the administrator that can be used to enter device-specific
information. They are described in the following section.

e Last Update Date and time of the most recent firmware update attempt.
e Last State Status of the most recent firmware update attempt.

e Serial number The worldwide unique serial (or identity”) number assigned to the device by the
hardware supplier. It can be used for inventory purposes or provided to your hardware supplier,
such as when requesting a BIOS update.

e Type Product description as set by the hardware supplier (a string).

e Main memory Size of the main memory in megabytes.

e Flash memory A short description of the flash local storage type and size.
e CPU The processor speed.

e BIOS The version number of the bootprom image installed on the device.
e Supplier The name of the hardware supplier.

e Device type The hardware platform.

e Creation date The date the Thin Client was entered in the Scout Enterprise management
software.
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e Resolution Shows the monitor resolution set for the client

e User User name

o Default Printer The printer defined as default.

e Container The container this terminal belongs to.

e Flash size The flash size of the client

e License The device's eLux license key. Double click to display all licenses for this device.
e OS The operating system running on the terminal.

e OS version The operating system version.

e Last contact Time and date stamp of the last time the Thin Client contacted Scout Enterprise.
Note: The information displayed is from the time the console was started. To update the display,
click F5.

e Monitor info shows the current monitor type, serial number etc.
e Screen info shows the current monitor setting

To adjust the list view rightclick the list view area and select Adjust from the context menu. You can
add or remove fields.

The single columns can be moved easily by Drag&Drop.

8.8.4 Info Fields

The information in the fields Infol, Info2,
Info3 is arbitrary and set by the

Properties of device <empfang.unicon-ka.de>

administrator. Choose information that Environment | WPM - Client | Advanced file entries I
eases your management duties, such as Ifo | Piter | Seeen | MouseKeyboad |
user-specific information. Examples e _
include: user name, room number, |empfanguricanka.de
telephone extension, etc. :

Ihfol I.&dam Smith
To set information in these fields, click an

e R . . InfaZ Rioom 232
individual device using the right mouse i

button to open the context menu. Select Inf3 [ext 110
Properties. In the Properties dialog box,
enter the desired information (such as name, room number, telephone extension).

This information is the same as described in section 8.4 Reverse Discovery.
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Recovery

This section describes a Recovery Installation, a useful procedure that resets the eLux RL configuration
and firmware to the factory-delivered state.

You need to perform a recovery in case:

¢ elux RL does not boot

¢ the flash card of the thin client is empty, i.e. does not contain an image
o the password for LocalLogin has been changed and forgotten

e the operating system on the flash is to be replaced by eLux RL

o afactory reset on the image on the flash is required

e an update is to be performed from eLux NG to eLux L (wherby this does not necessarily require a
recovery)

A recovery overwrites the contents of the flash or the harddisk and installs the eLux RL
software. It cannot be undone!

A recovery installation can be performed in 2 different ways:
e via USB stick, if the hardware supports the boot from USB mass storage devices.

e via network, if PXE is supported.

9.1 Recovery via USB Stick or CD ROM with eLux RL live

eLux RL Live serves for evaluation as well as installation of eLux RL via USB Stick or CD ROM.
So you can easily use your "old" PC, Notebook or Thin Client to access your virtual desktop.

On www.myelux.com registered user find in the area Download > CD/DVD/USB Stick Images > eLux RL
Live the following packages:

eLux RL V2 Live Stick incl. Citrix Desktop Receiver
eLux RL V2 Live Stick incl. VMware View

eLux RL V2 Live CD incl. Citrix Desktop Receiver
eLux RL V2 Live CD incl. VMware View

9.1.1 Preparing the Recovery via USB Stick

e From the ScoutCD coming with your hardware please select the menu option "Recovery via
USB Stick".

e Download the zip file on a Windows PC and unzip it into a /tmp directory.
e Attach the USB Stick to the Windows PC.

e Start the file stickwizz.exe to open the following dialog. This StickWizz dialog offers you the
image to be written to the USB Stick.
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¢ Inthe bottom area of the dialog please select the adequate USB Stick and click on Write Image.
B stickWizz 3 X|

— Source Image File

Select the image file to be written to the USE stick:

ation [250 ME]

Reguired; ISE stick »= 256 MB
Cantent; The resulting USE stick can be used az recoveny) or
imitial installation medium for Windows CE.

— Target USE Stick.

Select the LUSE stick to write the image file:

|USBO1 (506 ME) [ | wieimage |

Remove data

T
e

Cancel

"StickWizz" for eLux RL Recovery Installation

StickWizz prompts a message of successfull write procedure.
The USB Stick now contains all the files required for a recovery installation at the Thin Client.

9.2 Requirements for Evaluation

- PC/ Notebook with the option to boot from USB or CDROM
- Ethernet with DHCP
- Infrastructure for Citrix XenDesktop or VMware View.

9.3 Procedure for Evaluation of eLux RL V2

To evaluate whether eLux RL V.2 will run on your system, you can boot directly from USB stick or CD. This
has no effect on the operating system and data on the harddisk.

1. Configure the BIOS of your client to boot from the corresponding medium.

2. Store the required eLux RL V2 Live Image (see above) to an USB Stick or CD and connect it to your
client, in order to start the boot procedure.

3. Select the required option from the eLux RL Live boot menu. Choose the first option for evaluation.

eLuxRL 2.0 Live © 2009 UniCon
Software GmbH

Boot eLuxRL from USB stick *
Install eLuxRL on hard disk from USB *
Install eLuxRL on hard disk using TFTP

* - for CDROM the menu is accordingly

4. After the successful boot of the eLux RL Live system the dialog appears for login to:
a) Citrix Xen Desktop or
b) VMware View
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Please note: eLux RL may be configured as you like, whereby the configuration will not be saved due to the
eLux RL Live version. The management of the client by Scout Enterprise is not possible with the Live
version of eLux RL.

9.4 Procedure for Installation of eLux RL V2

Proceed as described in chapter 1.2, however, select the second option from the eLux RL Live boot menu
for the installation from USB stick or CDROM.

In this case both the operating system and all data are deleted from the hard disk. The procedure
corresponds to a recovery installation.

After successful installation eLux RL V2 can be configured, the configuration data being saved. The client
can be managed by Scout Enterprise.

Please note: The third option in the eLux RL Live boot menu requires a Scout Enterprise infrastructure with
DHCP settings for PXE boot and can be used by devices, which have no PXE boot option. The fourth boot
option starts the operating system installed on the hard disk.

9.4.1 Individual adjustment at USB Sticks

The eLux RL V2 live stick comprised the folder "container”. At this folder you will find the eLux —
Softwarepackages and the Imagefile recovery.idf. With ELIAS you can proceed this container. Do not
change the Imagefile name recovery.idf. This procedure replace the image factory.

9.5 Recovery via Network (PXE)

A recovery via network requires that the BIOS of the client and the BIOS of the client's network card
support PXE (Pre-Execution Boot).

9.5.1 Required Components for the LAN Recovery (PXE)
e A Thin Client with BIOS supporting the Pre-Execution Boot Environment (PXE)
e A Local Area Network (LAN) connection

e The ScoutCD coming with the hardware or to be downloaded from www.myelux.com. eLux® RL
as well as Scout Enterprise Version 10 and all required tools and documentation are provided
on the CD and on the website.

e A DHCP Server for Windows 2000 or Windows Server 2003.
e ANnFTP or HTTP Server.
e The TFTP Server from UniCon Software which is also included on the ScoutCD.
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9.5.2 Preparing the LAN Recovery (PXE)

Scout Enterprise provides all the required components to perform a recovery installation via network in
an easy and comfortable way.

If you do not already use Scout Enterprise, please follow the installation instructions in chapter 2.5 of
our "Scout Enterprise Administrator's Guide". Select the recovery components during the install

procedure.

Besides, a TFTP server is being installed (by default the installation directory is:
.../UniCon/scoutng/tftpd), which is integrated into your system as a service. Please make sure that no
other TFTP server is running on your system at the same time, because the recovery would not work

in this case.

1. Edit the recovery settings in Scout via the menu
Options > Recovery settings

Recovery settings

Pratocol HTTFP *

Server  |217.160.115.117 Prosy |
Fath |e|umg.n’_CElNTAINEF|_ Prosy port |
Uzer |e|u:< Pazsword |""""

¥ User must confim

Image file |recovery.idf

[ Use optional partition data IV Show recavery menu

W Recovery for eLux AL

0K | Cancel

Protocol:

Server:
Path:

User:

Image file:

Proxy:
Proxy port:

Password:

FTP or HTTP

Use one of the FTP or HTTP servers existing in your network. If your network
should not provide any of these, use the Apache HTTP server integrated on the
eLux NG CD-ROM (free).

IP address of the FTP or HTTP servers

Default: _ CONTAINER___
(see our description of the container macro below)

Even if your server does not request a user name or password, these fields must
be filled — enter elux (uncapitalized). An FTP password allows for symbols —
e.g. @ for the anonymous FTP login.

Default: _ SIZE
(see our description of the size macro below)

IP address of the proxy server. If there is none, leave it blank.
Port of the proxy server. If there is none, leave it blank.

optional

2. Finally, you have to configure your DHCP Server to provide the bootfile name and the address of
the boot server (TFTP server):
e Logon to your PC as administrator

e  Open the DHCP Manager.
Start > Programs > Administrative Tools > DHCP

¢ Inthe DHCP manager, go to the dialog box for configuring options.
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Click to select either the server options, scope options or a reservation. In the Action menu
select Configure. In the Options dialog box go to the General tab. (Alternatively:
Advanced tab > select DHCP Standard options from the Vendor class drop-down list.)
Configure the following options:

003 Router: Enter one or more router IP addresses
006 DNS Servers: Enter the DNS server IP address

015 Domain Name: Enter the DNS domain name

066 Boot Server Host Name: Enter the IP address of the TFTP server
067 Bootfile Name: Enter pxelinux.0

This completes the DHCP server configuration. These settings can remain on the DHCP
server without affecting normal network operation.

9.5.3 Performing the LAN Recovery (PXE)

A recovery is initiated on client-side. Initiate the recovery procedure via PXE by booting the client via
LAN. If the client should not boot via network, please check if the First Bootdevice in the BIOS has
been set to LAN. Many clients provide a boot menu where you can select the medium to boot from.

See the documentation included with your Thin Client to see what situation applies to you.

e The recovery starts. Do not turn off the Thin Client during a recovery!

iEthermet Sound Adapter

ATTENTION: This installation will destroy all data on your disk?

Please select target medium for installation:
[ 11 UMuare Uirtual IDE Hard Drive (1048 MB)

[ § 1 Quit installation

o After a successful boot, a “Success” message appears and the Thin Client restarts.

9.6 Troubleshooting

In general we recommend to consult the server log files for troubleshooting during a recovery procedure:
.../UniCon/scoutng/tftpd/tftpd. log (setting DEBUG=5 for TFTP), rsp. the DHCP server log

file.

During a recovery, package installation will be displayed graphically. You can press CTRL — ALT — F4 to
leave graphics mode and switch to a text screen. This is useful for troubleshooting, to view any error
messages that may be displayed.

Problem:  After beginning a PXE recovery, a DHCP time-out occurs and the terminal just boots.

Solution:  The DHCP server failed to respond. Check the network connection. Check the DHCP
server’s log file for the client to receive an IP address. Adapt DHCP Server settings if
necessary.

Problem:  The terminal begins a PXE recovery, then boots normally or displays a TFTP time-out error:
TFTP open timeout

Solution:  The TFTP server failed to respond. Check if the TFTP server is available. Check the log file
of the TFTPD daemon. Check the router/gateway and boot server settings for DHCP/BootP.
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Problem:

Solution:

Problem:

Solution:

Problem:

Solution:

Problem:

Solution:

After beginning a PXE recovery, the following message is displayed:
TFTP Error — File not found

and the terminal just boots.

The TFTP server failed to send the bootfile (pxelinux.0). Check bootfile settings for your
DHCP server and TFTP server log. Check access rights for the TFTP server’s root directory.

Recovery stops. The screen is black and displays:
could not find kernel image: eluxrl._krn
boot:

The TFTP server failed to provide eluxrl.krn. Check the TFTP server log. Check access
rights for recovery files. If necessary, copy this file from the recovery folder on the ScoutCD
to the TFTP server root directory.

Recovery stops. The screen is black and displays:
could not find ramdisk image: ramfs.rl
boot:

The TFTP server failed to provide ramfs.rl. Check the TFTP server log. Check access rights
for recovery files. If necessary, copy this file from the recovery folder on the ScoutCD to the
TFTP server root directory.

Recovery hangs. The screen displays:
ec = 406

éidx—library.-.-

or it displays:

failed http://user:password@webserver
or

failed ftp://user:password@ftpserver

Transfer of the recovery IDF via FTP or HTTP server has failed. Wait for the FTP or HTTP
time-out to occur. Check the address shown in:

failed http://user:passwort@webserver

or

failed ftp://user.passwort@ftpserver

If necessary, change the parameters in Scout Enterprise, Options > Recovery settings.
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10 Multiple Administrator Policy

Administrator accounts may be set to the Windows accounts which are currently in use on the
machine. To allow multiple administrators, Windows accounts are required. By default, this feature is
not activated.

10.1Activate Administrator Policies

= To activate the multiple administrator policy:

1.
2.

Log on to Windows using the same account you used to install Scout Enterprise.

Open an administrator session to Scout Enterprise.:
Start Scout Enterprise by double clicking the desktop icon or by selecting Start menu >
Programs > Scout Enterprise.

In the Login dialog box enter the following:

User Select Administrator.

Password Enter the password you set (default: e lux).

In the Security menu select Activate administrator policies. A dialog box appears. Please read
the information in the dialog box carefully and click OK.

You will automatically be logged off and requested to log on again, this time with the Windows account
that was listed in the dialog box. This account is the user with all rights to Scout Enterprise.

If this function is activated, the menu Options = Change server password is disabled.

Attention: You can only change the permissions if the ‘Multiple administrator policy’ is activated.

10.2Adding Administrators

= To add administrators

1.
2,

In the Security menu select Manage administrators.

Click Add administrators, the initial administrator profile dialog is displayed.

Initial administrator profile

Wwith which profile should the new admin be created?

% Minimum access [Objects not visible, menus not allowed§

€ Maximum access

" Copyof ID[}KI_IE" drminiztiator j

QK. I Cancel |

Within this dialog you can decide which initial profile the administrator should have.
Three options are available.

e  Minimum access
The added administrator has no permissions to menus and all objects are not visible to him.

¢ Maximum access
The added administrator has full control.

e Copy of existing administrator
All permissions of the existing administrator are copied to the added administrator .

Select one of the options and click OK.

Then the standard Windows permission dialogs are displayed to add a new administrator.
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Note: At the time being within this dialog only one administrator can be added. If you select more than
one only the last one is entered to Scout Enterprise. Repeat the procedure as often as you want.

Once you have added a new administrator this administrator is able to login to Scout Enterprise.

Please be aware that only users of the domain can be added as administrators, and only these users

can login to Scout Enterprise.

The new administrator can be assigned Default object rights as well as a Root organisation unit. If
the latter has been assigned only this organisation unit and the subordinate organisation units are

displayed when starting Scout Enterprise Console.

Pl

Administrator permissions

DOk 2% dministratar

Root organisation unit E

W Usze the fallowing raot organisation unit

ILl:-st % Found / Lost & Found

Organisation unit selection E

N

Ok I Cancel |

=B Lozt & Found

: [ Last & Faund
E Earth
- Mars

oK

Cancel

Add administratars...

Edit baze permizzions.

Delete administratar

Set root o,

Default object rights..

Monitoring lewel

ILeveI I}

=

Cancel |

Figure 137: Add administrator > Set root organisation unit

Possible messages:

On Windows 2000 computers the following message may appear. This is because the normal” Windows
user does not have the right to logon interactively from a program.

Should this message be displaved again?

& Due to missing privileges the passthrough mode was Forced.

-Yes » Continue (this message will appear again on nesxt login)

-Mo 1 Continue (this message will not appear again)

 -Cancel ! Quit the login process

Mein

| abbrechen

If a message ‘Error while connecting database. (unknown) could not be used; file already in use

appears, the user who tries to logon must be a member of the ‘Power user’ group.
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10.3Setting Administrator Permissions
There are three different kinds of permissions
e Base permissions: These permissions control the main access for the administrator.
e Menu permissions: These permissions control the menu access for the administrator.

e Object permissions: These rights can be set for each organisation unit.

© To change the basic administrator permissions
1.In the Security menu select Manage administrators.

2. Select an administrator and click Edit base permissions. The Administrator permissions
dialog box displays the rights which can be set (Full access) or cleared (No access).

= To change the menu permissions
1.In the Security menu select Menu permissions.

3. Select an administrator and click Edit menu permissions. The Menu permissions dialog
box displays commands available in the main menus and context menus which can be set
(Full access) or cleared (No access).

= To change the object permissions
1. Select a Location, Group or individual device.
2.In the Security menu, select Object permissions.

4. Select an administrator and click Edit object permissions. The Object permissions dialog
box displays the rights which can be set or cleared.

5. If you clear the ‘Visible’ right the object is not longer visible in the tree view of Enterprise.

If you clear any right for an administrator it is not longer accessible for this administrator.

Restriction: It is not possible to restrict access to the last user with administrator rights. This is to
prevent from being locked out of the Console.
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11 Command Menus

This section is meant as a reference guide for the various commands. Cross references to more detailed
information elsewhere in the manual is provided when appropriate.

11.1Main Menus

The menu commands are context sensitive, that is, only those commands will be displayed applying
to a selected element.

Elements can be:
e Organisation Unit
e Applications
e Device categories
¢ Individual device
¢ Individual application in the tree view or in the Propertes window.

11.1.1 File Menu

File > New
Creates a new screen element based on the screen element that is currently selected.

File > Export / File > Import

Below figures show the areas which can be imported rsp. exported.

File | Edit  Wiew Options Security 7

[ | Mew (Device) Skro+
Mew base ou Properties
ile >
Export L Advanced options. ., File > Export
Irpork r Biase configuratian. ..
&pplication upload, .. Properties. .
Configuration. .

0 Print... Strg+P

Prink Prawisim

Export of devices into a csv file:

Version a) via the list view: Select the 3 columns, then go to Edit > CSV-formatted clipboard.

Version b) via Scout Report Generator: select the 3 colums via "Layout”, see the separate Scout Report
Generator manual.
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File | Edit Yiew Options Security 7

] Mew (application) SkrgHh
Mew base ou
Export 4
| Import 4 Advanced options. ..
B i kicon. ..
File > Import Application upload. .. S5 SO Sl
Properties...
o :
i Brint... Stra+f Configuration. ..

Print Presiew Applications. ..

Print Setup... Devices...

Console management L4

Logoff

Exit

The csv file for the import of devices consists of 3 colums: MAC address, name, organisation unit.
Example of a csv file:

MAC address name organisation unit
00199985F675 S450-1 NameOfOrgUnit
00EQC5422A2E nexeed-i NameOfOrgUnit

Note: If the MAC address of a device registered in Scout already exists in the csv file to be imported,
then this device will only be moved to the organisation unit stated in the csv file.

All the export and import functions can either be performed via the Scout console or via the scmd
interface (see chapter 12.2 and following).

By exporting one of the above mentioned areas files, which contain the data, are created in xml format.
Each area is defined by an individual file extension.

Configuration of OU's: .oustp
Configuration of devices : .devstp
Properties of OU's: .oupro
Properties of devices : .devpro

Properties of applications: .apppro

These files can be edited by means of the program "Configuration editor". The installation of Scout
creates the link in the Windows start menu "Start > All Programs > Scout Enterprise > Configuration
editor".
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File > Application Upload Application upload =]
Uploads applications from a Thin Client to an organisation unit. IF name or P address of the device
Previously defined applications in the ou are deleted. j00.0.0

Enter the IP address or host name of the source device. The Destination group
source device can be any Thin Client available over the network

and does not have to be a device currently entered in - Gemany
Scout Enterprise. Select the ou to upload the applications to. - B;:BTSECHSB“
E.

Click Start to begin the upload.

File > Print

Prints a list of all devices registered in Scout Enterprise. This EE
dialog box may vary depending on the printer you select. -

File > Print Preview
Previews the device list.

File > Print Setup

Allows you to choose the printer, paper size and orientation, and paper source. This dialog box may
differ depending on the printer you select.

File > Console Management
Each console being opened by an administrator, registers to the Scout database. The registered
consoles can be displayed by the menu option Console management. The functionality is described
in detail in chapter 11.4 Console Communication. The sub menus are:
Close console
Send message
Manage consoles
Manage commands

File > Logoff
The currently logged in administrator is being logged off. To logon again a password must be entered.

File > EXit
Logs off from the Scout Enterprise Server and quits Scout Enterprise Console.
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11.1.2 Edit Menu

Edit > Properties Edit
Allows you to edit the properties of the selected organisation group Properties. .
or individual device. Allows you to modify the configuration of an Configuration. ..

individual application definition.

Eind...

Edit > Configuration

Configures the setup of an organisation unit or device distinct from the base configuration. The
element you are configuring it for is displayed in the title bar.

Use Parent

When this check box is selected (General tab), the individual device or organisation unit uses the
configuration of the element directly above it in the hierarchy. For example, an individual device will
use its organisation unit's Setup. When Use Parent is selected, the rest of Setup on this level is
disabled, as configuration information is taken from the next higher level in the hierarchy. Deselecting
the check box re-enables Setup on this level.

See chapter 3 Management on the Setup Level, for detailed information on configuration settings.

Edit > Find
Use to find text in the tree view. Click to select Find in Properties to find text in the properties
window. Keyboard shortcut: CTRL-F.

Starting with V 9.4.0 it is possible to search for switched-on devices and switched-off devices. Enter
"on" or "off" in the "Find what" field. Click on "find next" and one after another the "on" or "off" devices
will be displayed in the Properties window.
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11.1.3 View Menu

View > Devices
Switches between tree view and list view. List view displays the devices without icons.

By selecting one or more devices in the device view you can copy the device data to a CSV-formatted
clipboard by clicking Edit in the context menu.

Edit 3 BEMAME .\

Delete, .,
Properbies ..
Initiate refrest,.. Cut
Refrestdevice status.. . Copy

FPaste

Sebum. .

Application upload. .,

Insert the data into any editor for further processing.

View > Toolbar

To show the toolbar, activate the option. Dievices
il x| Rlnl @] T
The toolbar icons allow one-click access to the following commands: w Shatus Bar

New, Configuration, Properties, Delete, Refresh, Discover, Print, Help. & chedule

i Update hiskory...
View > Status Bar Update hiskory

When selected, displays the status bar at the lower edge of the Consale log
Scout Enterprise Console window. Server log
Ready | 3 Devices), 10 Application(s) | |riira | o Elias NG...
Shows the state of a current process, and the number of devices and Language selection
applications. :
e [
View > Schedule RETEas,
Overview of the planned tasks. Also allows you to set global tasks that g
will affect all entered devices. Srout Enterprise - Entities, .

Configuration Yiew

View > Update history

Displays the date, time, device name and status of updates. It cannot be altered and includes all
updates made from the time Scout Enterprise was first installed. It can be used to check update
status, that is, whether an update was successful (done”) or not (error”). To view the update history,
Scout Enterprise Console and Scout Enterprise Server must be installed in the same directory.

View > Console Log

Allows you to view, but not alter, the Scout Enterprise Console log. Viewing the log file may be useful
for error tracing or problem solving.

View > Server Log

Allows you to view, but not alter, the Scout Enterprise Server log. Viewing the log file may be useful
for error tracing or problem solving.

Attention To view the server log, Scout Enterprise Console and Scout Enterprise Server must be
installed in the same directory. See section
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View > ELIAS
Opens the ELIAS image builder program. See chapter 5 Management on Firmware Level.

View > Language selection
Changes the language of the Scout Enterprise Console. Available languages: English and German.

View > Adjust

In tree view, allows you to select which properties are displayed in the Properties Window (note: Click
in the Properties Window to activate this option.) In list view, allows you to select which columns are
displayed. For a description of properties, see 8.8.3 List of Properties.

View > Refresh

The configuration is reloaded from the Scout NG Server and displayed. Keyboard equivalent: F5.
Alternatively, you can click Refreshin the toolbar (see above).

View > Settings
To set the intervals in which the console is to refresh the device status.

|

— Refrezh the dizplay of all vizible devices

¥ In the tree view evern i i
W I the list view every i 10 s

— Statug Bar
¥ Refrash the summary every 3 s

— On congole start

v Display the last selected elemert

¥ Check independent configurations

Cancel |

Figure 138: View - Settings
Background: In former versions of Scout the server informed the console about the device status (e.g.
changing from green to red). Now the console refreshes the status automatically by a periodic query
of the database.

Further this dialog box contains the option Check independent configurations. When enabled, all
subordinate independent configurations will be checked as soon as a configuration has been modified.
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View > Scout Enterprise Entities
This dialog enables to enter for a server a threshold value for the system CPU load. Default is 99%. If
the cpu load exceeds this threshold value, the Scout Enterprise Server closes its ports and will not
server any more clients. A console which might be open will get an alert message. The alert icon in
the status bar changes from white to yellow.

SCOULMNG - Instances B

Properties of the instance E3

Pleaze enter a threshold value for the system cpu load

Cancel |

O

Edit

ID_| Type | Address | Status | CPU Threshald |
2 Server 21716011567 Running 93
3 Console 21716011567 Running Mot available

Cloze

View > Configuration View
This option shows a third area below the properties window. The configuration hierarchy for the

selected organisation unit or the selected device is displayed in this area.

Figure 139: View — Scout Enterprise Entities

“‘. Scout Enterprise - [DOKUZ' Administrator@ScoutNG - Database]
M File Edit Wew Options Security ‘Window 7

Bln| &9

% Devices

2 applications

Lost & Found
Earth
Applications

- Applications

' Mouse-fKevboard

Properk | Yalue

Info 1

Info 2

Info 3

j(s] 3
Eupdate Advanced options
) 5creen Base configuration
L Printer Base configuration

Base configuration
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11.1.4 Options Menu

Optionen  Sicherheit  Fensker 7

Basiskonfiguration. ..

Options > Base Configuration
Gerate suchen, ..

Default configuration settings. See chapter 3 Management on the
Setup Level, for information on configuration. Lizenzinformation. ..

Options > Discover Devices SEryErREnTOrt andsrr,
Client discovery procedure is an important tool which enters Thin Er':'t':fk’:'"'er”ng_mpt":'nen'"
Clients (devices) in the Scout Enterprise software automatically, ErHEIEEE SRR
greatly saving a large amount of work. See section 8.3 Client Zieldatetvorlagen. ..
Discovery Function,for a detailed description of the discovery
procedure.

elias - Einstellungen. ..

Recovery - Einstellungen. ..

Options > License Information
Displays all Scout Enterprise licenses. You can enter a new Scout Enterprise license or activate an
existing one.

Options > Change Server Password
Allows you to change the Scout Enterprise Administrator password. See section 7.1 Passwords. This
option is disabled if the option Activate Administrator Policies has been enabled (Security menu).

Options > Logging Options
Allows you to set log detail information for Scout Enterprise Server and Scout Enterprise Console.

You can choose from the following settings: Jetailed |

e Nolog

e Llog

e Detailed log Highly detailed log

e Highly detailed log

Logs are for debugging purposes. Note: Logs are not deleted automatically..

The Scout Enterprise Server log can only be accessed when Scout Enterprise Console has been
installed in the same directory as Scout Enterprise Server.

Optionen > Advanced Options
All tabs of the Adavanced Options are explained in detail in chapter 6.8.

Options > ELIAS Settings

Enter the container path and the ELIAS directory, if ELIAS should not have been installed in the same
directory as Scout Enterprise.
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Options > Recovery Settings

This is to set the TFTP server configuration being used for a recovery installation. Detailed information
on Recovery can be found in chapter 9.2.

Note: Starting with V 10 there is an option to be enabled for eLux RL.

Recovery settings E

Protocol HTTF hd

Server  [217.160.115.80 Prowy |
Path |__CONTAINER_ Prasy part |
Llzer |e|u:-: Paszwiord |’“““‘

Imane file |recnver_l,l.idf

v User must confirm ¥ Recoven for elus RL

™ Usze optional partition data W Show recovery menu
k. I Cancel

Figure 140: Options > Recovery Settings

11.1.5 Security Menu

With the feature Multiple Administrator Policy the menu Security

was added. !Security Window 7

. . . . w Activake sdminiskrator policies. ..
This menu contains all necessary options and settings for the p

management of the administrators and their permissions. The Mpnadecanimin e dis.,
subject is described in detail in chapter 10 Multiple Administrator B
Policy. Object permissions. .,

Note: If the option Activate administrator policies is enabled, the v Passthrough authentication
command Options > Change server password... is disabled.

The Passthrough Authentication enables the Single-Sign-On. Then your Windows account
information is used to automatically log you on the Scout Enterprise. The Scout logon window will not
show any more.

Build Nr. 19 204



11.1.6 Window Menu

Window > Cascade, Tile, Arrange Icons

When multiple server connections are open, multiple windows ~ indew 2

appear on the Scout Enterprise screen. This allows you to iopsEans

arrange them in cascade, tile or icons (applicable when the me

windows are minimized). These commands are only useful A

when multiple server connections are open. v 1 DOKUZ\Administrator@Scouths - Datahase

Window > {Session name}
The currently opened server connection(s) are displayed at the bottom of the menu.

11.1.7 Help Menu

Help > Help topics 7
Opens Scout Enterprise Help Topics. Note: If you do not see the =

Contents,Index” and Search” tabs on the left, move the slider to the Help topics
right until they are visible. Index

About Scout MG,

Help > Index

Opens Scout Enterprise Help Index. Note: If you do not see the Contents,Index” and Search” tabs on
the left, move the slider to the right until they are visible.

Help > About Scout Enterprise
Displays the name and version number of the software.
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11.2 Context Menus

To access the context menus, tree view must be on, i.e. View > Devices must be disabled. Screen
elementrefers to the icons in the tree view:

ﬁ Organisation unit
2 Devices category or individual devices

Application category or individual application

Clicking a screen element with the left mouse button selects the element. Its properties are
displayed on the right-hand side of the screen.

Clicking a screen element with the right mouse button opens the context menu. When you open a
context menu, you can be sure all commands apply to that element. Many context commands are self-
explanatory, therefore only some of the options are described in detail here.

ﬁ Context menu of an Organisation Unit:

+
E] Rename...
. Initiate refresh...

Refresh device states. ..

e
; & Setup...
rs

Update. ..

Switch on, .

Swikch off. ..
Restart desktops. ..
Restart devices. .,

Send Message..,

Permissions
Properties: Opens the dialog Properties of....., containing the tabs:
Propetrties of organisation unit <Workshop= x|
Management I Advanced file entries I Rules | lJpdate I Stahishics ! Partitions
Infa | Printer I Screen i MouseKeyboard I Files I E rrvironiment
I arne

Infol |
Info2 |

Info3 |

WakelOnLan server

Initiate Refresh: Forces the refresh of the Thin Client configuration in this screen element.

Setup: opens the configuration for the selected screen element.

Update: The update can be scheduled or a defined schedule can be deleted.
Send message: Sends a message to the selected device.

Permissions: Administrator permissions can be set.
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Context menu of Applications:
Add:
Software defaults: Allows access to standard settings for

applications. At the moment, only ICA is available.
Use parent applications: Assigns the applications of the next higher

element in the hierarchy to this element.

This opens the dialog Application Properties.

add. ..

Saoftware defaulks. ..

v Use parent applications
v Use parent defaults

Use parent defaults: Assigns the default settings of the applications of the next higher element in the

hierarchy to this element.

2 Context menu fir the Devices category:

Add:
addresses.

Context menu of individual applications:

Properties: Opens the window Application Properties to

parameters for the application.
Delete: Deletes the screen element.

Rename: Renames the screen element.

Opens the Informations dialog box for entering MAC

2 |

Properties. ..
Delete. ..
Eename...

set the

Start automatically

Start automatically: Starts the application every time the Thin Client starts.

a2 Context menu of an individual device:

Edit 4

Properkies. ..
Initiate refresh. ..
Refresh device status. ..

Setup,..
#pplication upload. ..

Update. ..
Update Info...

Switch on...

Switch off...

Restart deskiap, ..
Restart dewvice, ..

Remote Fackory Reset, .,
Request diagnastic files, ..

Send Message. ..
Mirrar...

Managemnent off

Permissions
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Properties: Opens the window Properties of device...
Properties of device <elux4486-6826-36155 T |
M anagemett ! WPN - Client l Advanced file entries l Fules I Partitions
Infa Frinter I Screen I Mouze/Keyboard I Files I Erviranmment
Mame
Info |
Infa2 |

Info3 l

Wakelnlan sarver

Initiate refresh:  Forces the Thin Client to reload its configuration
Refresh device status: Opens the dialog "Execute / Schedule command for device...".
Setup: Opens the setup dialog for this device.

Application Upload: Applications are loaded from the Thin Client to Scout Enterprise. The
applications will be assigned to the corresponding group.

Update: The update can be scheduled or re-scheduled.
Update Info: Opens the update protocol for the individual device.

Remote Factory Reset: Configurations and applications are deleted at the client except for the
manager address and the group id. During restart of the device it will automatically
be registered in Scout Enterprise and be assigned the corresponding configuration
and applications.This function is useful in order to delete files which have been
generated by the local user or to fix errors.

Request diagnostic files: see chapter 8.9 for detailed description.

Send message: Send a message to the device.
Mirror: Mirrors the device.

Management off: Deactivates management. A profile remains reserved for the device, but the
configuration will no longer be transferred when the Thin Client boots. Useful for
temporarily disconnecting the Thin Client from management services.

In addition, if you click on an empty space in the Properties Window, you always get the option
Adjust. This lets you determine which properties appear in the Properties Adjust ...
Window for the element selected. Settings apply to all instances of that

element (for example, all Locations).
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11.3 Keyboard Shortcuts

The following keyboard shortcuts are context sensitive. The function they call varies depending on
what screen element has been selected.

Shortcut

Selected Element

Description

CTRL-SHIFT-INSERT

Organisation unit

Applications

Devices

Opens the dialog Properties of
Organisation unit

Opens the dialog Application
Properties

Opens the dialog Information to enter a
MAC address

CTRL-SHIFT-DELETE

Organisation unit

Individual device

Individual application

Deletes the selected screen element

Nothing is deleted until the user has
been prompted.

F2 Organisation unit Renames the selected organisation unit
Individual device Renames the individual device
Individual application Renames the individual application
CTRL-F Finds text in the tree view.
CTRL-X Individual device Cuts the device
CTRL-V Individual device Pastes a device
CTRL-A Applications When the focus is in the Properties
Devices window, selects all applications/devices
CTRL-E Individual device This is to check whether a client is
Online Setup Check configured correctly. The configuration at
the client is being compared with the
current settings in the database. If there
any discrepancies, these are displayed
in separate window.
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12 elLux/Scout License Model

Starting with Scout Enterprise Version 11 and eLux NG / eLux RL Version 2 there is no differentiation
between eLux NG and eLux RL licenses.

12.1 License Types

The operation of a Thin Client infrastructure with eLux/Scout 4 license types are relevant:

Client operating license
Scout management license

Client application license

= using eLux at the client
= management of the eLux clients via Scout Enterprise

eLux/Scout subscription license = to update the eLux client with new software packages

= optional — in case of applications which need a separate license

12.1.1 Client Operating License

The operation of client hardware with the eLux operating system needs to be licensed. There are 2 types of
operating licenses: eLux NG/eLux RL and eLux Lite Y The client operating licenses are always stored on

the client.

Clients with Windows CE and Windows XP embedded ? can also be managed by Scout Enterprise. The
licensing of the Windows operating system is provided by the hardware manufacturer and is not subject to
the licensing procedure of eLux/Scout.

Licensing procedure:

Licensing by....

Description

integrated eLux license ex-factory

By some hardware manufacturers (OEM partners) the clients can
be equipped with an eLux license ex factory. In this case no
further action is required to license the eLux operating system.

new eLux license locally at the
client

A new eLux license is locally entered into the license dialog at the
client.

new eLux license via Scout

New eLux licenses are entered into the license dialog of the Scout
console. These licenses are automatically distributed to all those
unlicensed eLux clients which contact the Scout server.

released / restored eLux license
via Scocut

By deleting a client in the Scout console the eLux license of the
deleted client is given back to the Scout server, so that this license
is free for distribution. It will be deployed automatically to all those
unlicensed eLux clients which contact the Scout server. (Example:
Replacing Thin Client-Hardware, Migration of a PC to a Thin
Client).

1

With eLux Lite there is one and only firmware image provided by the hardware manufacturer. It cannot be modified by ELIAS.

2 Only in the bundle (Hardware, Windows operating system and Scout-Agent) provided by Fujitsu Technology Solutions.
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12.1.2 Scout Management License

This license type is required for the management of Thin Clients with eLux, eLux Lite, WinCE und WinXPe
via Scout Enterprise. Each client needs one Scout management license . The license is stored on the
Scout server.

Also, some hardware manufacturers (OEM partners) can deliver the clients equipped with an eLux license
and a Scout management license ex factory. We speak of a so-called integrated license "eLux with Scout-
builtin".

This type of Scout management license is stored at the client, so that no further server-stored management
license is required to manage the client with Scout.

Licensing Procedure:

Licensing by ... Description

By some hardware manufacturers (OEM partners) the clients can
be equipped with an eLux license and a Scout license ex factory.
In this case no further licensing action is required.

integrated Scout management
license ex-factory

new Scout management license | New Scout management licenses are entered into the license

via Scout dialog of the Scout console.
released Scout management By removing a client from the Scout console the Scout
license via Scout management license of the removed client is available again.

12.1.3 eLux/Scout Subscription License

The update of eLux Thin Clients with the latest eLux software packages requires a valid so-called
subscription license. For more information on Subscription please consult chapter 13.3 in this manual.

A new elLux license includes subscription (i.e. software service) for a 24 months period. By purchasing extra
subscription licenses the software service (= validity of subscription) can be extended by 12 months.

The Scout Enterprise server manages the subscription either in device or enterprise mode. If clients are not
managed by Scout, the subscription period is calculated locally at the client.

The eLux/Scout Subscription licenses are stored at the Scout Server.
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Licensing Procedure:

Licensing by....

Description

Assigning subscription in the
subscription pool of the Scout
Server

Initial situation: The Thin Clients are managed by Scout Enterprise
and the subscription mode is ,Enterprise".

New eLux/Scout subscription licenses are entered into the license
dialog of the Scout console thus extending the subscription for all
clients.

manual assignment for individual
clients

Initial situation: The Thin Clients are managed by Scout Enterprise
verwaltet and the subscription mode is ,devices".

New eLux/Scout subscription licenses are entered into the license
dialog of the Scout console. The subscription is distributed
manually to individual clients by the administrator via the Scout
console.

manual request of subscription
from the client

Initial situation: The Thin Clients are not managed by Scout
Enterprise.

The subscription for a client must be distributed via a Scout
server. The Scout server which provides the subscription for the
client must be entered in the license dialog of the client. This
Scout server may, however, serve just as a license server without
managing clients.

12.1.4 Client Application License
This refers to using applications requiring separate licenses, such as the PowerTerm terminal emulation.

These application licenses are stored on the client only.

Licensing procedure:

Licensing by....

Description

new application license locally at
the client

The new application license is manually entered into the license
dialog of the client.

new application license via Scout

New application licenses are entered into the license dialog at the
Scout console.

released / restored application
license via Scout

By removing a client from the Scout console the Scout
management license of the removed client is restored to the Scout
server and thus made available.
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12.2 Examples

Description of the Icons

T4
=aa Client Operating License E eLux/Scout Subscription License
Scout Management License ﬂ Client Application License

Integrated eLux license incl. Scout-builtin ex- factory
During the first contact to the Scout server the Thin Client transmits the license information of its stored eLux
and Scout license.

Thin Clientl Scout Enterprise “

[ {1 &1~ . . .
ERd Transfer license information™ v v

New eLux license locally at the Client and Scout license via Scout
Having entered a new eLux license locally at the Thin Client, the client transfers the license information
during first contact to the Scout server.

Thin CIientl Scout Enterprise “

O] . . .
ERd Wmanually Transfer license information = v
<~ Distribution Scout license /

New elLux and Scout license via Scout
The Thin Client contacts the Scout Server and requests an eLux and a Scout license. The Scout server
transfers the eLux license to the client and distributes a Scout license to the client.

Thin CIientl Scout Enterprise “
. [ 1 Al
unlicenses License request= ===E
9 S icense informati
Ehd Transfer license information v
<= Distributi i ~
Distribution Scout license ‘/

New application license via Scout
A licensed Thin Client (integrated eLux license with Scout-builtin) contacts the Scout Server and requests an
application license. The Scout Server transfers the application license to the client.

Thin Clientl Scout Enterprise “

T .
SR License request™ “ v

<7 Transfer application license

L A v
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Released eLux and Scout license via Scout
Removing a Thin Client in the Scout console results in releasing its license/-s and restoring it/them to the
Scout server. An unlicensed client can request these licenses.

Thin Clientl Scout Enterprise u
==" Version 1: an integrated eLux license with v v
i Scout builtin is stored at the client
mre
%Removal client Release of licenses™ ===
. [ 1Al
unlicensed License request= R4
ars .
ERd < Transfer eLux license v
& Distributi i ~
Distribution Scout license ‘/
Thin Clientl Scout Enterprise “
101 Version 2: an eLux license stored on the client %
Emm via Scout
[ 1 Al
Xremoval client Release of licenses= ===
. [ 1Al
unlicensed License request= R
[ 1 Al .
ER 4 <P Transfer eLux license v
& Distributi i ~
Distribution Scout license ‘/

Entering Subscription to the Subscription-Pool of the Scout Server

Initial situation: The Thin Clients are managed by Scout Enterprise and the subscription mode is
"Enterprise".

Entering new eLux/Scout Subscription licenses to the Scout Server extends the subscription pool of the
Scout server. Thus the subscription validity is extended for all clients.

Example:

Situation: Enterprise subscription for 1,000 devices, valid until 2/2010

Action: Entry of 2,000 eLux/Scout subscription licences at the Scout Server
Result: Enterprise subscription fiir 1,000 devices, valid until 2/2012

Manual distribution of Subscription to individual clients
Initial situation: The Thin Clients are managed by Scout Enterprise and the subscription mode is "Devices".

New eLux/Scout subscription licenses are entered into the license dialog of the Scout console. The
subscription is assigned to individual clients manually by the administrator of the Scout console.
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13 Subscription

Starting with Scout Enterprise V11 and eLux RL/ eLux NG V2.x the subscription information is determined
and clearly displayed.

13.1.1 Definition of Subscription

Over a specific period of time, the subscription ensures that your eLux thin clients and Scout can support
latest software technologies, features and hardware.

The subscription provides for

e Software package supply via Internet including free download and installation
o Use of latest hotfixes and beta versions of the eLux operating system

e Use of the latest versions of Scout Enterprise and ELIAS

e Use os the latest released versions of applications

e Free migration from eLux NG V2 to eLux RL V2

13.1.2 Life-span and Validity of the Subscription

The subscription life-span runs from the first-time use of the eLux license on a thin client. An eLux full
license includes a 24 month subscription.

After the period of 24 months the subscription expires no matter how frequently the thin client has been
used. Once the subscription has expired, eLux thin clients can still be used with their current image, but
cannot longer participate in any of the of the above mentioned benefits, such as software updates.
However, the subscription can be renewed any time, so that an eLux thin client can again be updated by
purchasing a subscription license. Periods of use without subscription are backdated automatically.

Also, additive subscription can be provided for a client before the expiration of the current subscription. In
this case, however, the life-span of the subscription of an eLux full license cannot exceed 24 months.

An additive subscription license provides 12 months of software service.

[} Subscriptions verwalten z |
Gerdte Subscriptions
iGeléte aulerhalb der Subscrption anzeigen j M ame | Aktivienng | Anzahl I Werfugbar |

Auzgewdhlte Gerdte anzeigen
‘Gerate aulberhalb der Subscription anzeigen
Alle Gerate anzeigen

Mame | tac | Lizenz | EoS I

Schiiefen

%

ZLeizen

Figure 141: Manage Subscriptions
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13.1.3 Managing the Subscription Information

The Scout Enterprise Server takes charge of the management of the subscription information. which can be
done in two different ways:

- Device mode (default)
Scout Enterprise manages and displays the subscription for each thin client individually, i.e. a
subscription has to be assigend to each device. Different life-spans are accounted for.

- Enterprise mode (to be activated once, no reset to the device mode!)
The individual subscriptions are consolidated to a subscription pool on the Scout Enterprise Server.
From this pool the subscription is evenly distributed to all thin clients. The pool can be restocked by
purchasing additive subscriptions.

Yerfiighare Lizenzen {(Host-ID : 0126-1850-0530)

Lizenzbeschreibung | Status I Anzshl I Lizenz i Aktiv
- Scout Wworkgroup License - Aktiviert 25
elux Bltiviert 10 BFHYDWWDWYFECPGEM  wed
elux Integriert &
elux Bltiviert 1 BVTHEPEEYMHTPEXER  'wed
elux [Scout builting Integriert 2

Meu I Bktivieren | LLzchen | Subscription-todus IGeréte ‘!

HEYlE]

Cuick Connect |

For thin clients which are not managed by Scout Enterprise, the subscription information is managed locally
at the client. However, additive subscription can only be provided by the a Scout Enterprise Server
representing the license server. Scout Enterprise itself need not be licensed for this purpose.

13.1.4 Calculating the Subscription for Thin Clients with eLux NG / RL Version 1

The validity period of a subscription is being determined when using Scout Enterprise Version 11 or
performing a software update to eLux Version 2.

During the calculation process only half of the age of an eLux license is taken into account. The result of the
calculation always represents a round figure.
Besides, each license is assigned a minimum subscription period of 2 months.

Some examples for clarification:

1. The eLux license has been used since 18 months, i.e. the remaining period of subscription is
6 months. We add a transition bonus according to this mode of calculation:
Default Subscription of 24 months minus 18 divided by 2 resulting in 15 months.
Remaining period of subscription is 15 months.

2. The eLux license has been used sind 37 months, i.e. the license is out of subscription.
However, due to the transition bonus we calculate:
Default Subscription of 24 months minus 37 divided by 2 resulting in 6 months.
Remaining period of subscription is 6 months.

3. The eLux license has been used since 44 months, i. the license is out of subscription.
However, due to the transition bonus we calculate:
Default Subscription of 24 months minus 44 divided by 2 resulting in 2 months.
Remaining period of subscription is 2 months.

4. The eLux license has been used since 60 months or more.
Due to the transition bonus we credit 2 months of subscription.
Remaining period of subscription is 2 months (Minimum).
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14 Appendix
14.1 Update Error Messages

Following is a list of status messages after an update, and their meanings. They are displayed in the
Properties Window > Last State.”

Update in progress

An update is currently taking place.

Update successful

The update was successful.

Update failed

The update was not successful. Details are unknown.

Update not necessary

The Thin Client’s firmware is up-to-date.

Update failed: bad firmware parameter

One or more of the firmware parameters is wrong. Go to Setup > Firmware. Check that all boxes are
filled in and that the server IP address is valid.

Update failed: bad authorisation

The Thin Client password entered in the base configuration (Security tab) does not correlate with the
Thin Client password saved on the Thin Client.

Update failed: bad flash size
The flash size listed in the container is incompatible with the actual flash size (flash size mismatch).

Update failed: bad container

The container used does not support this hardware (container mismatch).

Update failed: device unreachable

The Thin Client cannot be reached.

Update failed: time-out

The Thin Client did not respond within the allotted response time. The Thin Client may have stopped
responding, or hanged,during the boot procedure. There are various causes, such as network
problems. If possible, mirror the Thin Client to find out more.
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14.2 Thin Client Time Settings

Scout Enterprise and eLux

The easiest and recommended method is to set the time is using the Scout NG or eLux NG GUI.
Select the time zone from the drop-down list in Scout Enterprise in Setup > Desktop.

To set the time, you have two options:

1. |If your network has a time server, enter it in Setup > Desktop. The time server must conform to
the Internet standard RFC 868 (Time protocol”), RFC 2030 (SNTPv4") or RFC 1305 (NTPv3").
For more information, see section 3.8 Desktop.

2. If your network does not have a time server, or if the time server does not conform to the above
Internet standards, you can manually enter the time and date settings in eLux NG on the Thin
Client (Setup > Desktop).

Daylight Saving Time changes will be made automatically.

BIOS Setup

If the GUI is not an option, alternatively you can set date and time directly in the BIOS Setup of the
Thin Client. In this case, you must set the system time to Coordinated Universal Time (UTC), the
successor to and modern version of Greenwich Mean Time (GMT). To calculate UTC, take local time
minus the time zone difference from GMT (found in the Time Zone drop-down list in Scout NG Setup
> Desktop tab). In Summer Time, subtract an additional hour to take into account Daylight Saving
Time.

UTC in winter months = (local time — time zone difference)

UTC in summer months = (local time — time zone difference) — 1 hour

For example, if you are in Amsterdam, the Time Zone drop-down list in Scout Enterprise shows the
local time for Amsterdam is GMT plus one hour (GMT + 1). Thus, you should change time setting in
BIOS to the local time minus one hour. If local time is 17:45, system time in BIOS should be set to
16:45. If it is Summer Time (Daylight Saving Time), the system time should be set to local time minus
two hours, or 15:45. Note that BIOS system time uses the 24-hour system.

You only need to set the system time once. Fall and spring Daylight Saving Time changes are made
automatically.
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14.3 Directory Services

14.3.1 What is a DN - Distinguished Name?

The LDAP or ADS directory is hierarchical. It has the concept of fully-qualified names called
distinguished names (DN). A DN is a series of name-value pairs that uniquely identify an entity.

dc=com

dc=mydomain

ou-=... ou=users

ou=users

cn=administrator

cn=... cn=...

cn=administrator
ch=another name
mail=admin@unicon-ka.de
objectClass=person

Figure 142: LDAP-based name space

For example, the DN for administrator is:

cn=administrator,ou=users,dc=mydomain,dc=de

The DN for users is:

ou=users,dc=mydomain,dc=de

The abbreviations before each equal sign in these examples mean:

cn Abbreviation for “common name”. The value of this attribute is a string which is the name
of an object. If the object corresponds to a person, it is typically the person's full name.

dc Abbreviation for “domain component”. The value of this attribute is a string holding one
component of a domain name. Case insensitive.

ou Abbreviation for “organizational unit”. The value of this attribute is a string holding the

name of a part of the organization.

The rules governing the construction of DNs can be quite complex and are beyond the scope of this
document. For more information about DNs, see your server documentation and RFC 2253.
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14.3.2 Search base

Accessing an LDAP- or ADS-based directory is accomplished by using a combination of DN, filter, and

scope.

base DN: Indicates where in the hierarchy to begin the search.

filter: Specifies attribute types, assertion values, and matching criteria.
scope: Indicates what to search:

- the base DN itself
- one level below the base DN
- the entire subtree rooted at the base DN

You only need to enter the base DN (filter and scope are set automatically). For example, in Figure
142 setting the base DN to: ou=users,dc=mydomain,dc=de will search all levels below the entity
"users”.

Note: For advanced users, the filter and scope used are:
e Scope: the entire subtree rooted at the base DN ("sub”).

e Filter: depends on the server;
ADS: sAMAccountName=%s
LDAP: uid=%s

where %s is replaced with the user name entered at login.

14.3.3 Determining values for search base, user-DN, version number

For the search base, DN and version of your authentication server, we recommend asking your LDAP
or Active Directory administrator.

If your administrator is unavailable, it is still possible to determine the values using the following Thin
Client-based method. Note: Knowledge of the LDAP/Active Directory server is required.

Overview:
1. Install the FPM “LDAP search module” (“usersearchldap”) on the Thin Client. It is part of the
“user authorization modules” EPM.

2. On the Thin Client, open a shell. Enter the following command (one line):

ldapsearch -xLLL -b "' -s base -h <server> "ObjectClass=*"
defaultNamingContext supportedLDAPVersion namingContexts

Where <server> is the IP address/name of your ADS/LDAP server.
3. The values returned are:

defaultNamingContext search base (ADS)
supportedLDAPVersion version number (LDAP version 3)
namingContexts search base (LDAP version 3)

4. Further steps are required depending on whether you are using an LDAP server or ADS. These
are described in detail below.

This Thin Client-based method works for ADS and LDAP version 3. This method does not work for
LDAP version 2. For an alternative method that works with version 2, see “LDAP — Determining Server
Version Number” in this section.
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Active Directory — Determining Search Base
You must know the IP name/address of your ADS.

On the Thin Client, open a shell. Enter the following command (one line):

ldapsearch -xLLL -b -s base -h <server> "ObjectClass=*"
defaultNamingContext supportedLDAPVersion namingContexts

The value that is returned for “defaultNamingContext” can be used for the search base. Example
(server="serverl”):

bash$ ldapsearch -xLLL -b """ -s base -h serverl "ObjectClass=*"
defaultNamingContext supportedLDAPVersion namingContexts

dn:
defaultNamingContext: DC=serverl,DC=unicon-ka,DC=de
bash$

In this example, you would enter “DC=serverl,DC=unicon-ka,DC=de” in the Base field for ADS.

Active Directory — Determining User-DN

Once you have the search base, you can use it to find the value of the User-DN. In the shell on the
Thin Client, enter the following command. The value of “defaultNamingContext” can be used for the
search base. Format:

ldapsearch -xLLL -b ''<search base>" -s base -h <server> "ObjectClass=*"
managedBy

Continuing the example above, we use “DC=serverl,DC=unicon-ka,DC=de” as our search base
and serverl as our server:

bash$ ldapsearch -xLLL -b "DC=serverl,DC=unicon-ka,DC=de" -s base -h
serverl "ObjectClass=*" managedBy

dn: DC=w2k,DC=unicon-ka,DC=de
managedBy: CN=Administrator,CN=Users,DC=w2k,DC=unicon-ka,DC=de

The value that is returned for “managedBYy” is the User-DN. Enter the value for managedBy in the
User-DN field for ADS. Alternatively, you can use any other member of the group "Schema-Admins”.

LDAP — Determining Server Version Number

For an open LDAP server, on the Thin Client open a shell. Enter the following command (one line):

ldapsearch -xLLL -b -s base -h <server> "ObjectClass=*"
defaultNamingContext supportedLDAPVersion namingContexts

The value of “supportedLDAPVersion” that is returned is the version number. Example
(server="server2"):

bash$ ldapsearch -xLLL -b "" -s base -h server2 "ObjectClass=*"
supportedLDAPVersion namingContexts

namingContexts: dc=unicon-ka,dc=de

namingContexts: o=UniCon Software GmbH, I=Karlsruhe,c=DE
supportedLDAPVersion: 2

supportedLDAPVersion: 3

bash$
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If the command works, you have version 3 server. In this example, you could select either Version 2
or Version 3 from the Version field for LDAP. Both are supported by our server. If your server
supports more than one version, we recommend you choose the latest version.

If the command does not work, you have version 2 server. The text returned is
LDAP V2

ldap_bind: Protocol error (2)

additional info: version not supported

ldapsearch -xLLL -b """ -s base -P 2 -h server2 "ObjectClass=*"
namingContexts supportedLDAPVersion

No such object (32)

LDAP — Determining Search Base
Version 3 Server

If you have version 3, the value for “namingContexts” that is returned can be used for the search
base. All namespaces are returned, meaning there can be multiple entries, as in the example above:

namingContexts: dc=unicon-ka,dc=de
namingContexts: o=UniCon Software GmbH, I=Karlsruhe,c=DE
In this example, two search bases were returned. However, only one of these values is correct.

To determine which value is correct, in the shell enter the following command. Use the value of
“namingContexts” for the search base to test. Format:

ldapsearch -xLLL -b ''<search base to test>" -a search -s sub -h <server> "uid=<a
valid user ID>" uid

<a valid user ID> is a user account on this server. Continuing the example above, we use “o=UniCon
Software GmbH, I=Karlsruhe,c=DE" as our test search base, “server2” as our server and “smith”
as our user-ID. If the search base is incorrect, you will receive a referral, as in the following:

bash$ ldapsearch -xLLL -b "o=UniCon Software GmbH, I=Karlsruhe,c=DE" -a
search -s sub -h server2 “uid=smith® uid

Referral (10)
Matched DN: O=UniCon Software GmbH,L=Karlsruhe,C=DE
Referral: ldap://server2.unicon-ka.de/dc=unicon-ka,dc=de

The value of “Referral” lists the correct value of the search base and server in the format:
Idap://<server>/<search base>.

In this example, you would enter “dc=unicon-ka,dc=de” in the Base field for LDAP.
Version 2 Server

The Idapsearch command does not work with LDAP version 2, as we saw above. In this case, it is not
possible to determine the search base using the Thin Client-based method.

However, it is still possible to determine the search base if you have access to the LDAP server
configuration. Open the configuration file slapd.conf (the directory it resides in varies). The value of the
parameter “suffix“ can be used for the search base. Example:

suffix "dc=greenworm,dc=de"

In this example, you would enter “dc=greenworm,dc=de” in the Base field for LDAP.
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Verify Your Values
ADS

To verify your values for ADS, use your values in the “ldapsearch” command. Use the following
command (one line):

ldapsearch -xLLL -b “<search base>” -s sub -P <version> -h <server> -D "<user-
DN>" -w "<password>" "sAMAccountName="<a valid user-ID>" sAMAccountName

Example. Values to test:

user-DN CN=Administrator,CN=Users,DC=w2k,DC=unicon-ka,DC=de
search base DC=serverl,DC=unicon-ka,DC=de

server serverl

user name smith

password 12345

version 3

bash$ Idapsearch -xLLL -b "DC=serverl,DC=unicon-ka,DC=de" -s sub -P 3 -h
serverl -D "CN=Administrator,CN=Users,DC=w2k,DC=unicon-ka,DC=de" -w "12345*
"sAMAccountName="smith" sAMAccountName

dn: CN=John Smith,CN=Users,DC=serverl,DC=unicon-ka,DC=de
sAMAccountName: smith

#refldap://w2k._unicon-ka.de/CN=Configuration,DC=s2k,DC=unicon-ka,DC=de
bash$

If the parameters are correct, the request will return the user-DN for smith (“dn”) and the user name
that we entered (“sAMAccountName”).

LDAP

To verify your values for LDAP, you must know the name of a user on this server. Use the following
command (one line):

ldapsearch -xLLL -b "<search base>" -s sub -P <version number> -h <server>
"uid=<avalid user-ID>" uid

Example. Values to test:

user-DN dc=unicon-ka,dc=de
server server2

user name smith

version 3

bash$ ldapsearch -xLLL -b "dc=unicon-ka,dc=de" -s sub -P 3 -h server2
"uid=smith® uid

dn: uid=smith,ou=employees,dc=unicon-ka,dc=de

uid: smith

bash$

If the parameters are correct, the request will return the user-DN for smith (“dn”) and the user name
that we entered (“uid”).
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14.4 X Application Resource File

The properties of X applications are set in their resource file. This file is located on the Thin Client in
the directory:

/usr/X11R6/1i1b/X11/app-defaults/<X application name>

For example:
e XTerm /usr/X11R6/lib/X11/app-defaults/XTerm

You can set properties for all X applications by creating a system resource file.

You can use an application resource file from one of the X applications on the Thin Client as a
template (located in /usr/X11R6/lib/X11/app-defaults/”). However, copy only the parameters you need
and not the entire file!

= To create a system resource file for all devices

This transfers a resource file to all devices currently managed by Scout Enterprise.
1. Create the resource file Xdefaults(without period) using a UNIX editor.
2. Enter only the parameters you wish to configure.

3. Save the file to the Scout Enterprise installation directory (default:
"...\UniCon\scoutng\Xdefaults”).

4. The file will automatically be transferred to all devices and saved to /setup/ . Xdefaults.

The file must be located in the Scout Enterprise installation directory with the name Xdefaults.

= To create a system resource file for selected devices
This transfers a resource file to all devices in an element (organisation unit, individual device).
1. Create aresource file using an a UNIX editor. The name is arbitrary, for example, "resource”.
2. Enter only the parameters you wish to configure.
3. Save the file to the Scout Enterprise installation directory (default: "...\UniCon\scoutng”).
4

Transfer the resource file to the Thin Clients using the File List function in Scout Enterprise to
the Thin Client with the destination name ".Xdefaults” (with period) and destination directory
/setup. Example:

Source: resource

Destination: /setup/ .Xdefaults (with period)

To use the File List feature, the source file in the Scout Enterprise installation directory may not be
named Xdefaults.
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EEE B
14.5 Port Assignments
The following is a list of TCP/IP ports for eLux and Scout Enterprise. The port numbers are fixed.
Exceptions are indicated with a footnote.
eLux NG
Port Type Description How to Deactivate Port Type
ESP VPN (Cisco) Uninstall the package Cisco Systems  Incoming
VPN client” (cisco_vpnclient)
ESP VPN (Cisco) Uninstall the package Cisco Systems  Outgoing
VPN client” (cisco_vpnclient)

21 TCP Updating via FTP control Outgoing
port (dynamic data port)

22 TCP SSH applications Outgoing

23 TCP 3270, 5250, 97801 Outgoing
emulations and telnet
sessions

37 TCP Time server — RFC 868 Do not configure a time server Outgoing

(Setup > Desktop)
37 UDP Time server — RFC 868 Do not configure a time server Outgoing
(Setup > Desktop)

53 TCP DNS server (Windows) Outgoing

53 UDP DNS server Outgoing

67 UDP DHCP server Outgoing

68 UDP DHCP client (or BootP Configure a local IP address (Setup Incoming
client) > Network)

69 UDP TFTP server (only used Outgoing
during a Recovery
Installation)

69 UDP TFTP server (only used Incoming
during a Recovery
Installation)

80 TCP Updating using HTTP Outgoing
(and proxy port, if used)

102 TCP Emulations to BS2000 Outgoing
mainframes

111 UDP Port mapper — drive Uninstall the FPM Drive Outgoing
access on NFS servers. Support(automount) in baseOS
Works with NFSD drive
access (port 2049) and
mountd (random)

111 TCP Port mapper — RPC Uninstall the FPM Drive Incoming
internal use only. Works  Support(automount) in baseOS
with nlockd (random)

139 TCP SMB drive mapping Uninstall the FPM Drive Outgoing
(NetBIOS) and SMB user Support(automount) in baseOS and
authentication the package User authorisation

modules(userauth)
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Port Type Description How to Deactivate Port Type
139 UDP SMB drive mapping Uninstall the FPM Drive Outgoing
(NetBIOS) and SMB user  Support(automount) in baseOS and
authentication the package User authorisation
modules(userauth)
161 UDP SNMP Uninstall the package net-snmp” Incoming
(snmp)
161 UDP SNMP Uninstall the package net-snmp” Outgoing
(snmp)
162 UDP SNMPTRAP Outgoing
177 UDP XCMCP protocol Outgoing
389 TCP LDAP user authentication Outgoing
500 UDP VPN (Cisco) Uninstall the package Cisco Systems  Incoming
VPN client” (cisco_vpnclient)
500 UDP VPN (Cisco) Uninstall the package Cisco Systems  Outgoing
VPN client” (cisco_vpnclient)
514 TCP Shell, RSH applications Outgoing
515 TCP Printing over LPD Outgoing
515 TCP Printing over LPD Cannot be deactivated, in the future Incoming
can be deactivated by uninstalling the
package Printer support”
631 TCP CUPS (IPP) print client Uninstall the package CUPS Outgoing
Druckclient(gtcups)
631 UDP CUPS (IPP) print client Uninstall the package CUPS Outgoing
Druckclient(gtcups)
2049 UDP NFSD drive access NFS  Uninstall the FPM Drive Outgoing
Support(automount) in baseOS
5681 TCP Scout NG management Cannot be deactivated Incoming
port
5900 TCP Mirroring eLux NG Disable mirroring (Setup > Security)  Incoming
desktop or uninstall the EPM eLux
mirroring(mirror)
5901 TCP Mirroring first XDMCP Disable mirroring (Setup > Security)  Incoming
session or uninstall the EPM eLux
mirroring(mirror)
5902 TCP Mirroring second XDMCP  Disable mirroring (Setup > Security)  Incoming
session or uninstall the EPM eLux
mirroring(mirror)
6000 TCP Remote X11 applications Click to deselect the check box Allow  Incoming
remote X11 clients (Setup >
Security)
6001 TCP First XDMCP session Incoming
6002 TCP Second XDMCP session Incoming
7100 TCP Font server Outgoing
22123 TCP Scout Enterprise Manager Incoming
(secure)
22123 TCP Scout Enterprise Manager Outgoing
(secure)
7777 TCP Scout manager Incoming
7777 TCP Scout manager Outgoing
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Port Type Description How to Deactivate Port Type
9100 TCP Direct Print to parallel Deactivate the check box TCP direct  Incoming
port? print(Setup > Printer).

9101 TCP Direct Print to USB port”  Deactivate the check box TCP direct  Incoming
print(Setup > Printer).

! Port number can be assigned by the administrator in eLux NG starter (Setup > Screen > Advanced)
2 Port number can be assigned by the administrator in eLux NG starter (Setup > Printer).

Scout Enterprise Server

Port Type Description How to Deactivate Port Type
7778 TCP Scout Enterprise Console Incoming
7779 TCP Wake-on-LAN gateway Outgoing
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15 Functionality for Clients with WindowsCE, XPe/WES7,

eLux NG / eLux® RL

The following pages show the major differences of the Scout features between the 3 operating systems.
Mostly affected are the configuration and properties of devices as well as the application definition.

Features which have not been mentioned are available for all the 3 operating systems without restriction.

XPe/

Feature CE WES7eLux Remarks
Boot Procedure

Manager via DHCP Options 222/223 X X X

Manager via Vendor-DHCP Options 1/2 X X | XPe/WEST7: Vendor Options do not work

Manager via Vendor-DHCP Options 222/223 | X X | XPe/WES7: Vendor Options do not work

Manager via DNS X X X

Host name via DHCP X X X

Host name via reverse DNS X X X

First Contact dialog X X X

Boot in VGA mode X X X | CE: Shift key must be held during boot.

XPe/WES7: Works via XP boot (F8-key)

Device Hotkeys

Ctrl-Alt-Home (Device password) X X X

Ctrl-Alt-End (Connection manager) X X

Ctrl-Alt-Up (Previous active session) X X

Ctrl-Alt-Down (Next active session) X X

Device Control

Application Upload X
Update X X X
Switch ON X X X
Switch OFF X X X
CE: implemented as 'Restart of device'
Restart of deskto X X X
P XPe/WES7: implemented as 'Logoff'
Restart of device X X X
Factory reset X o) | x XPg/WES?: delicate. It is easier to re-flash the
device.
Send message X X X
o XPe/WES7: RealVNC must be installed on the
Mirroring X | (X) | X | device as service, and winvnc4.exe must be
replaced by a special version.
Device Configuration - Network
DHCP X X X
DHCP Timeout X
BOOTP X X X | CE/XPe/WES7: implemented as DHCP
IP-Address - IP-Address X X X
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XPe/
Feature CE WES?eLux Remarks
IP-Address - Subnet Mask X X X
IP-Address - Gateway X X X
IP-Address — Host name X X X
IP-Address - Domain X X X
IP-Address — DNS Server X X X
Advanced Settings X
Device Configuration - Screen

640 x 480 X X X | XPe/WEST: not 56Hz, not 66Hz
800 x 600 X X X XPe/WES7: not 66Hz
1024 x 768 X X X | XPe/WESTY: only 56Hz, not 66Hz
1152 x 864 X X X | XPe/WESTY: only 60Hz and 75Hz
1280 x 1024 X X X | XPe/WES7: only 60Hz, 75Hz and 85Hz
1440 x 900 X
1600 x 1200 X X X | XPe/WEST: not 56Hz
1680 x 1050 X
1920 x 1200 X | X | X | XpeMEST: anly 6ok
56 Hz X X
60 Hz X X X
66 Hz X X
70 Hz X X X
75 Hz X X X
80 Hz X
85 Hz X X X
90 Hz X X
100 Hz X X X
8 Bit color depth X X X
16 Bit color depth X X X
24 Bit color depth X X X | CE/XPe/WES7: 32Bit
Powersave function X X X
Screensaver X X X XPe/WEST: The image of Fujitsu Siemens

does not contain a screensaver
Screensaver — Password protection X X
Screensaver - Settings X
Advanced Screen settings X

Device Configuration - Security

Setup X X X CE/XPe/WEST: Call of Control Panel is

blocked.

XPe/WEST7: The configuration of a local
Configuration X (X) | X | session is not implemented. Therefore this

feature has no effect.
All other features X

Device Configuration - Firmware

Protocol: HTTP X X X
Protocol: FTP X X X
Protocol: file X
Server X X X
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XPe/

Feature CE WES?eLux Remarks

Proxy X X X

Proxy-Port X X X

Path X X X

User X X X

Password X X X
CE: Files of the format "Flash*.bin" are
transferred as complete flash image, all other

Image file X X X ]1:::2)5 are transferred as 'Ship.bin' (CE image
XPe/WES7: Only complete flash images can
be transferred.

Check for Update during start X X X

Confirmation of Update required X X X

Device Configuration - Multimedia
Volume — Over-all X X X
Volume - PCM X X
Volume - microphone X X
Microphone — Sound off X X
X

Use audio in XDMCP sessions

Device Configuration - Desktop

CE: switches the format of numbers, currency,

Language (X) X | date and time to the selected language. The
description always is in English.
Background X X X
Task Hotkey X
Time zone X X X
Time server X X X
Time server Windows/Unix switching X
CE: The theme 'XP' switches from the thin
Theme (X) X client shell to standard shell.
Background image X X X | CE/XPe/WES7: always as complete picture
Taskbar - Show X
Taskbar — Always on top X X X
Taskbar — Hide automatically X X X
Taskbar — Show clock X X X
Autostart Starter X
Workspaces X
Device Configuration - Drives
Defined drives X X X I)él;g/rYVES7: "Directory" corresponds to drive
CE/XPe/WEST: If at least one start page is
Browser home directory X X X | defined in a browser session, this setting is
ignored.
Device Configuration - Printer
Network printer X X X | CE/XPe/WEST: no filter
Parallel port printer X X X | CE/XPe/WEST: no filter
Serial port printer X X X | CE/XPe/WEST: no filter
USB port printer X X X | CE/XPe/WEST: no filter

Build Nr. 19

230




XPe/

Feature CE WES?eLux Remarks
Maximum printer response time X

Print service activated X X

TCP Direkt print X

CUPS X

Thin Print Mode X X

Device Configuration - Mouse/Keyboard

Mouse: Type X

Mouse: Double click speed X X X

Mouse: Acceleration X X X
Keyboard: Language X X X
Keyboard: Delay X X X
Keyboard: Speed X X X
Advanced: 3-button emulation X
Advanced: Left hand X X X
Advanced: Deadkeys X
Advanced: Numlock X X X
Advanced: Console switching activated X

Device Configuration - Hardware

USB mass storage devices X X X

Network type X

Speed X X X | CE/XPe/WES7: Nicht BNC / AUI
Card reader X

Multiple monitors X

Ramdisk X

COM Port settings X

Device Configuration - Info

Name X X X

Infol-3 X X X
WakeOnLan - Server X

Device Configurati

on - Drucker

Printer driver name X X X
Default printer X X X
A copy as 'lp' X
Device Configuration - VPN-Client
VPN Client type: F-Secure X
VPN Client type: FreeS/WAN X
VPN Client type: Cisco VPN Client X
VPN Client type: PPTP VPN Client X X X
Server X X X
User X X X
Password X X X
Domain X X X
Deactivate local network X X X XPe/WES7: Default Gateway Router is not

deleted, but set to Metric 21.
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Feature

CE

XPe/
WES7

eLux

Remarks

Device Configuration -

Rules

Logoff the current user

X

Restart of device

Switch off device

Lock device

Terminate VPN tunnel

XXX [ X

Appli

cation ICA

Published application

x

Server

Application

Work directory

User name

Password

Domain

XX XXX [ X

Allow smartcard Logon

XX XXX [X|X

Roaming

Application restart

Start automatically

Desktop icon

Options: Use data compression

XX X[ X

XX X[ X

Options: Insert with mouse wheel click

Options: Store bitmaps to harddisk

Options: Enable sound

X | X

Options: Sound quality

X

X X [ X

Options: Enable audio port

Options: Encryption grade

Options: Allow automatic Logon

Options: SpeedScreen

Options: SpeedScreen-Mouseclick Feedback

Options: SpeedScreen — Local text echo

XX [ XX [ X

XX [ XX [ X

Connection: Network Protocol

Connection: Server Group

Window: window colors

x

X

Window: window size

Firewall: none

Firewall: Browser settings

Firewall: HTTPS

Firewall: SOCKS

Proxy address

Auto-Reconnect: enable Auto-Reconnect

Auto-Reconnect: max. number of attempts

Auto-Reconnect: elapse time

File types: File types

KKK 2X XXX XXX XXX XXX XXX XXX XXX XX X[ XX [ X

Application

RDP

Server

X

X

Application

X

X
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XPe/
Feature CE WES?eLux Remarks
Work directory X X X
User name X X X
Password X X X
Domain X X X
Roaming X
Application restart X X X
Start automatically X X X
Desktop icon X X X
Display: window size X X X
Display: colors X X X
Local resources: Drives X X X CE/XPe/WEST: If the rr_linimum of one_drive is
enables, all the local drives will be available.
Local resources: Printer X X X
Local resources: smartcard X X X
Local resources: sound X X X
Local resources: Serial Ports X X X | CE/XPe/WES7: Mapping is ignored.
Local resources: Parallel Ports X
Advanced: Protocol X
Advanced: Keyboard language X
Advanced: Switch on compression X
Advanced: Disable Windows decorations X X X
Advanced: Disable encryption X
Advanced: Disable mouse movements X
Advanced: Show connection bar when full X X X
screen
Application Browser
Start page X X X CE/XPe/\NES?: If a start page is setin s_everal
sessions, the last session makes use of it.
Page to be called X X X
CE/XPe/WEST: If a proxy is set in several
Proxy settings X X X | sessions, the last session makes use of it.
No automatic configuration.
Browser type X
Kiosk mode X X X
Application restart X X X
Start automatically X X X
Desktop icon X X X
Local Application
Local Application: User-defined X X X
Local Application: Resource Info X
Local Application: XTERM X X | XPe/WES7: Starts "cmd.exe".
Local Application: SSH X
Local Application: File manager X X | XPe/WESTY: Starts "explorer.exe".
Local Application: Text editor X X | XPe/WES7: Starts "notepad.exe"
Local Application: Movie Player X X X | CE/XPe/WESY: Starts Windows Media Player.
Local Application: Thunderbird X
Hidden X X
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XPe/
Feature CE WES?eLux Remarks
Application restart X X X
Start automatiacally X X X
Desktop icon X X X
CE/XPe/WES7 GUI Advanced Functions

CE: Go to 'Setup Device' rsp. <F2>

Information page (diagnosis) X X XPe/WES7: As a tab in the Connection
Manager
CE: Go to 'Setup Device' rsp. <F2>

Diagnosis page X X XPe/WES7: As a tab in the Connection
Manager
CE: Go to "Programs-> Connections"

All sessions available in the start menu X X XPe/WES7: Go to "Start> All Programs >
Connections"

Connection Manager Icon on the desktop X X
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